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PREFACE

SOVEREIGNTY SHIELD -
EUROPE’S DIGITAL ABILITY
TOACT UNDER THREAT

In cyberspace, the threat situation is anything but
abstract. Every day we bear witness to criminal or
state-sponsored cyberattacks. Cyberspace has become
a battlefield on which combat is constant, uncontrolled,
and uncompromising. In other words, the gloves are off.
Aggressors are always one step ahead of those defend-
ing. Their goal is to shake the foundations of our econ-
omy, and the stability of our political and social order.
Ever faster cycles of digital innovation are overwhelm-
ing the bureaucratic processes in many companies and
organizations around the globe.

This report illustrates that cybercriminals are continu-
ing to increase the intensity and professionalism of their
attacks - boosted by artificial intelligence and collabo-
rative business models that are effectively dismantling
the technical barriers to launching cyberattacks. The
private sector and public authorities, in stark contrast,
tend to adopt a reactive stance. With economic damage
estimated to have exceeded €202 billion in Germany
alone, cybersecurity is no longer just an IT issue but a
matter of survival for every CEO and institution. Imag-
ine this damage were physical.

Digital sovereignty is rapidly becoming a strategic
imperative. Entering into unilateral dependencies on
non-European platforms means sacrificing the ability to
act independently. Today, digital sovereignty indicates
the ability to exercise self-determination across cyber-
space - from business-critical data to Al models.

This report offers far more than an inventory of current
risks. It provides:

B A representative Germany-wide survey: A detailed
assessment of cybersecurity topics and digital sov-
ereignty.

B Analysis of critical exposures: In-depth insight into
the risks posed and potential offered by robotics and
the frequently underestimated “digital estate”.

B Putting digital sovereignty into operational prac-
tice: The first comprehensive application of the EU
Cloud Sovereignty Framework in the context of the
European software ecosystem, with insights into the
assessment and management of software and Al
sovereignty.

B Underlying principles for making strategic decisions:
Why “exit-by-design” and European infrastructures
lay the groundwork for a competitive future.

We invite you to use the following pages as a wake-up
call and a roadmap. Our mission is to accomplish digital
transformation without compromising on security and
sovereignty.

For their valuable input, we would like to thank all the
experts who contributed to this visionary report, as well
as over 1,000 small and large companies that participat-
ed in the survey.

185 <

Rolf Schumann
Co-CEOQ Schwarz Digits

Christian Miiller
Co-CEO Schwarz Digits






EXECUTIVE SUMMARY

This report provides a comprehensive analysis of the
current cybersecurity situation, examining the structur-
al consolidation of global threats, the growing conver-
gence of physical and digital risks in robotics, and the
critical discrepancy between the perceived resilience
and operational reality at German companies. Another
key area is the first ever application of the EU Cloud
Sovereignty Framework to common enterprise soft-
ware products, which marks a crucial step forward in
making digital sovereignty measurable and practicable.
The report generally strives to provide decision-mak-
ers across all levels of technical expertise with a con-
cise, up-to-date overview of global threats and other
less widely discussed topics relevant to cybersecurity
and related fields.

Geopolitical risks and the new
normal in cyber threats

This comparative analysis draws on global publications
on cybersecurity released between summer 2025 and
February 2026. The situation in 2025/26 is characterized
by the entrenchment of structures and the convergence
of existing threats. Cyberattacks are occurring in par-
allel with geopolitical developments and endangering
national stability, global supply chains, and public order.
The synergistic activities of state actors, criminals, and
ideological groups are leading to an increasing conflu-
ence of espionage, sabotage, and exploitation. While
hacktivism and critical infrastructure espionage are
dominant in Europe, the sabotage of undersea cables
and escalation of attacks on Taiwan - amounting to 2.63
million attacks per day - highlight the global dimension.
Cloud convergence has heightened the focus on system-
ic risks. Ransomware, meanwhile, continues to operate
as an industrialized, highly damaging and costly ecosys-
tem. In Germany, cyberattacks now cause 70 percent of
all economic damage (€202.4 billion). Recovery times of
up to 30 days and debilitating psychological pressure
on decision-making processes are especially critical as
they directly undermine operational capacity.

The real impact of cyber security
on the German economy

Our representative survey of 1,001 German companies
reveals a deep discrepancy between perceived pre-
paredness and structural resilience. While 65 percent
of companies rate their defense readiness favorably,
the rate of companies falling victim is in fact 20 percent
(large enterprises: 33 percent). Cyber security budgets
have increased to 17 percent of the IT budget, yet they
remain reactive and largely driven by regulation (NIS 2).
Deficiencies in management are reflected in the absence
of CISOs (57 percent) and failure to conduct comprehen-
sive risk analyses (40 percent). These shortcomings also
extend to Al governance. Despite recognizing the risks
posed by Al-based social engineering, only 25 percent
of organizations have implemented binding guidelines.

The supply chain remains a critical security risk. Sev-
enty-five percent of the companies surveyed still do
not audit their suppliers, even though every second
company has already become aware of attacks on
suppliers. Finally, a high level of support for offensive
countermeasures underscores the desire for the ability
to take action in cyber defense. Seventy-nine percent of
the respondents are in favor of government hackbacks,
with 59 percent even calling for such powers to be ex-
tended to private actors. At the same time, there is a
striking gap in the implementation of digital sovereignty.
Eighty-seven percent of organizations have not invested
in reducing their technological dependencies, despite 42
percent expressing a willingness to pay higher prices for
sovereign solutions.

Robotics and the convergence of
physical and digital security risks

The rapidly advancing integration of humanoid and
autonomous systems into industrial manufacturing
processes, national security agencies, and military
structures marks a point of convergence where the
boundary between physical and digital functionality is
effectively erased. Modern robotic platforms are highly
networked systems that combine mechanical mobility
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with sensor-based data processing and artificial intel-
ligence. Consequently, any technical vulnerability can
directly lead to kinetic and operational consequences.
When such systems are used in environments where
security is critical, such as border security or armed
conflicts, their reliability is entirely dependent on the in-
tegrity of the digital infrastructure. Experience gained
from current conflicts, particularly in Ukraine, demon-
strates how agile innovation processes, often support-
ed by civil society, can modify robotic systems in a very
short time - challenging the established, bureaucratic
procurement cycles typical in Western states. This de-
velopment necessitates a reassessment of the state’s
ability to take action in cyberspace, as mastery of these
technologies is not only a matter of mechanical superi-
ority, but primarily a question of digital sovereignty and
the ability to secure complex supply chains for hard-
ware and software.

Digital sovereignty as a strategic priority
and operative performance indicator

Due to the changing geopolitical situation, digital sov-
ereignty has evolved from a political goal to a strategic
necessity that inextricably links national security, global
competition, and organizational resilience. Published in
October 2025, the EU's Cloud Sovereignty Framework
(CSF) offers a structured approach for use in public ten-
ders. The EU CSF still has some weaknesses and does
not cover software or its deployment models in detail.
Based on the CSF, a Software Sovereignty Framework
(SSF) was developed to assess 27 software products in
key enterprise software categories. While open-source
solutions offered by European companies dominate the
rankings, non-European proprietary platforms consis-
tently receive low scores. Particularly when it comes to
artificial intelligence, sovereignty criteria are current-
ly more an aspiration than a reality. These outcomes
show that in 2026 digital sovereignty is not achieved
by means of a static certificate but rather needs to be
managed actively through targeted technical and orga-
nizational measures. Sovereign cloud infrastructures
also play a crucial role in the provision of sovereign
software offerings.

The digital footprint left behind after
death poses a systemic risk

One aspect of cybersecurity that is frequently under-
estimated is the ever-increasing fragmentation of dig-
ital identities, which extends far beyond the conscious
use of specific services. While people often consider
their digital footprint to be limited to a small number of
services, the average user actually holds hundreds of
digital accounts and leaves thousands of digital traces
(e.g., comments on social networks, online and mobile
behavior, purchases, location data from apps). Even af-
ter a person passes away, their digital legacy lives on as
a target for attack. Identity theft and unauthorized ac-
cess are increasingly achieved through the exploitation
of valid user accounts, including those of deceased or
inactive users. These legitimate login details naturally
do not trigger any typical alert mechanisms. How large
platforms go about managing these data sets raises
ethical and emotional questions for the bereaved while
also posing risks for companies and public authorities.
Dealing professionally with one’s digital estate and re-
ducing one’s digital footprint has thus become just as
important as drawing up a will or inheritance contract,
creating a living will, or transferring assets.
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STATE OF PLAY
CYBERSECURITY TRENDS 2026
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1 STATE OF PLAY -
CYBERSECURITY
TRENDS 2026

1.1 GLOBAL CYBERSECURITY The regional considerations outlined below illustrate
OVER\”EW how this geopolitically driven threat manifests itself in
various regions of the world. The constellation of threat
The global cybersecurity situation is inextricably inter- actors, targeted systems, and attack patterns differs
twined with geopolitical tensions. It is characterized by depending on regional power relations, economic de-

the interplay of cybercrime, political conflicts, and tech- pendencies, and security policy priorities.

nological change in which state actors, cybercriminal
networks, and ideologically motivated groups operate

concurrently [28], [139], [286]. While they often use Europe
identical infrastructure and exploit the same vulnera-
bilities, these actors are pursuing a variety of different In Europe, the threat situation is characterized by a high
objectives, such as espionage, sabotage, extortion, and proportion of hacktivist activities pursuing symbolic
fraud [86], [139]. The scope and focus of these activities and media-related objectives. Between July 2024 and
may also vary depending on the regional, political, and June 2025, 4,875 security-related incidents were re-
technological context. Consequently, cyberspace plays corded and classified according to whether they were
a dual role as both a field of attack and a driver for the perpetrated by cybercriminals, state actors, or hacktiv-
development and positioning of security policy. ists [111]. Phishing was the most common attack vec-
tor, accounting for 60 percent of all incidents, followed
In highly digitalized economies, the economic reper- by the exploitation of vulnerabilities (21.3 percent) and
cussions extend from organizational damage to macro- botnet activities (9.9 percent) [111]. Around 79 percent
economic effects [348]. Cyberattacks increasingly play of the incidents recorded have been attributed to hack-
an integral part in hybrid conflicts [341]. These attacks tivist actors. These activities mainly took the form of
especially have a negative impact on the stability of the DDoS attacks (overload attacks on IT services) or dig-
state and public order [62], [73], [111], [132], [139], [140], ital disruption. While the technical complexity of such
[183], [347]. attacks is usually low, the political and public impact is

high [34], [111], [129]. In the field of telecommunications,
DDoS attacks with peak loads of up to ten terabits per

1.1.1 Geopolitical tensions and their impacts second were observed for the first time. Approximate-
ly 78 percent of the attack waves lasted less than five

Geopolitical tensions are increasingly the driving force minutes [261].
behind digital attacks, influencing their intensity, tar-
geting, and conception. States, state-sponsored actors, In contrast, state-aligned activities have primarily taken
and ideologically motivated groups are specifically em- the form of espionage aimed at gathering intelligence.
ploying cyber operations as means of exerting political Sectors such as telecommunications, transport, indus-
influence and deterrence. Their focus is less on causing trial production, and public administration are most af-
short-term disruption to systems and more on gaining fected. In this context, actors with links to Russia, China,
an intelligence advantage, influencing critical processes, and North Korea, among other countries, were named
and creating social insecurity [111], [139], [248], [347]. [111], [129], [131].
Given the global interconnectedness of communication, Regional crises within Europe quickly have international
cloud, and service infrastructures, such operations are repercussions due to the globally interconnected nature
seldom confined within national borders. This means of digital infrastructures. Compared to other regions
that cyber operations are conducted parallel to diplo- of the world, Europe is more prone to politically moti-
matic, economic, and military developments, serving to vated, publicly impactful attacks [111], [332]. Germany
reinforce existing conflict dynamics [111], [139]. and Belgium are especially targeted by state-affiliated
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actors, while France, Italy, and Poland experience the
highest levels of hacktivist-motivated incidents [111].
This dynamic is exacerbated by Europe’s structural de-
pendence on US providers when it comes to cyberse-
curity technologies and threat analysis, restricting the
EU's strategic sovereignty in repelling and combatting
critical threats [274].

The Middle East

In the Middle East, the cyber threat situation is closely
linked to regional power struggles and hybrid threat
scenarios. Cyber operations are primarily instrumen-
talized for state security and influence strategies. They
tend to go hand in hand with political, military, and eco-
nomic tensions within a region [166], [203], [270].

Governments and state-affiliated actors strategically
use digital attacks for the purpose of espionage, in-
fluence, and destabilization of state or economic insti-
tutions and systems. This weaponization by states is
particularly evident in recurring, politically motivated
cyber campaigns related to regional rivalries.

Groups closely affiliated with Iran are believed to be
responsible for conducting targeted espionage against
government agencies and subsequently publishing sen-
sitive data. These cyber operations have an immediate
political impact and are used specifically to exert stra-
tegic pressure against Israel [166], [270].

Countries such as the United Arab Emirates and Qatar
are described as targets of politically motivated cyber-
attacks on government and infrastructure networks
as well as being actively involved in national security
operations and acting as regional collaboration hubs
[166], [203].

Besides state-backed cyber operations, the region is
also affected by cybercriminal activities [166]. In coun-
tries such as Egypt, cybersecurity is increasingly seen
as a matter of national security and associated with in-
creased statutory measures to safeguard government
networks and critical infrastructure [91], [166], [298].

North America

In North America, the cyber threat situation is greatly
influenced by the economic and technological signifi-
cance of the region. Due to their high levels of digital
penetration, the dense concentration of data-intensive
industries, and the prominent role of global cloud and

platform providers, the US and Canada are among the
most attractive targets for cyberattacks worldwide
[139], [140].

In stark contrast to the more symbolic attack patterns
prevalent in Europe, attacks in the US mainly target
high-value data sets, intellectual property, and busi-
ness-critical infrastructures. Accordingly, economically
motivated attacks aimed at unauthorized access, iden-
tity theft, and the targeted compromise of digital envi-
ronments tend to predominate. These often result in the
large-scale exfiltration of data [140].

Apart from cybercriminal activities, an increased pres-
ence of state and state-affiliated actors has also been
noted. North America is considered a strategic target
for long-term espionage and intelligence gathering. Ac-
tors linked to China, Russia, Iran, and North Korea are
among the countries mentioned in this respect [248].

Data and knowledge intensive sectors such as finance
and insurance, health and social services, and profes-
sional services are impacted particularly heavily [139],
[140], [187]. From a government perspective, digital in-
frastructures, data ecosystems, and cloud-based plat-
forms are considered both the foundation of national
competitiveness and a core resource to be protected
through the national security policy [332].

Asia Pacific

In the Asia-Pacific region, the cyber threat landscape
is characterized by tightly interwoven economic in-
terests, technological dependencies, and geopolitical
power struggles. Cyber operations serve both to exert
state influence and to further economic interests. Tar-
geted, long-term operations tend to predominate [235],
[248], [344].

The main focus is on establishing permanent access
and means of influence. Attackers exploit known vul-
nerabilities or misuse existing credentials to gain initial
access to IT systems. This access is then used to es-
tablish a persistent presence in the system [235], [344].

This focus is most evident in the national security con-
text. In 2025, Chinese threat actors launched an aver-
age of 2.63 million cyber intrusion attempts per day
against Taiwan's critical infrastructure. This represents
an increase of approximately 6 percent over the pre-
vious year [256]. Energy, communications, transporta-
tion, emergency response, and administrative systems
were especially affected. More than half of these attacks
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involved the exploitation of vulnerabilities in hardware
and software. Notably, there was a more than tenfold
increase in attacks on energy infrastructure and a
sharp rise in the number of attacks on health and emer-
gency services [256].

Alongside organized cybercrime, state-sponsored ac-
tors have emerged as a prominent threat in the region.
Groups with ties to China, Russia, Iran, and North Korea
are targeting telecommunications networks, research
institutions, government institutions and IT-related
organizations in an effort to gain long-term access to
sensitive information, technological developments, and
strategic infrastructure [68], [234], [236], [238], [239],
[248].

The threat landscape is further exacerbated by re-
gional tensions and hybrid patterns of conflict. Digital
attacks frequently coincide with political, military, or
diplomatic developments. In some cases, they are com-
bined with physical, real-world vulnerabilities. Waves
of attacks have also been observed between India and
Pakistan [87].

Technological developments
and global trends

In addition to geopolitical factors, technological and
structural developments are further escalating the
threat situation. Attacks are marked by increasing
scalability, higher speeds, and growing organizational
maturity [63], [139], [140], [344]. Technological develop-
ments, in particular, have had the effect of amplifying
existing threats, changing the way in which attacks are
prepared, carried out, and monetized.

Professionalization and division
of labor in cybercrime

As professionalization of cyber operations gains pace,
the ability to execute attacks quickly, automatically and
at scale is becoming increasingly important. A struc-
ture in which tasks are divided among different actors
paves the way for shorter exploit cycles - the time be-
tween the discovery of a security vulnerability and its
active exploitation - and the increasing predominance
of automated attack chains [139], [140], [344], [347].

What were once isolated, opportunistic attacks are
evolving into a labor-divided attack economy in which
specialized actors carry out individual phases of the at-
tack chain [139], [140], [344]. Key to this development is

the emergence of specialized markets for credentials,
malware, and attack resources, which can be utilized to
prepare and scale attacks efficiently [139], [140], [197],
[235].

The availability of large quantities of compromised
identity data serves as a key factor in scaling up these
attacks. During the first half of 2025 alone, an estimat-
ed 16 billion sets of login credentials were recorded
worldwide [145]. Around 1.8 billion of these were used
to carry out follow-up attacks [140]. Government in-
tervention and international law enforcement efforts
can significantly disrupt criminal infrastructures over
the short term. However, the impact on the underly-
ing labor-dividing structures has been limited to date,
as criminal platforms and networks are often able to
quickly reconstitute themselves [32], [33], [34], [35],
[139], [200], [347].

Speed, automation, and exploit cycles

Along with the increased professionalism of these
groups, the speed of modern cyberattacks is also accel-
erating significantly [75], [140], [149]. In 2025, more than
48,000 new vulnerabilities were disclosed worldwide.
For a significant proportion of these, functional exploit
code was available shortly thereafter, meaning ready-
made software tools were soon at hand to exploit these
gaps with targeted attacks [140], [260].

Automated scanning, standardized exploit kits, and
ready-to-use attack modules enable attackers to identi-
fy and exploit vulnerabilities in near real time. The bal-
ance of power between attackers and defenders is thus
increasingly shifting in favor of those who use quicker
automated processes than their opponents.

Security incidents are often the result of a combination
of multiple moderate weaknesses and structural defi-
cits. Of particular concern are issues related to patch
management, prioritization, and responsiveness [74],
[140], [235], [344], which are further exacerbated by re-
liance on US-centric infrastructures such as the Com-
mon Vulnerabilities and Exposures (CVE) system and
the National Vulnerability Database (NVD) [274].

Due to the rapid advances in automation, the focus of fu-
ture attacks is increasingly shifting away from individu-
al technical vulnerabilities towards attempts to exploit
systemic attack surfaces. Centralized platforms, cloud
services, and authentication infrastructures enabling
large-scale automated access are particularly vulner-
able [75], [140], [149], [344].
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Artificial intelligence in
attack and defense

Artificial intelligence (Al) is reshaping the global cy-
bersecurity landscape by significantly accelerating and
scaling existing threats. It enhances both efficiency and
range, allowing attacks to be prepared more quickly,
targeted more precisely and carried out on a larger
scale [139], [140], [232], [237], [248], [337], [344].

Adversaries are increasingly leveraging Al to automate
each step in existing attack chains and efficiently or-
chestrate entire campaigns. This notably includes the
creation of deceptively authentic content for phishing
and fraud campaigns, the selection of suitable target
groups, and the tailoring of attacks to react to their vic-
tims' responses [67], [139], [140], [337], [338], [344].

Generative models also lower the barriers to entry in
terms of language and content. They facilitate the cre-
ation of credible communication patterns without in-
depth specialist or cultural knowledge, increasing the
likelihood that social manipulation will succeed [140],
[337]. Given that Al-generated content is virtually in-
distinguishable from legitimate communication with
regard to language and context, purely content-based
detection mechanisms are becoming less effective. In-
creasingly, they need to be supplemented by approach-
es focusing on identity and behavior [338].

The effects of this can also be observed in the current
wave of attacks. Al-supported phishing campaigns,
particularly those involving email, continue to increase
in volume and improve in linguistic quality. In the sec-
ond quarter of 2025, over 1.13 million phishing attacks
were registered worldwide, with significant growth in
business email compromise - a form of fraud involving
fake business emails to trigger erroneous payments.
A significant proportion of these attacks leveraged Al
for adaptation [7], [111], [181], [182], [337], [344]. What's
more, Al is now integrated directly into attack tools,
enabling malware to dynamically adapt its behavior to
bypass filters, for instance, and facilitating the use of
deepfakes for CEO and identity fraud [61], [64], [68],
[164], [190], [196], [331].

The use of Al-supported approaches is also increasing
on the part of defenders, with security solutions rely-
ing on machine learning to detect anomalies, prioritize
alerts and assist in responding to incidents [187], [330],
[344], [347]. Automated analysis and support for deci-
sion-making help security teams keep pace with the
increasing speed of modern attacks, reduce detection
and response times, and partly compensate for person-
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nel bottlenecks [187], [201], [316], [330]. Meanwhile, the
actual maturity level remains limited at many organi-
zations. Currently, only 14 percent of the organizations
surveyed consider their existing Al-based security mea-
sures to be fully effective. This points to shortcomings
in integration, governance, and data quality [187], [261],
[330]. The result is an imbalance, as attackers can ex-
periment more quickly and freely, while defenders are
bound by regulatory, organizational, and operational
constraints [139], [337], [344]. Going forward, it is there-
fore crucial for organizations to be able to embed Al in
their existing security processes in a controlled and
professional manner if they are to stand up to the au-
tomated attack ecosystem [60], [75], [139], [330], [337],
[344].

Ransomware:
A systemic threat

Initially a standalone attack method, ransomware has
evolved into a globally organized ecosystem in its own
right and now represents a predominant threat. Ran-
somware remains one of the most prevalent forms of
financially motivated attacks around the globe and is
increasingly organized like a structured business work-
flow. Observed ransomware activity rose by roughly
179 percent internationally during the first half of 2025
and it currently accounts for approximately 44 percent
of all security incidents investigated [139], [140], [235],
[344]. Technological automation, division of labor ap-
proaches, and new monetization strategies have con-
tributed to ransomware campaigns scaling faster, op-
erating more flexibly, and becoming more resilient to
law enforcement measures than in previous years [139],
[140], [347].

Ransomware-as-a-Service:
A highly successful approach

A key factor in the continued proliferation of ran-
somware is the rise of the ransomware-as-a-service
(Raa$S) approach. There has been a clear progression
from isolated groups of perpetrators to more collabo-
rative, platform-based models, with developers, oper-
ators, and those carrying out the attacks each taking
on separate roles [139], [140], [193], [235]. RaaS pro-
viders supply the encryption software, payment infra-
structure, negotiation guidelines, and data leak sites.
Groups or individuals known as affiliates then conduct
the actual attacks.
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Figure 1: Effect of a ransomware attack on IT and security teams (n=1,700)

The RaaS model lowers barriers to entry, enabling less
tech-savvy actors to carry out highly effective extortion
campaigns [69], [139], [140]. At the same time, the divi-
sion of labor also increases scalability. Multiple cam-
paigns can be run in parallel, rapid modifications can
be made to target specific regions or industries, and
successful techniques can spread throughout the eco-
system within a short time [140], [235], [344]. Business
models based on the division of labor are still consid-
ered to be largely resilient to government intervention,
as success by law enforcement agencies often only has
short-term, isolated effects, while the criminal ecosys-
tem is able to keep reconstituting itself over the long
term due to its decentralized structure [195].

Shifting targets and breakdown by sector

The distribution of ransomware attacks indicates a shift
in target selection. While large companies and critical
infrastructures remain the primary focus, attacks on
small and medium-sized organizations and sectors with
less protection are on the rise [140], [315], [344]. This
is mainly facilitated by automation and the large-scale
availability of compromised access credentials [139],
[140].

Among the sectors most often impacted are manufac-
turing, technology companies, trade and retail, health-
care, and services [140], [316], [344]. Regionally, many
documented ransomware cases are centered on high-
ly digitalized economies, particularly those in North
America and Europe. Meanwhile, other regions are of-
ten indirectly affected via their supply chains and ser-
vice providers [111], [140], [344].

Increasingly, identity-based entry points are lever-
aged. For this reason, ransomware is becoming more
closely interlinked with other forms of data theft and
espionage [235], [248], [344]. The lines between clas-
sic data theft, espionage, and extortion have become
blurred. Due to the combination of labor-dividing RaaS
models and diversified monetization strategies, attack-
ers are able to flexibly scale campaigns and quickly
regroup when faced with government intervention.
At the same time, the availability of massive amounts
of compromised log-in details is leading to a strategic
realignment. Since access is increasingly gained using
valid identities, the structural vulnerabilities of orga-
nizations are gaining significance compared with their
technical security measures. Attackers can aim to infil-
trate specific players with high digital interdependency
and extensive supply chain interconnections, with the
aim of establishing sustained access. This means that
ransomware should now be understood less in terms
of a one-off extortion attack and increasingly as part of
long-term exploitation and coercion strategies within
a globalized attack economy [139], [140], [235], [248],
[315], [344].

Psychological and political
impacts of extortion

In addition to causing financial damage, attacks involv-
ing extortion have a profound psychological effect on
organizations and their management. The combination
of time pressure and uncertainty about the actual ex-
tent of the damage, coupled with the threat of further
conseqguences, places a considerable strain on the de-
cision-making process [41], [316]. This psychological
dimension is a key component in the effectiveness of
extortion, as it deliberately induces stress and impedes
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rational decision making (see more details about this
and other psychological impacts in Figure 1) [111].

Ransomware not only influences management deci-
sions but also places considerable strain on the em-
ployees involved. Following serious incidents, IT and
security managers often report experiencing ongoing
stress, increased workloads, and exhaustion. These
repercussions can impair the response capabilities of
organizations over the long term [41], [314].

From an organizational perspective, attacks involving
extortion increase uncertainty and insecurity regard-
ing responsibilities, liability issues, and public com-
munication. Anticipation of reputational damage, reg-
ulatory consequences, or political attention also affect
internal organizational decision-making processes [41],
[1m].

Economic damage and
the cost of cyber attacks

Across organizations, cyberattacks frequently lead to
major disruptions to productivity and operational ca-
pacity. A large proportion of incidents entail the failure
of core IT systems, the interruption of digital business
processes, or temporary stoppages in production and
services [28], [187]. In addition, cyber incidents not
only cause direct costs but also lead to reputational
damage, loss of trust, and strategic limitations [28],
[187], [316].

Internationally, in the median case, it takes an average
of 181 days to detect an incident [187]. Ransomware in-
cidents are discovered more quickly than other types
of attacks, with a median detection time of around six
days [235].

In the wake of severe security incidents, organizations
often experience reduced operational capacity for sev-
eral days or weeks. Containment takes 64 days on aver-
age. Depending on the type of attack and the system ar-
chitecture, recovery times range from around ten days
to upwards of 30 days [158], [187], [316].

The long duration of security incidents means that they
tie up considerable amounts of human and technical
resources. Operations can be constrained for several
months as a result [158].

The extent to which operations are affected hinges on
the degree of digitization and structural dependence
on IT-supported processes. Highly digitalized organi-

zations are especially sensitive, as outages directly im-
pact business-critical core processes. At the same time,
less digitalized organizations may also suffer significant
declines in productivity due to their reliance on cen-
tral communication, management, or logistics systems
(1871, [316].

Accordingly, the average daily cost of outages in highly
digitalized environments is 1.5 to 2 times higher [187],
[316].

Productivity losses are not only directly due to techni-
cal failures. Organizational measures such as emergen-
cy shutdowns, restricted access rights, additional coor-
dination and approval processes, or the reassignment
of staff are often responsible for prolonging the dura-
tion and impact of an incident [28], [187]. A significant
proportion of the disruption is attributable to processes
related to coordination, decision-making, and resuming
operations [316].

Cyberattacks also increasingly have a cascading ef-
fect. In roughly 10 to 30 percent of incidents, the failure
of individual digital components leads to disruptions
affecting external partners, downstream processes,
or public services due to the close interconnection of
systems and supply chains [111], [344]. Consequently,
cyber incidents are rarely confined to individual organi-
zations, but have an impact beyond organizational and
system boundaries [28], [111].

Financial losses due to business interruption,
recovery, and data protection

The financial impact of cyberattacks can be quantified
both at the macroeconomic level and by examining
the costs of individual incidents [28], [49]. The average
damage caused by a cyberattack is around US$250,000
(approx. €212,000) per organization. The annual losses
to the economy add up to billions of dollars in many in-
dustrialized countries [348]. At the global level, the total
costs incurred due to cybercrime are predicted to reach
around €14.23 trillion by 2029 [158].

A substantial part of the damage caused by cyberat-
tacks in Germany results from business interruptions
and consequential costs. Approximately 70 percent of
the losses reported by companies due to data theft,
industrial espionage, and sabotage are directly attrib-
utable to cyberattacks [28]. For 2025, this equates to
financial losses of around €202.4 billion (see Figure 2).
The biggest factor driving these costs is the failure of
key business processes. Temporary or total disruption



of business processes and operations has a direct im-
pact on sales, delivery capabilities, and internal pro-
cesses. It may also unleash a cascade of repercussions
along value and supply chains [28].

Another significant cost factor is recovery following
cyber incidents. This includes forensic analysis, sys-
tem and data recovery, third-party support services,
and post-incident security measures. These costs are
incurred regardless of whether ransom payments are
made [187], [316].

In addition, organizations are faced with consequen-
tial costs related to data privacy and compliance. Cy-
berattacks involving data exfiltration or manipulation

30% 70%

€86.8 billion €202.4 billion
other damages cyberattacks

£€289.2

billion
Total Damages

2025

33% 28%
67% 72%

2024 2023

37% 41%
63% 59%

2022 2021
. Cyberattacks . Other damages

Source: [28]

Figure 2: Proportion of cyberattacks as a share
of total economic damages in Germany
(n=868)

generally entail reporting obligations to supervisory
authorities, seeking legal advice, conducting internal
investigations, and potentially paying fines, especially in
regulated industries [28], [111], [187].

The cost structure varies significantly depending on the
type of attack. While business interruption and recov-
ery dominate in ransomware incidents, follow-up costs
related to legal, regulatory, and reputational issues are
more prominent when it comes to data privacy inci-
dents. This heterogeneity makes generalized calcula-
tions difficult and calls for a more nuanced approach to
assessing cyber risks [187], [316].

Real impacts on industry:
Some examples

Practical experience shows that cyberattacks on Ger-
man companies often result in prolonged disruptions to
key business processes [28], [187]. Processes reliant on
IT, such as order acceptance, billing, logistics manage-
ment, and internal approval procedures are most heav-
ily impacted. Even though physical facilities or services
are formally able to continue their operations, financial
losses arise due to delayed deliveries, contractual pen-
alties, and a lack of operational control [28].

A recent example from 2025 involved a cyberattack on
an external IT service provider for Vodafone. As a re-
sult of the incident, the “Vodafone Sales World” central
sales platform was down for several days. Partners
and employees were unable to access crucial systems
and data, which significantly disrupted sales-related
business processes [84].

Another incident concerned the dairy company Arla
Foods Germany. Compromised IT systems at a produc-
tion site led to temporary production limitations and
delays in supplying products [82].

Adidas also reported an incident in which customer con-
tact details were accessed via a third-party customer
service provider. Even though no payment data was
leaked, extensive data protection and recovery mea-
sures were triggered [324].

In 2025, a cyberattack on car manufacturer Jaguar
Land Rover demonstrated just how vulnerable highly
interconnected production structures are. Although the
attack primarily targeted this one company, economic
interdependencies resulted in estimated total damag-
es of £1.9 billion for the British industrial sector. More
than 5,000 companies along the supply chain were im-

19



20

1.2

pacted by weeks of production downtime and massive
disruptions. The incident serves as a warning signal for
German industry. Due to close international intercon-
nectedness, production stoppages abroad can directly
impact local suppliers. Thus, cyber resilience is proving
to not only be an operational necessity, but also a vital
macroeconomic imperative [85].

Regardless of company size or sector, even technical-
ly limited cyberattacks cause significant recovery and
consequential costs. These expenses can run to hun-
dreds of thousands within a matter of days. Moreover,
they often go hand in hand with long-term effects on
reputation and trust [28], [83], [187], [316].

Following cyberattacks, companies report increased
difficulty in contract negotiations, more caution on the
part of business partners, and rising insurance pre-
miums, particularly in cases where data breaches or
prolonged disruption to operations have become public
knowledge [28], [41], [187].

NATIONAL THREAT SITUATION:
SPOTLIGHT ON GERMANY

Germany is one of the EU countries most severely im-
pacted by cyberattacks [28], [31], [49], [104], [111], [248].
Roughly 87 percent of companies based in Germany are
affected by digital or analog attacks, while 77.5 percent
of companies have been victims of at least one success-
ful cyberattack in the past twelve months [158]. These
attacks follow recurring patterns which cut across dif-
ferent sectors and company sizes [49], [111], [344]. Orga-
nizations with limited resources are especially vulner-
able to large-scale attacks [28], [339]. This high level of
exposure stems from Germany’s economic significance,
its strong digital interconnectedness, and the central
role German organizations play in European service
and supply chains [28], [49], [248].

Ransomware remains one of the most damaging cyber
threats in Germany. Attacks often involve the theft of
data and cause significant economic losses [28], [187],
[235], [316]. The situation is unlikely to ease in the com-
ing years, with forecasts pointing to a further escalation
[139], [147], [248], [344], [347].

1.2.1 Attack patterns and targets

The cyberattacks observed in Germany follow clear
patterns in terms of points of entry, target groups, and
attack objectives. The majority of incidents can be at-
tributed to a few recurring attack vectors which can be
exploited regardless of the sector or size of the organi-
zation [49], [111], [248], [344]. These include phishing,
the misuse of existing log-in credentials, and the mali-
cious use of legitimate services.

Commonly used vectors:
Email, legitimate services

Accounting for around 60 percent of attacks, phishing is
the predominant entry point in Europe. Germany is one
of the countries most severely affected by phishing at-
tacks [111], [248]. Email remains one of the main attack
vectors, with analyses of email traffic in German com-
panies revealing that phishing messages systematically
target the theft of login details. The messages often im-
itate well-known brands, such as DHL, or services used
for contracts and signatures, such as DocuSign [176],
[178].

Deceptively genuine-looking login pages are particular-
ly widespread. They are spread via links or HTML and
PDF attachments and targeted at cloud and webmail
accounts [65], [176], [344]. This type of attack is grow-
ing in importance and increasingly scaled via the mis-
use of cloud services [59], [177], [182]. Content, sender
details and language are varied automatically to avoid
detection by filter mechanisms and increase the attack'’s
probability of success [176], [179], [180]. In Germany,
phishing often serves as a springboard for account
takeovers and subsequent extortion scenarios [176],
[248], [344].

In addition to email, other communication channels are
gaining in importance. Phishing campaigns are increas-
ingly being launched via messenger services and SMS.
In the eyes of the public, these are now perceived as oc-
curring even more frequently than conventional phish-
ing emails [48], [105], [106].

At the same time, legitimate digital services are in-
creasingly being exploited as attack vectors. Cloud ap-
plications, file and collaboration services, sharing func-
tions, and user authentication features are now all used
to spread malicious content via trusted platforms or to
establish unauthorized access [176], [248], [344].
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Widespread automation of attacks

The threat situation in Germany is characterized by
highly automated attacks specifically targeting chron-
ically exposed, poorly maintained services. Peripheral
components, including systems that act as interfaces
and connect the internal network directly to the inter-
net, such as VPN access points or firewalls, are par-
ticularly vulnerable. As they are visible to the outside
world, they often serve as the first point of entry for
attackers [139], [140], [315], [344].

A key element, both in Germany and globally, is the
reutilization of attack components. Access data, ex-
ploits, and malware are made available in collaborative
structures and reused across multiple campaigns [139],
[140], [344]. This means that known attack patterns re-
main effective over extended periods of time and can be
quickly transferred to new targets [49], [344]. The most
frequently exploited infrastructures include outdated
web applications, forgotten subdomains, and services
that are no longer actively maintained. Despite their
limited functional significance, these systems remain
persistently exposed. In other words, these attacks are
characterized less by new exploits than by structural
deficiencies in the lifecycle management and decom-
missioning of IT services [11], [268].

Automation also accelerates the steps that follow suc-
cessful first penetration. Lateral movement, data exfil-
tration or extortion can be prepared or carried out in
a partially automated manner. This serves to shorten
the time between initial compromise and actual damage
[140], [235], [344].

Digital identities and
access infrastructures

Digital identities are among the most important gate-
ways for cyberattacks in Germany [111], [139], [140].
Digital identity and access management (IAM) infra-
structures have become a critical control layer in many
organizations. Nowadays, identity services and single
sign-on solutions are used as a means of bundling
access to a range of professional applications, cloud
services, and administrative functions. Consequently,
security incidents occurring at this level do not merely
have a localized impact, but often have system-wide re-
percussions [140], [248], [344].

Attacks increasingly aim to take over these central dig-
ital identities, as these grant attackers sustained, in-
conspicuous access to cloud, on-premises, and hybrid

environments [140], [344]. As a consequence, access
infrastructures are not only a technical issue, but have
also developed into an organizational risk factor, espe-
cially in complex IT landscapes where functions and
work tasks are shared [248].

Password spraying, credential stuffing
and MFA bypass

Attacks on digital identities often take the form of auto-
mated log-in attempts. These approaches are designed
for high scalability and low visibility. In particular, pass-
word spraying and credential stuffing play a major role
[49], [140], [341], [344]. Password spraying involves
testing frequently used passwords across many dif-
ferent accounts. Credential stuffing, on the other hand,
uses log-in details that have been compromised in past
data breaches and may have been employed elsewhere
due to the widespread reuse of passwords [140], [344].
There is a clear distinction in preferred approaches
for different platform types, with login credentials for
social media and gaming services, in particular, being
traded extensively via specialized marketplaces and
live logs (see Figure 3). Both methods primarily target
email accounts, cloud services, and centrally managed
applications and can be carried out on a large scale with
little effort [49], [111].

In response, many organizations are now turning to
multi-factor authentication (MFA). However, attackers
are also using methods aimed at bypassing or exploiting
MFA. In particular, these include social engineering, ses-
sion hijacking or technical interception during the login
process [140], [344].

One approach seen in the context of cloud-based work
platforms is known as an adversary-in-the-middle at-
tack and involves technical interception during the login
process. These attacks use deceptively convincing log-
in pages to capture not only usernames and passwords,
but also session or access tokens, allowing attackers to
hijack ongoing log-in activities [176], [233], [344].

Conventional MFA methods are also increasingly cir-
cumvented in targeted attacks. The focus of counter-
measures is shifting accordingly [214], [248], [344].
Passwordless authentication methods such as pass-
keys are increasingly gaining traction, particularly for
privileged accounts and centralized cloud services, as
they can reduce systemic dependencies on human falli-
bility [139], [248], [344].
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Cloud access and shadow
IT pose systemic risks

Cloud-based services are an integral part of key busi-
ness, communication, and administrative processes.
Across the German private sector, 90 percent of com-
panies rely on cloud applications. Approximately 47
percent of IT applications are operated from the cloud,
with 62 percent of companies stating that they would no
longer be able to operate without cloud solutions [29].

As applications and data have been shifted to the cloud,
the number of digital access points and associated iden-
tities has also increased significantly [28], [49], [111],
[139], [339], [344]. Access to cloud services is closely
linked to centralized identity and access infrastruc-
tures, extending their reach beyond organizational
boundaries [248], [344].

This development adds significantly to the complexity of
access control. As companies increasingly open up their
IT systems to external partners and service providers,
complex access structures are developing. If permis-
sions are not revoked after a project has ended or if
a company loses track of these guest accounts, entry
points may be left open for attackers to exploit. Defi-
cient management of privileges, outdated or forgotten
accounts, and a lack of transparency regarding active
cloud logins all frequently contribute to security inci-
dents [49], [344].

The widespread use of shadow IT is another risk factor.
Departments often independently resort to using unap-
proved applications, hardware, or platforms to speed
up work processes or meet short-term requirements
[28], [49], [339].

Around 12 percent of German companies have report-
ed experiencing problems caused by unregistered IT
devices. Meanwhile, approximately 9 percent explicit-
ly consider them a potential gateway for cyberattacks
[339]. Shadow IT is often accessed using existing work
identities or sensitive organizational data without se-
curity configurations, permissions, or logging systems
being centrally administered, monitored or reviewed
[248], [344].

In this way, shadow IT exacerbates existing risks in
identity and access management. Access to the services
bypasses formal governance, security policies are cir-
cumvented, and compromise remains undetected for
longer. At the same time, reliable oversight and rollback
processes are lacking in many cases. Only 43 percent of
companies regularly scan for unregistered or forgotten
devices, while 39 percent have yet to define a process
for decommissioning old devices and systems [339].

In combination with centralized identity services, this
unsupervised cloud access can significantly expand the
attack surface, making it considerably more difficult to
trace the source of security incidents [49], [248], [344].



Growing misuse of
legitimate admin access

Administrator and privileged access rights, in other
words accounts with advanced rights and extended
privileges that allow users to make far-reaching chang-
es to configurations and enable access to sensitive
data, present a particularly attractive opportunity for
attackers in modern IT and cloud environments. These
accounts are often compromised indirectly, for instance
through targeted social engineering attacks on IT sup-
port and help desk structures, the takeover of insuffi-
ciently secured administrator accounts, and the escala-
tion of privileges after gaining initial access [140], [344].

Another risk factor arises from the way privileged ac-
counts are used in day-to-day operations. Due to effi-
ciency considerations or a lack of resources, admin-
istrator rights are often used more frequently and for
longer periods than their intended purpose, for instance
for maintenance, support, or emergency access. This in-
creases exposure and the risk of misuse in ways that
are not immediately apparent [28], [49], [140], [150],
[344].

Looking at the big picture, it becomes apparent that dig-
ital identities, cloud access, and privileged accounts are
coming together to form a pivotal systemic attack sur-
face. The interplay of automated attacks on login pro-
cesses, the circumvention of traditional authentication
methods, unauthorized use of cloud services, and the
misuse of legitimate admin access amplify each other.

As cloud and platform services continue to prolifer-
ate, it can be assumed that identity-based attack vec-
tors will continue to be among the most effective entry
points in the future. Unless user identities, authoriza-
tions, and privileged access are consistently controlled
beyond organizational and system boundaries, the risk
of organization-wide damage is bound to increase sig-
nificantly [139], [248], [344].

1.3

131

STRUCTURED ATTACKERS -
THREAT ACTORS, OBJECTIVES,
AND METHODS

Cyber threats diverge in terms of the rationale em-
ployed by threat actors to plan, coordinate, and strate-
gically deploy them [86], [111], [130], [139]. State actors,
organized cybercriminals, hacktivists and hybrid groups
are all pursuing different goals within differing time-
frames. Nevertheless, they often make use of similar
entry points and infrastructures [86], [139], [140], [344].

Only a detailed analysis of the attackers’ objectives,
methods, and organizational structures can provide
a reliable assessment of cyber risks [86], [139], [344].
The following sections distinguish between state actors
(advanced persistent threat, APT) and organized cyber-
crime groups. Hacktivist and hybrid forms are consid-
ered cross-sectional phenomena [86], [111], [139], [140],
[187], [201], [261], [286].

State actors

State and state-backed actors comprise a key group of
threat actors. Unlike attackers who are mainly driven by
financial motives, they primarily pursue long-term stra-
tegic goals. Cyber operations are utilized as a tool to ad-
vance foreign, security, or economic policy. These APTs
are characterized by a high degree of operational per-
sistence. They aim to gain sustainable access to informa-
tion, exert political influence, or prepare strategic options
for further actions [86], [111], [130], [261]. Despite having
comparable technical bases, APTs differ considerably in
terms of their objectives, the sectors affected, and their
modes of operation [86], [111], [130], [248]. Three types of
objectives can be distinguished in state cyber operations:
espionage, sabotage, and exerting influence.

Espionage as the primary goal

Espionage remains the core focus of state cyber activi-
ties. Long-term access is established in order to spy on
government networks, research institutions, telecom-
munications providers, and highly technological compa-
nies. Conspicuous disruptions are deliberately avoided
[139], [235], [248].

APT groups with links to China have repeatedly been
accused of systematic economic and technological es-
pionage. Those affected include industrial companies,
semiconductor research, telecommunications, and aca-
demic institutions [234], [235], [248].
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Groups with ties to Russia are pursuing a dual strategy
of cyberattacks and disinformation campaigns. These
are aimed at deliberately undermining democratic
systems, creating political instability, and sustainably
eroding public confidence in state institutions and dem-
ocratic processes [21]. Campaigns against government
agencies, diplomatic missions, and security-related in-
frastructure in Europe and North America have been
documented [111], [139], [248].

In Iran, cyber operations are mainly used for regional
reconnaissance and spying on government and eco-
nomic targets. These operations are often carried out
in the context of security tensions in the Middle East
[166], [270].

North Korean operators have increasingly been using
insiders and externally recruited IT specialists who
work for foreign companies under false identities. This
strategy grants them direct access to sensitive devel-
opment, cloud and financial systems, allowing them
to effectively bypass traditional security mechanisms
[139], [140], [248]. Another area of operations is con-
ducting cyberattacks on crypto exchanges (e.g., Bybit
2025) in order to gain access to digital assets [21].

Sabotage remains an effective tool

Sabotage indeed occurs less frequently than other
forms of cyber warfare, but it has a high political and
symbolic impact. It deliberately aims to cause visible
disruption and short-term impacts. Cyber operations
are used, for instance, to temporarily disrupt criti-
cal processes, expose vulnerabilities, or undermine a
state’s ability to act [111], [139], [261].

Russian and Iranian actors, in particular, have been
linked to attacks on energy, transport, and government
infrastructure [111], [261], [270]. Such activities are in-
tended to serve as a deterrent, send a signal, or desta-
bilize an adversary without crossing the threshold to
military conflict, but they usually remain within a limited
time frame [86], [139].

Hybrid operations are also shifting their focus to stra-
tegic digital connections and outsourced IT services.
Incidents involving undersea cables - including in the
Pacific region near Taiwan - and malicious misuse of
IT services have been used as means of gaining covert
access to systems and pursuing economic or security
policy objectives [139], [140].

Exerting influence and spreading information

Influence cyber operations and information operations
refer to cyber activities that deliberately combine tech-
nical access with public, political, or social impact. They
primarily involve the controlled use of compromised
information and leaks or digital disruption operations
[111], [130], [133], [139].

Russia-affiliated actors use compromised data and dis-
ruptive activities to influence public perception and fuel
social tensions [111], [130], [133], [139].

Iranian actors have also engaged in data leaks, threat
campaigns, and symbolic attacks in a bid to build politi-
cal pressure and influence narratives [270].

State actors also indirectly support hacktivist groups or
strategically exploit their activities. Their aim is to make
it more difficult to identify the state’s involvement, but
also to increase their impact and reach [111], [129], [130].

In this regard, hacktivist collectives serve to deliber-
ately increase the public visibility of technical cyber op-
erations. Through this combination of technical access,
public communication and indirect control, state actors
can amplify political effects without revealing their gov-
ernment's involvement [86], [111], [129], [130].

Regional characteristics
of state APT actors

From a regional perspective, there are marked dif-
ferences in the types of targets, modes of action and
strategic weighting of state-backed cyber operations.
Certain threat actor types engage in cyber operations
not only for security policy purposes, but also to further
economic and resource-related interests [139], [140],
[248].

Western states such as the US are also equipped with
sophisticated offensive cyber capabilities, which they
combine with information strategy elements in hybrid
operations. In the context of events in Venezuela's ener-
gy sector that were relevant to US security policy, there
was discussion as to whether technical effects were
accompanied by prepared narrative infrastructures in
order to have an influence on the perception and inter-
pretation of events at an early stage [5].

APTs with ties to Russia are characterized by a high de-
gree of operational flexibility. State agencies, military
units and external threat actor structures are closely



interlocked. Separate groups act in a coordinated man-
ner and adapt their activities to geopolitical develop-
ments as the situation demands [111], [139], [261]. The
boundaries between state operations and external
structures are often fluid [86], [111].

Chinese APTs are described as particularly persistent,
strategic, and resource intensive. They engage in sus-
tained campaigns and are highly focused on estab-
lishing covert, scalable, persistent access capabilities
[139], [235], [238], [248]. This strategic focus manifests
itself, among other things, in specialized tools such as
the BRICKSTORM malware, which enables inconspicu-
ous persistence in critical infrastructures using legit-
imate admin functions [70]. It is also evident in long-
term campaigns such as “Salt Typhoon,” which Chinese
actors have been conducting since at least 2021 to
compromise telecommunications, government and
military-related networks worldwide, and use them to
achieve strategic prepositioning [206].

Iran-affiliated APTs stand out in international compari-
son due to their high level of activity, adaptability, and
political motivation. Their structures are considered
dynamic and strongly influenced by regional conflicts.
Government agencies, security forces, and ideological-
ly motivated groups work closely together in this re-
gard [86], [111], [130], [270]. Within the context of the
conflict between Israel and Iran, the observed offensive
cyber activities carried out by Iranian actors increased
by around 700 percent within twelve days. This under-
scores the high reaction speed and political alignment
of these actors [140].

North Korean APTs play a unique role, combining con-
ventional state cyber structures with a consistent focus
on financial gain. Today, these operations serve as an
important source of state revenue and funding for gov-
ernment programs. What is unprecedented here is the
extent to which cyber activities are used to deliberate-
ly circumvent international sanctions [21], [139], [140],
[248].

With regard to cyber defense, these regional differenc-
es make it clear that it is not possible to combat state
cyber operations, economically motivated attacks, and
hacktivist campaigns with a uniform approach. Differ-
ent organizational forms, objectives, and mechanisms
of action require fitting, differentiated countermeasures
[139], [140], [192], [194], [197], [248], [261].

Over the years to come, we can expect to see more
interlinking of cyberattacks, data exfiltration, and the
publicly impactful use of compromised information by
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state actors to influence public opinion. This is especial-
ly likely to be the case in the run-up to political deci-
sions, elections, or international crises [111], [139], [347].

Organized cybercrime

Organized cybercrime represents a highly dynamic part
of the global threat landscape. Unlike state-sponsored
APT actors, cybercriminal groups are primarily moti-
vated by economic objectives [139], [140], [344], [347].
Nowadays, their activities are firmly embedded in a
shadow economy based on the distribution of tasks to
various parties. Leaked or stolen credentials, malware,
exploits, infrastructure, and money laundering services
are traded on specialized marketplaces and deployed
in flexible combinations [139], [140], [194], [197]. This
economics-driven approach shapes both the technical
infrastructure and attack chains based on the division
of labor principle.

Criminal infrastructure

Recent law enforcement campaigns highlight the pivot-
al role that criminal infrastructures play. In November
2025, bitcoin mixer cryptomixer.io - a service for ano-
nymizing payment flows - was shut down. Since 2016,
it had processed more than €1.3 billion in crypto assets
from suspected criminal sources. Investigating author-
ities seized over €25 million in Bitcoin as well as exten-
sive server and log data [128].

At the same time, organized cybercriminal structures
are relying on “bulletproof” hosting. These services
are designed to be resilient to shutdowns, abuse re-
ports, and law enforcement. Providers either tolerate
or actively promote criminal activity, conceal operator
identities, and enable the rapid relocation of critical in-
frastructure when faced with pressure from authorities
[711.

Owing to their modular and scalable structures, or-
ganized cybercriminal groups can take aim at a wide
range of potential targets. Attacks are launched against
companies of all sizes, public institutions, and increas-
ingly also against private individuals - provided that the
perpetrators can expect to reap financial rewards [140],
[315], [344]. Organizations which are heavily dependent
on digital technology are particularly attractive targets,
as business interruption, data loss, or damage to their
reputations are likely to result in immediate financial
consequences [28], [316], [344].
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Business models of ransomware groups

Ransomware is currently the dominant business model
within the shadow economy, which is divided into spe-
cialized roles [130], [139], [140]. While key players pro-
vide malware, infrastructure, and payment processing
services, affiliated partners carry out the actual attacks
and receive a share of the proceeds [130], [316]. This
model lowers the barriers to entry, thus increasing the
number of ongoing campaigns. Compromised access
credentials, sessions, or remote access are traded on
a large scale and exploited in a targeted manner [139],
[140], [193], [197].

The targets of ransomware attacks are selected accord-
ing to strict business principles. RaaS is used wherev-
er business interruption or data losses exert financial
pressure [139], [140], [187], [344]. The targets are often
in industries with high added value and low tolerance
for downtime, including the technology, manufacturing,
retail, services, healthcare, and finance sectors.

Extortion methods are also evolving. For several years
now, ransomware groups have been taking a combined
approach, using data encryption alongside data leaks
and threats of publishing stolen data in order to ramp
up the pressure on victims during negotiations [235],
[316], [344]. The publication of data not only serves to
exert pressure on individual victims but also functions
as a marketing tool within the underground cybercrime
economy. Bringing successful attacks into the public eye
increases the credibility of future threats and strength-
ens the perpetrators' negotiating position [139], [140].

At the same time, attackers have diversified their sourc-
es of revenue. In addition to ransom payments, stolen
data, for example from cloud, email, and collaboration
systems, is increasingly being monetized in other ways
[248], [316], [344]. This data is sold on or used as a lever
for follow-up extortion attacks [139], [140], [344]. This
reduces the dependence of attackers on the willingness
of the respective victims to pay ransom. Even organiza-
tions that refuse to pay ransom and restore their sys-
tems themselves can still suffer significant damage if
their data is published or sold. This approach thus limits
the effectiveness of established countermeasures.

Ransomware is facilitated by flexible, specialized net-
works. This development lays the groundwork for fur-
ther division of roles, such as specialized access sell-
ers, threat and negotiation services, and new attack
surfaces in cloud and identity-related environments
[130], [139], [140], [316].
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Figure 4: Initial attack vectors employed
by access brokers

Despite increased law enforcement efforts, the finan-
cial appeal of these attacks remains high, as criminal
organizations have managed to quickly rebuild their
structures and brands after being taken down by the
authorities [139], [140], [195], [347]. With regard to new
monetization strategies, leveraging Al serves to accel-
erate and scale up existing attack and extortion mecha-
nisms. It increases the speed, reach, and reproducibility
of existing patterns [139], [248], [338], [344]. With the
transition to increasingly agentic systems, capable of
orchestrating campaigns, Al is set to bring about even
more growth in the attack economy.

Highly specialized:
Initial access brokers to extortion campaigns

In the ransomware ecosystem, initial access brokers
are specialized actors who sell compromised access to
corporate networks and cloud accounts, as well as re-
mote access infrastructures, such as VPNs [139], [193],
[197]. Across the globe, 368 active initial access brokers
have been observed trafficking access to more than
4,000 compromised organizations. In around 80 percent
of these cases, initial access was gained using stolen
credentials [248] (see Figure 4). Outsourcing initial ac-
cess reduces costs and operational risks for ransom-
ware groups while increasing the scalability of attacks
[139], [193].
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Meanwhile, the subsequent extortion activities are be-
coming more professional. Ransomware platform op-
erators provide standardized infrastructures for com-
munication, threat campaigns, and monetization. These
include leak sites, chronologically phased escalation
mechanisms, and well-structured negotiation and pay-
ment processes [130], [197], [347].

In more than 50 percent of all documented ransomware
cases, the impacted organizations ended up paying less
than the original ransom demanded, while only a small
number paid the full amount [316].

Digital access, especially related to organization-wide
cloud accounts, has a high resale value within the
ransomware economy. Trade in these account logins
boosts the reach and scalability of collaborative extor-
tion schemes without having to focus on technical de-
tails [139], [193], [235], [248], [344].

In the coming years, continued professionalization and
standardization of collaborative business models is ex-
pected, particularly with regard to ransomware. Rather
than being driven by individual groups, these models
will be shaped by the variety of available roles, ser-
vices, and approaches [139], [140], [191], [344], [347].

SECTORS AND STRUCTURES
AT PARTICULARRISK

The incidence of cyberattacks is not evenly distributed
across all sectors of society and the economy but rather
tends to be concentrated on structures with a high de-
gree of digital dependency and low tolerance for disrup-
tions [111], [139], [187], [248], [261], [344]. Organizations
where business-critical processes, sensitive data, and
privileged access are all bundled together within net-
worked IT, cloud, and platform environments are most
at risk. These structures are typically supplemented by
third-party service providers and supply chains, cre-
ating additional dependencies [187], [330], [344]. Criti-
cal infrastructures (Cl - for more details, see “NIS 2 -
State of play” in the appendix), government agencies,
medium-sized companies and digital service providers
with high system and ecosystem relevance are consid-
ered to be particularly exposed[139], [140], [187], [248],
[261], [330], [341], [344].

1.4.1 Critical infrastructures

Critical infrastructures (CI) have become focal points
for cyberattacks around the globe because due to their
systemic functions, disruptions to Cl organizations have
a direct impact on ensuring the provision of basic goods
and services, securing public order, and maintaining
public trust [49], [52], [111], [261]. Figure 5 provides a
general overview of the average cost of a data breach
by sector.

Structural causes of the increased
risk to critical infrastructures

The particularly high vulnerability of critical infrastruc-
ture (Cl) stems from the close coupling of IT and OT
(operational technology) systems, infrastructures that
have developed over time, and complex operator and
supplier structures [48], [110], [146], [259]. One key risk
factor is the need for sustained external access to sys-
tems, particularly in the context of remote maintenance
and service provider models. As a result, privileged
access and shared operating models become prime at-
tack vectors [246], [259], [342].

Every second CI operator with OT infrastructure re-
ports at least one security-related incident per year. In
around 60 percent of these cases, IT and OT systems
are impacted simultaneously [111], [146], [187], [261].

Healthcare sector

The healthcare sector is one of the most severely af-
fected Cl sectors globally, with cyber incidents fre-
quently having significant economic and social impact
[49], [187], [316], [344]. In 2025, healthcare data breach-
es caused an average of $7.42 million in damage per
incident, significantly higher than the sector average of
$4.44 million [187]. Healthcare is regularly listed among
the sectors most frequently affected by ransomware
and serious security incidents [316], [344]. Approxi-
mately 44 percent of all incidents recorded worldwide
are related to ransomware. Compromised accounts and
privileged access frequently serve as entry points [316],
[344]. Successful attacks often result in the failure of
clinical systems, the postponement of appointments,
and disruption of patient care [49], [187].

Structural factors further amplify this vulnerability.
Deficiencies in segmentation, access control, and the
securing of external maintenance access significant-
ly impede detection and recovery [146], [344], [187].
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In approximately 30 percent of the investigated inci-
dents, external service providers or outsourced IT
services were involved. In the healthcare sector, this
triggers particularly severe operational repercussions
[344], [187], [339], [330].

Energy sector

While cyberattacks in the energy sector may be limit-
ed in number, they have a particularly high potential to
cause damage in terms of energy security and public
order [49], [52], [111], [261]. The average cost per securi-
ty incident in this sector is around $4.16 to $4.89 million,
which is higher than the global average [158], [187].

Almost half the energy sector organizations in Germa-
ny and the EU have reported operational disruptions or
reduced energy provision [111], [146]. Legacy OT com-
ponents, limited update capabilities, and perpetually
active remote access points exacerbate existing vulner-
abilities [146], [261]. The access points most frequently
exploited are maintenance interfaces and insufficiently
segmented networks [111], [146], [261].

In addition, the access points needed to enable service
providers and supply chains act as amplifiers. Third
parties featured in around 30 percent of the incidents
investigated [261], [344].

By 2030, the risk of incidents is expected to rise through
digital network management, decentralized energy
production and the increasing automation of attacks on
network-related components [111], [139], [146], [261].

Public administration

Government agencies and authorities occupy a special
position within critical digital structures, as they form
the digital basis for the state's ability to function proper-
ly. Among the impacted organizations, European admin-
istrative institutions and agencies account for the larg-
est share of documented IT and OT-related incidents
- around 38 percent [111]. Attacks on the public sector
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(worldwide)



are primarily aimed at disrupting digital processes and
leaking sensitive data. From an attacker’s point of view,
public sector organizations are particularly attractive
because successful intrusions immediately have a visi-
ble public impact [49], [111].

OT-related incidents mostly affect control systems for
buildings and facilities, transportation, and local gov-
ernments. The frequency of attacks on local authorities
and municipalities is above average. Ransomware inci-
dents regularly lead to the disruption of public services
and internal administrative processes for weeks or
months, directly undermining confidence in the govern-
ment'’s ability to act [28], [49], [111], [187].

One critical structural risk factor is the combination of
a high degree of digitalization with limited human and
financial resources. IT infrastructures in local govern-
ment have often evolved over long periods of time, tend
to be heterogeneous, and suffer from deficiencies in
standardization, patch management, centralized secu-
rity management, and skilled personnel [49], [339].

Similar patterns can be seen in other public institutions
with decentralized IT oversight, such as public univer-
sities. At these institutions, insufficiently consolidated
system landscapes result in a sustained expansion of
the attack surface. Around 75 percent of publicly acces-
sible vulnerabilities at both universities and the IT land-
scapes of the federal states in Germany are more than
a year old, indicating structural shortcomings in their
patch and vulnerability management [10], [11].

Transportation and logistics

In the transportation and logistics sector, cyberattacks
frequently have an impact across sectors and contrib-
ute to cascading business disruptions [111], [187], [261],
[344]. In Europe, depending on the survey, between
three and eight percent of IT and OT-related incidents
occur in this sector [111]. The effects often extend be-
yond the organizations directly impacted and play out
downstream along the value chain [28], [187], [344].

Digitalized management and coordination systems are
prime targets for attack. Fleet, warehousing, and route
management platforms are often interconnected via
cloud services, external interfaces, and partner access
points [86], [261], [344]. Inadequately secured remote
access, compromised accounts, and misuse of mainte-
nance tools are among the most common attack vec-
tors [146], [261], [344].
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As operational technology becomes increasingly inte-
grated, the sector’s OT exposure is likewise growing,
particularly in controlling, interchange, and infrastruc-
ture systems involving multiple modes of transportation
[111], [146]. Nearly half of organizations with OT compo-
nents reported security-related incidents last year [146].

Looking ahead to the upcoming years, the level of risk is
expected to increase further due to growing digitaliza-
tion, the rise of platforms, and international dependen-
cies [187], [261], [344].

Mid-sized companies and the pressure
of digital transformation

While cyberattacks pose a financial risk to companies
of all sizes, their impact and the targeted organization's
ability to cope with them vary significantly depending on
size. Mid-sized enterprises are particularly vulnerable.
Their participation in digital supply and service chains,
coupled with limited human and financial resources,
significantly increases their exposure [28], [339]. At the
same time, small and medium-sized businesses face
systematic pressure to transform. Digitalization and
platform dependency are steadily increasing, while the
intensity of threats and regulatory requirements are
growing faster than the available security capacities.

Cloud usage and lack of security policy

As central business processes are shifted to cloud and
Software-as-a-Service (SaaS) environments, the risk
profile of many companies is evolving. Damage is often
caused by a lack of governance. Unclear, distributed re-
sponsibilities, and inadequate control of identities, per-
missions, and third-party access have become critical
risk factors [187], [248], [339], [344].

Circumvention of MFA is a growing problem. This is
particularly critical for SMEs, as centralized cloud ac-
counts are used across the entire organization. A com-
promised admin or service account can consequently
expose large parts of the IT and data environment [140],
[176], [248], [344].

Beyond identity and access risks, there are also short-
comings related to the operational management of
cloud usage. SaaS services are often introduced out-
side of formal IT processes and linked to existing identi-
ties. As a result, consistent security configurations and
centralized logging are often lacking [28], [49], [248],
[344]. This is compounded by a heavy reliance on ex-
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ternal service providers. In around 30 percent of the
security incidents investigated, the breach occurred via
third parties or the supply chain, for instance through
compromised service providers or software partners
[344]. Particularly in medium-sized businesses, exter-
nal access is growing faster than the maturity levels
of their access separation, MFA enforcement, and mon-
itoring efforts [248], [339], [344].

These shortcomings have a significant economic impact.
Internationally, the average cost per security incident is
US$4.44 million (according to figures from 2025) [187],
[316]. Highly digitalized organizations are especially ex-
posed to business interruptions and time-consuming,
costly recovery measures. In German organizations,
a lack of cloud governance and poor identity manage-
ment contribute directly to increased business and
supply chain risks. Such structural deficiencies have a
particularly pronounced impact in situations where or-
ganizational measures to compensate for these short-
comings are limited or lacking [28], [187].

Investment and implementation
pressure building at SMEs

At SMEs, security standards are often only partly imple-
mented, while structured risk and emergency process-
es are frequently lacking [28], [148], [339]. This struc-
tural disadvantage is also reflected in available figures.
Only 16 percent of small businesses are fully compliant
with applicable cybersecurity standards, while around
a quarter do not use any such standards at all [339].

The pressure to invest in appropriate solutions contin-
ues to build as modern attacks gain in scale and de-
gree of automation. Particularly for organizations with
limited resources, the need to adopt new countermea-
sures to respond to automated attacks is intensifying
[49], [111], [248], [344]. At the same time, SMEs have to
make ongoing investments in basic measures due to
ever-shorter exploit cycles, even though their budgets
and human resources are often planned on a project
basis rather than for continuous operations [28], [339].

Supply chains and IT service
providers under fire

Digital supply chains are a major target. Upstream ser-
vice providers, software vendors, and technical depen-
dencies make it possible for attackers to access multiple
organizations at once with relatively little effort [139],
[248], [261], [344].

This vulnerability is reflected in perceptions and organi-
zational measures at SMEs. Around 66 percent of these
organizations assess the security maturity of their sup-
pliers, and 65 percent integrate security levels into pro-
curement processes [348].

However, only 27 percent of SMEs simulate cyber inci-
dents in collaboration with partners. Moreover, only 33
percent enjoy complete transparency regarding their
supply chain dependencies and coordinate their secu-
rity strategies with partners in the ecosystem [348].
These self-assessments by SMEs are consistent with
empirical findings. Third parties or supply chains played
arole in around 30 percent of the security incidents in-
vestigated - a rising trend [344].

This exposure stems less from individual technical
vulnerabilities than structural dependencies. These in-
clude shared identity and access models, standardized
platforms, permanently installed remote access, and
unclear responsibilities with regard to security man-
agement [248], [339], [344].

Business compromise via
managed service providers

Managed service providers (MSPs) are considered a
particularly effective attack multiplier. They bundle IT
operations, remote maintenance, and security functions
for multiple customers and require privileged, organi-
zation-wide access rights [139], [248], [344]. By target-
ing MSPs, attackers aim to compromise a large number
of customer systems through a single entry point and
thus benefit from economies of scale [139], [261]. Techni-
cally, this is often achieved by misusing legitimate MSP
access, especially by way of centralized remote main-
tenance and management platforms. Permanently ac-
tive administration accounts and central management
tools are often identified as the initial points of entry,
especially in the context of ransomware and data theft
campaigns [139], [316], [344]. Incidents involving MSPs
lead to longer than average business interruptions and
extended recovery times. This is because coordination,
forensics, and recovery must be carried out across nu-
merous impacted organizations in parallel [187], [261],
[316].



Attacks exploiting update
mechanisms and remote access

To target established trust and maintenance chains in
modern IT and platform environments, attackers often
exploit update mechanisms and remote access. World-
wide, attacks on supply chains and update mechanisms
only make up a small fraction of all incidents. However,
they rank among the most damaging types of attacks
and the incidents requiring the longest recovery times
[187], [261], [316]. In 2025, incidents in which com-
promised update processes or central management
systems played a role exceeded the sector’s average
damage of $4.44 million per incident. They often led to
recovery phases lasting several weeks [187], [316].

The reason is that after such attacks, it is not just indi-
vidual systems that need to be cleaned up. All software
versions, update pipelines, and trust chains need to
be reassessed [187], [261]. Remote access compounds
these risks, especially when it comes to centrally man-
aged updates and management infrastructures. In
Europe, depending on the industry in question, 20 to
40 percent of initial access by unauthorized parties is
attributed to misuse of remote access, VPN accounts,
or external maintenance interfaces [49], [111], [344]. En-
vironments with permanently active maintenance ac-
counts which lack MFA have particularly high exposure.

Abuse of trust exploiting
integration partners

Integration partners such as IT system houses, soft-
ware integrators, or providers of specialized applica-
tions have typically established permanent interfaces,
service accounts, and API access with direct connec-
tions to productive systems in many organizations.
Adversaries exploit this implicit trust in a systematic
manner to penetrate target environments via existing
integrations without having to overcome traditional pe-
rimeter or access controls [139], [248], [261], [344].

One documented example is a state-run APT campaign
spanning several years, in which an external marketing
and communications service provider was repeated-
ly compromised to gain indirect access to associated
target organizations [163]. By leveraging the existing
third-party relationship, the adversaries combined per-
sonalized phishing campaigns, prepared web content,
and the misuse of legitimate integration paths. This en-
abled them to establish persistent access, keep multiple
attack channels open in parallel, and adapt their activi-
ties in response to defensive measures [163].

1.5.

One of the main risks stems from the technical design
of such integrations. Service accounts and API tokens
are often granted extensive permissions, remain active
indefinitely, and are only subject to limited monitoring
[248], [344]. In cloud environments, a significant pro-
portion of successful attacks can be attributed to com-
promised machine identities, which bypass regular user
controls and are virtually indistinguishable from legiti-
mate access [140], [248], [344].

Consequently, the impact resulting from such incidents
is particularly severe. Attacks involving integration or
API access lead to longer detection and recovery times
on average. Furthermore, the likelihood of follow-up at-
tacks is increased, as technical dependencies, permis-
sions, and data flows must be analyzed and cleaned up
thoroughly across organizations [187], [261], [316].

As platform ecosystems and APIl-based integration
continue to proliferate and expand, this risk is forecast
to become even more acute by 2030 [139], [261], [330],
[344].

SECURITY CHALLENGES AND
STRUCTURAL GAPS

Despite increasing investment and growing awareness,
the defensive capabilities of many organizations are
lagging behind the ever-changing threat landscape. The
reasons for this are rooted in systemic deficiencies in
implementation, integration, and management. In many
organizations, defense mechanisms are still heavily fo-
cused on isolated vulnerabilities. Meanwhile, attacks are
increasingly targeting well-established, long-lasting at-
tack surfaces [140], [248], [344].

Successful attacks prove particularly impactful in ar-
eas where control, prioritization, and transparency
mechanisms are unable to keep pace with the dynamics
of modern attacks [140], [187], [235].

These structural deficiencies affect just about every
sector. Companies, public administrations, and opera-
tors of critical infrastructure consistently report short-
comings in governance, insufficiently secured identities,
a shortage of skilled workers, as well as a growing dis-
crepancy between technical complexity and organiza-
tional maturity [28], [49], [248], [339].

This imbalance is expected to become even more pro-
nounced in coming years. Attacks are happening fast-

er, involve more automation and increasingly focus on
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Figure 6: Main reasons for skills shortages in cybersecurity teams

platforms and identity, leaving the targeted organiza-
tions little time to implement defensive adjustments
[139], [261], [344], [347].

Technical attack surfaces
and vulnerabilities

At the technical level, the shortcomings become par-
ticularly evident in the handling of vulnerabilities, mis-
configurations, and lacking transparency in complex IT
and cloud environments [140], [235], [248], [344]. These
issues are exacerbated in the context of Al-driven soft-
ware development. A significant proportion of Al-gen-
erated code contains security vulnerabilities that can
be multiplied through replication and automation [338].

At the same time, 60 to 80 percent of successful at-
tacks exploit vulnerabilities or misconfigurations that
are already known and for which countermeasures are
already available [49], [140], [344]. This suggests that
the main bottlenecks are related to prioritization and
timely implementation under real operating conditions
[74], [140], [1871.

Vulnerability management
and prioritization gaps

In practice, vulnerability management often fails due to
limited capacity for remediation. Organizations are sim-
ply unable to close a significant proportion of vulner-
abilities classified as critical within the recommended

time frame [140], [344]. The problem, however, is not
one of detection but of implementation [140], [187]. It
often takes several weeks to fix critical vulnerabilities
on business-critical systems, and patch cycles of more
than 30 days are no exception to the rule [112].

The majority of organizations consider a reduction in
cybersecurity personnel to be a factor that increases
the likelihood of successful attacks. This assessment
coincides with staff shortages, with 33 percent of orga-
nizations having insufficient budgets to adequately staff
their cybersecurity teams [202]. Of these, 29 percent
report not being able to afford qualified specialists (see
Figure 6 for these and other reasons for skills shortag-
es in cybersecurity teams).

At the same time, 36 percent of organizations report
budgetary cuts in their cybersecurity departments,
while 24 percent have reduced their numbers of cyber-
security staff [202]. These structural deficiencies and
resource constraints are particularly acute in cloud and
third-party environments, where responsibilities are
fragmented and patch cycles are interdependent [248],
[344]. Against this backdrop, vulnerability management
is evolving from an operational task to a coordination
and management issue, which requires clear rules gov-
erning responsibilities, dependencies, and escalation
mechanisms.

In addition to this, prioritization suffers from systematic
misjudgments in the weighting of attack points. Vulner-
abilities are often assessed according to formal sever-
ity levels, while real exposure and actual exploitability



are not sufficiently taken into account [140], [235], [344].
Since attacks empirically concentrate on only a small
portion of the vulnerabilities that can actually be ex-
ploited, a lack of risk-based prioritization increases the
effectiveness of automated attacks [140], [187].

Misconfigurations and
default access details

Misconfigurations are a frequently underestimated risk
factor in their own right. Insecure default settings, ac-
counts with excessive privileges, or incorrectly config-
ured cloud and network risks are contributing factors in
20 to 30 percent of documented security incidents [140],
[248], [344]. Unlike typical software vulnerabilities,
these risks primarily arise from operational decisions,
suboptimal implementation of standards, and inconsis-
tent configuration changes [339], [344].

Access and identity configurations are particularly
important in this regard. A significant proportion of
cloud incidents can be traced back to overprivileged
accounts, publicly accessible admin interfaces, or inad-
equately secured API and data storage resources [140],
[248], [344]. In these cases, misconfigurations extend
the reach and amplify the impact of compromised ac-
cess, thus aggravating identity-based attacks. Default
access details and weak authentication practices re-
main a factor in 20 to 32 percent of successful initial in-
trusion, particularly in network, administration and OT
environments [49], [111], [344]. Incidents involving mis-
configuration lead to longer detection times and higher
recovery costs on average than attacks via clearly iden-
tifiable software vulnerabilities [187], [316].

Visibility and transparency deficiencies

Insufficient visibility exacerbates the risks arising from
vulnerabilities and misconfigurations, as it hinders pri-
oritization and prolongs response times [187], [344].
Internationally, 25 to 40 percent of organizations are
unable to gain a complete overview of their productive
IT assets, cloud resources, or externally accessible ser-
vices [28], [248], [339]. As a result, they often lack ro-
bust, risk-based management of their technical security
measures.

A lack of transparency is particularly pronounced in
cloud and platform environments with dynamic and
short-lived resources. Their status changes faster than
existing tracking, monitoring, and controlling mecha-
nisms are able to keep up with [248], [344].

1.5.2 Digital identities -

an underestimated risk

Digital identities have become one of the most important
and yet most difficult-to-control exposures in modern IT
landscapes [139], [344], [347]. In many organizations,
they constitute the primary control and access layer.
However, mechanisms ensuring protection, control, and
emergency response have not been developed to the
same extent [66], [140], [344]. Risks related to digital
identities are difficult to isolate because they simulta-
neously involve organizational, technical, and external
dependencies.

Of all the security incidents investigated, 40 to 60 per-
cent are wholly or partly attributable to the misuse of
valid credentials [140], [248], [344].

Cloud-based services, federated authentication models,
and third-party service providers are compounding this
trend. As digital identities are increasingly valid across
multiple systems and organizations, a single compro-
mise can have far-reaching consequences [248], [344].

Identity theft:
Access for every stage of an attack

Digital identities are gradually supplementing and sup-
planting traditional exploits as the main means of attack.
Not only are they used to gain initial access but also
employed across multiple stages of an attack. Compro-
mised identities are used for lateral movement, escala-
tion of privileges, and persistence in more than half of
ransomware and data theft incidents [235], [316], [344].

Multiple use of identities increases the efficiency and
reach of attacks. Incidents involving digital identities
are typically associated with longer dwell times and
higher recovery costs than attacks based on technical
exploits [187], [316]. In highly cloud- and platform-cen-
tric environments, digital identities increasingly serve
as a common thread running through the entire attack
chain [139], [248], [344], [347].

Reliance on few login services

The increasing concentration of authentication activities
on a small number of predominant login services poses
a growing systemic risk. Countless organizations man-
age their business-critical processes - from communi-
cation to collaboration and administration - via a hand-
ful of centralized identity platforms [140], [248], [344].
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The compromise of individual identity services or privi-
leged roles thus has a wide-ranging impact throughout
the organization and across services [248], [344].

Accordingly, incidents in highly centralized identity en-
vironments result in higher median recovery costs and
longer business interruptions [187], [316]. Global admin
roles, service accounts, and insufficiently controlled
third-party access are especially at risk [248], [339],
[344]. Furthermore, the number of destructive cam-
paigns, in which productive workloads and data sets
are deliberately deleted or tampered with, is reported
to have increased by up to 87 percent [248].

Platform consolidation, single sign-on, and federated
identity models reinforce this dependency. Without im-
plementing additional security measures for privileged
access, a clear separation concept, and contingency
plans, the reliance on a small number of login services
remains a key risk factor in modern IT landscapes [139],
[261], [344], [347].

Al accelerates structural imbalances

Overall, Al does not appear to give one side a clear
advantage, but rather to amplify existing structural
imbalances [139], [248], [344]. While 94 percent of or-
ganizations view Al as one of the main forces shaping
the cybersecurity landscape, 77 percent of them are
already using Al to support security functions. Despite
this, only 40 percent regularly screen Al tools before
deploying them, while 29 percent do not perform any
security checks at all [348].

Opportunities and risks posed by open models

Open Al models are particularly relevant in this context,
as they are flexible, adaptable, and can be used without
dependence on proprietary platform providers. Their
use unlocks opportunities for faster innovation, great-
er transparency, and technological sovereignty - also
when it comes to security [139], [261], [344], [347]. At
the same time, however, open models make powerful
Al more accessible to attackers, because they can be
modified and misused in the absence of any centralized
usage controls [139], [140], [337]. Additional risks arise
due to inadequately secured Al infrastructures. Even
self-operated models, vector databases, and inference
services represent new attack surfaces, for instance by
way of public APIs, corrupted training data, or model
updates which have not been adequately checked or
tested [261], [337].
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In this way, open models reinforce the ambivalence of Al
in the security context. While they boost independence
and innovation, they also ramp up the requirements for
governance, operational security, and access control
[139], [261], [344], [347]. The use of Al amplifies any ex-
isting structural weaknesses in control, responsibility,
and prioritization. It acts as an accelerator of risks, es-
pecially where governance structures, responsibilities,
and decision-making processes have not kept pace with
the reach of modern IT, cloud, and platform architec-
tures [139], [261], [344], [347]. As a result, the core issue
is shifting from the effectiveness of individual technical
measures to considerations regarding the organization-
al and regulatory embedding of cybersecurity.

GOVERNANCE,
REGULATION, AND
MANAGEMENT
RESPONSIBILITY

The systemic shortcomings described above clearly
demonstrate that cybersecurity is increasingly deter-
mined by issues of governance, assignment of respon-
sibility, and the ability to make decisions. The success of
many cyberattacks is not due to technological failings,
but rather the result of unclear responsibilities, frag-
mented governance, and a lack of strategic involvement
at management level [72], [76], [139], [187], [261], [332],
[344].

Cybersecurity as a management
and control task

Organizations that have clearly defined governance
structures and unambiguous management responsibil-
ities are significantly more resilient to cyber incidents
than organizations where cybersecurity is considered
primarily an operational or technical issue [187], [261],
[339]. Incidents can be contained more quickly in orga-
nizations where senior management demonstrates vis-
ible support. Moreover, organizations with established
compliance and governance programs are significantly
less likely to experience serious data breaches (78% to
21%) [330]. Deficiencies are particularly evident at or-
ganizations where cyber risks are not systematically
integrated into risk management, business strategy,
and formal decision-making processes. This lack of in-
tegration limits prioritization, control over investments,
and responsiveness [28], [339], [344]. A lack of commit-
ment from senior management is thus identified as a
risk factor [201].



Even though cybersecurity is recognized as a relevant
risk, clearly defined decision-making, escalation, and
reporting lines are lacking. This gives rise to reactive
investments, inconsistent implementation, and insuffi-
cient assessment of effectiveness [28], [187], [339]. Or-
ganizations that regularly report on cyber risks at the
board or senior management level, on the other hand,
have shorter response times and suffer less conse-
quential damage [187], [261], [316].

Liability and decisions

Executive boards, management teams, and government
agency heads are increasingly held accountable for se-
curity failings, for example in the context of superviso-
ry proceedings, liability cases, or political reviews [28],
[286], [339].

However, management decisions are often made un-
der conditions where clarity is lacking due to limited
transparency regarding attack surfaces, dependencies,
and the effectiveness of security measures [248], [339],
[344]. Governance structures are increasingly import-
ant in this context, as they are designed to facilitate de-
cision-making even in situations where information is
incomplete [187], [261].

No guarantee: Regulation ensures
minimum security standards

Recent years have seen a significant hardening of cy-
bersecurity regulations. National and European frame-
works are increasingly mandating minimum require-
ments for risk management, reporting obligations, and
protective measures [49], [111], [124], [286].

While it is true that highly regulated organizations are
more likely to implement formal security processes,
successful attacks also occur in these sectors - for in-
stance, at critical infrastructure (CI) operators, in public
administration, or in the financial sector [49], [111], [187].

One common reason for this is that regulatory require-
ments are formally met but not translated into oper-
ational measures [261], [339]. For example, regarding
the implementation of NIS 2 requirements (see adden-
dum for more details), organizational and resource-re-
lated factors are cited more frequently than technical
aspects [112]. Regulation also continues to lag behind
the development of threats in a structural sense. While
attacks are increasingly targeting identities, platforms,
and supply chains, many requirements are still based

on the conventional defense of system and perimeter
boundaries [139], [261], [344].

While regulation thus represents a necessary basis, it
is not sufficient on its own to ensure effective cyberse-
curity management [261], [344], [347].

Organizational maturity, resources,
and implementation reality

A key governance problem lies in the discrepancy be-
tween requirements and implementation capability
[28], [286], [339]. Ninety-five percent of organizations
state that they are currently unable to meet at least one
relevant skill requirement. Fifty-nine percent have crit-
ical or significant skill gaps. Al skills (41 percent), cloud
security skills (36 percent), risk assessment (29 per-
cent), application security (28 percent), and GRC skills
(27 percent) are particularly affected [202].

Security maturity depends less on the number of tools
used than the clarity of processes, responsibilities, and
prioritization mechanisms [187], [261]. Organizations
with greater maturity have defined acceptable levels
of risk, conduct regular reviews, and have well-estab-
lished decision-making processes to follow in the event
of a crisis [187], [316]. By contrast, a lack of governance
often leads to reactive behavior, delays in communica-
tion, and the inefficient use of resources [28], [339].

From compliance to resilience

Over the coming years, we are likely to see a continued
shift away from formal compliance and towards oper-
ational resilience. Cybersecurity is increasingly recog-
nized to be an ongoing endeavor that requires continu-
ous refinement, practice, and strategic leadership [139],
[261], [344], [347].

To be successful, organizations will have to embrace
cybersecurity as an integral part of their business and
management activities, comparable with financial, hu-
man resources, or production risks [28], [187], [261].

Addressing the cybersecurity situation successfully
hinges on the ability of organizations and decision-mak-
ers to take responsibility, set priorities transparently,
and classify cybersecurity risks as an ongoing manage-
ment issue [139], [187], [261], [344], [347].
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Cybersecurity cannot be treated as a secondary tech-
nical task. On the contrary, it is a core management is-
sue. Its effectiveness is measured in terms of resilience,
ability to make decisions, and organizational maturity.

OUTLOOK 2026-2035

In the coming years, security architecture will be
shaped by the convergence of systemic risks posed by
artificial intelligence, the threat of decryption by quan-
tum computing, and an increasingly vulnerable physical
infrastructure. While climate change poses a threat to
the hardware infrastructure, the emergence of auton-
omous systems and digital central bank currencies is
resulting in the objectives of attacks shifting from pure
data espionage to kinetic violence and state destabiliza-
tion [330], [349].

Al as a global risk

By 2035, the “adverse outcomes of Al technologies”
will rank among the top global risks, with systemic
damage extending far beyond simple fraud [349]. Both
adversaries and defenders will use Al on an ever-larg-
er scale. Autonomous Al agents will carry out increas-
ingly complex, multi-stage attacks with minimal human
oversight [338]. These agents will be capable of making
decisions, analyzing data, and adapting attack vectors
in real time [338]. In addition, deepfakes and social engi-
neering will become even more convincing and difficult
to detect [147]. The use of Al-powered tools and “vibe
coding” will continue to accelerate software develop-
ment but also result in insecure code that creates new
vulnerabilities [338].

While cyber espionage and digital warfare are set to
remain permanent fixtures at the top of risk rankings,
climate change increasingly acts as a risk multiplier. Ex-
treme weather threatens physical IT infrastructure (data
centers, submarine cables) and complicates efforts to
secure it [349].

Encryption under threat
(0-Dav)

Quantum Day (Q-Day) marks the point in time (estimat-
ed sometime between 2030 and 2035) when quantum
computers will have the capacity to break today’s stan-
dard encryption methods [330]. Since these techniques
form the bedrock on which internet security is built,

governments are calling for a switch to post-quantum
cryptography by 2035 at the latest. For critical systems,
the deadline is set at 2030 [248]. Another urgent, con-
cerning issue is the “harvest now, decrypt later” strat-
egy. Attackers are already stealing encrypted data to-
day with the intention of decrypting it later. This means
that quantum security is already crucial today for data
which needs to remain secret over the long term [248],
(330], [341].

Technological transformation
expanding the attack surface

Technological transformation will give rise to new crit-
ical areas of risk by 2030 which have hardly been in
focus to date. One area concerns the vulnerability of
physical infrastructure and its interface with robotics.
Cyberattacks on satellite infrastructure or undersea
cables - a topic already explored in depth in Schwarz
Digits Cyber Security Report 2025 - remain a major
threat to the global economy [349].

In combination with the infiltration of autonomous, hu-
manoid systems, such attacks could cause direct ma-
terial damage or physical violence in the future. Given
that such systems operate in milliseconds, they mark a
transition from digital espionage to kinetic threat sce-
narios and modern warfare (see Chapter 3 of this Cyber
Security Report) [349].

At the same time, new systemic risks are emerging in
the financial sector. The introduction of digital central
bank currencies is creating highly complex architec-
tures that present new targets of attack capable of de-
stabilizing entire economies [349].

These qualitatively new dangers are compounded by
explosive quantitative growth in the IT landscape. The
German federal states exemplify this trend, with the
number of IT services expected to quadruple to 400,000
by 2035. Outdated systems and a “patch backlog” also
pose significant risks. With the threat of critical vulner-
abilities increasing tenfold, automated defense systems
will become indispensable for ensuring the state’s abili-
ty to act in such highly dynamic environments [10].
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GERMAN BUSINESS SURVEY -
CYBERSECURITY AND
DIGITAL SOVEREIGNTY

German businesses are operating in an environment In this climate, cybersecurity is no longer just an oper-
characterized by dynamic threats and mounting reg- ational IT task, but a key strategic challenge that has a
ulatory pressure. At the same time, there is a grow- decisive impact on the ability of German companies to
ing need for digital sovereignty to sustainably reduce achieve long-term commercial success.

technological dependencies in global supply chains and
build up digital resilience.

Industry / Manufacturing [ 33% M 6%
Trade and consumer goods [l 20% B 12%
Services [l 18% I 20%
Construction [l 14% I 7%
Information technology  J| 6% B 15%
Transportation and logistics | 3% B 29%
Energy and utilities | 3% B 1%
Finance and insurance | 2% - 24%
Healthcare | 2% M 4%
Proportion of Percentage by German state
total respondents of these CI (Bundesland)
090 . Internationally
((¥)) Company size @ active
Smal I o
(10-49 employees) 84% 41%

Mid-sized 9
(50-249 employees) W 3%

Large
(250 employees and up) | 3%

Any discrepancy in aggregate values is due to the rounding of numbers.
This applies to all figures in the text and illustrations in this chapter.

Source: Own survey

Figure 7: Overview of the survey sample by sector, federal state,
company size, and internationality (in %)
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(cliso

N

Very good level of preparedness
Good level of preparedness
Average level of preparedness
Insufficient level of preparedness

No response

Total Yes No
1001 466 535
17% 22%" 14%
48% 51% 46%
28% 22% 31%!
4% 3% 6%
3% 2% 4%

1 The results are statistically significant
atalevel of a =0.01

Source: Own survey

Table 1: Correlation between having a (C)ISO and self-assessment

of preparedness to deal with threats

2.1 STUDY DESIGN

This study is based on a representative survey among
small and medium-sized businesses (SMB) as well as
enterprises on cybersecurity and digital sovereignty in
Germany, which was conducted in the fourth quarter of
2025.

The survey covers strategic, organizational, and opera-
tional aspects of cybersecurity. This study builds on the
previous survey conducted in the fourth quarter of 2024
[302] to generate longitudinal and trend data.

The data was collected using computer-assisted tele-
phone interviews (CATI) with 1,001 companies in Ger-
many. The survey targeted experts in IT roles who have
insight into their organizations’ security structures.
Thanks to representative weighting, the sample pro-
vides a reliable picture of the German corporate land-
scape (see Figure 7).

2.2 PERCEPTION OF THREATS

How companies perceive cyber threats and their own
vulnerability has a significant impact on how they or-
ganize and prioritize cybersecurity strategies. Assess-
ments regarding their own preparedness, extent of the
damage, and new technological risks provide insight
into how seriously cybersecurity is taken as a business
risk, as well as where there may be discrepancies be-
tween self-perception and reality.

Large enterprises feel better prepared
to deal with cyber threats

The majority of companies surveyed in Germany rate
their cybersecurity preparedness as good to very good.
Overall, 65 percent of respondents say they are (very)
well prepared. This assessment is stable over time,
with 66 percent stating they were well prepared in 2024
[302].

The picture is consistent across all company sizes, but
differs in the degree of confidence.

Large enterprises rate their level of preparedness as
very good significantly more often than SMBs. While 28
percent of large enterprises consider themselves very
well prepared, only 16 percent of small companies and
18 percent of medium-sized companies do so.

Moreover, companies with a dedicated (Chief) Informa-
tion Security Officer ((C)ISO) role are significantly more
likely to rate themselves as very well prepared than
those without one (see Table 1).



Compared to other German studies [339], in which 91
percent of companies rate themselves as well protect-
ed, results in this survey are more modest. At the same
time, a contrast remains between perceived prepared-
ness and the growing number of cyberattacks.

In terms of internal threats, such as data exfiltration
due to carelessness or insiders, 56 percent of compa-
nies rate their cybersecurity as at least good, with large
enterprises particularly likely to rate their resilience as
very good (26 percent). This is in line with global stud-
ies, according to which 77 percent of all organizations
have recorded at least one data protection-related inci-
dent caused by insiders within the last 18 months [148].

Twenty percent of companies have already
fallen victim to a cyberattack

Few companies report having experienced attacks
themselves. Overall, 20 percent have already suffered a
cyberattack. Large enterprises are affected significant-
ly more often, with 33 percent reporting at least one
attack. A study on data theft [135] in 2025 showed sim-
ilar results, with 33 percent of responding companies
impacted. However, since two-thirds of respondents in
the study had annual revenues of more than €25 million,
no conclusions can be drawn regarding SMBs.

When classifying cyberattacks in terms of when they
occurred, significant differences emerge depending on
company size. Large companies report more recent in-
cidents considerably more often, with 41 percent stat-
ing that they were victims of a cyberattack in 2023 or
2024. Small and medium-sized companies, on the oth-
er hand, report attacks which took place in the more
distant past significantly more often, with the majority
citing incidents in 2022 or earlier (65 percent in each
case). Only 20 percent of respondents reported having
fallen victim in 2025.

Outages, theft, and reputational harm are
the most common types of damage

The consequences of cyberattacks manifest them-
selves in various forms of loss (see Figure 8). Outages,
theft, and reputational damage are the most frequently
cited. In addition, 27 percent of the impacted companies
report incurring costs associated with investigating the
incident. These are significantly more common in com-
panies without a (C)ISO. In addition, large enterprises
suffer harm to their image much more frequently (21
percent). There are also differences between indus-

tries. In the finance and insurance sectors, as well as in
healthcare, extortion involving stolen data is reported
much more frequently than in other sectors.

Overall damage of €202 billion
from cyberattacks seems realistic
for three-quarters of companies

Against this backdrop, companies were asked how
realistic they consider the estimated damage from
cyberattacks to the German economy of €202 billion,
as reported in Bitkom's frequently cited study [28].
Three-quarters of respondents consider this figure to
be realistic. While 76 percent agree with this estimate,
11 percent consider it unrealistic. SMBs are significantly
more likely to respond that they are unable or unwilling
to give an assessment. Large companies are significant-
ly more likely to consider the amount of damage to be
realistic (86 percent). Among companies that consider
the Bitkom study's figure unrealistic, the prevailing
opinion is that the actual damage has been underesti-
mated.

(Multiple answers possible)
Type of loss n=196

Interruption /
Theft / Damage

Investigation costs

Extortion with
stolen data

Data protection
regulatory measures

Cash outflow
Reputational damage
Legal costs

Sundry losses

None of the above

Total

Source: Own survey

Figure 8: Losses resulting from cyberattacks
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Al is only partially on the risk radar 2.3 ITSECURITY BUDGETS

despite new attack vectors

In addition to conventional attack scenarios, the use of
artificial intelligence (Al) is increasingly a focus of risk
perception. Nevertheless, more than half of companies
rate the cybersecurity risk posed by the use of Al as
non-existent or negligible (54 percent). A closer look
shows figures of 55 percent for small companies and 32
percent for large companies. Indeed, medium-sized and
large companies are significantly more likely to rate the
risk as very high (see Figure 9).

Companies cite shadow Al and uncontrolled data leak-
age by employees (38 percent) as the major new at-
tack vectors associated with the use of Al and large
language models (LLM). They see further risks in the
Al-supported refinement of social media attacks (24
percent) and in attacks on Al systems and their results,
for example through prompt injection (11 percent). Crit-
ical infrastructure (CI) companies are significantly more
likely (48 percent) to point out the potential dangers of
shadow Al and uncontrolled data leakage than other
companies. In the finance and insurance industry, on the
other hand, the risk posed by social engineering is high-
lighted significantly more often than in other sectors.

As company size increases, both their overall IT budgets
and the proportion allocated to IT security rise. At the
same time, the majority of the companies surveyed op-
erate with comparatively limited IT budgets. Overall, 70
percent have an annual IT budget of less than €100,000.
Among medium-sized companies, the proportion is still
around 50 percent, but the picture changes significant-
ly among large companies, where 27 percent say they
have an IT budget of at least €1 million. Cl companies
also stand out in this respect, with around 60 percent of
them having an IT budget exceeding €100,000.

IT security budget as share of total IT budget
rises sharply from 2024 to 2025

The share of the IT budget devoted to IT security av-
erages 17 percent and varies depending on compa-
ny size. While small companies also spend around 17
percent on average, the proportion rises to 22 percent
for large companies. Over time, there has been a sig-
nificant shift in this regard. While the overall IT budget
has increased, the proportion of funds earmarked for IT
security has more than doubled from 8 percent in 2024.

This places the reported proportion at a similar level
to the Bitkom study [28], which reveals an average IT
security share of 18 percent for companies with annual
revenues of at least one million euros. Given the broad-
er range of companies covered by this survey, the re-
sult appears consistent.

Nothighatalt [l [l B I [ veryhigh

N = 1,001 n =529
Racposedty NS
the use of Al
28% 26% 31% 11% 30% 25% 31% 10%
Total Small

Source: Own survey

n =370 n =102
18% 23% 37% 14% 9% 24% 43% 16%
Mid-sized Large

Company size

Figure 9: Perceived risk of using Al increases in correlation with company size



A look at the total cybersecurity budgets reported in
the current survey, excluding personnel costs but in-
cluding tech expenditure and external service pro-
viders, highlights the disparity between companies of
different sizes. Overall, 85 percent of companies have
an annual cybersecurity budget of less than €100,000.
Among large enterprises, this proportion is significantly
lower, at 41 percent.

A comparison with international data from the EU cy-
bersecurity agency, European Network and Information
Security Agency (ENISA), puts these results into con-
text. In their EU-wide survey, covering all 27 member
states and all NIS 2 sectors, the median IT budget allo-
cated to cybersecurity is around nine percent of the to-
tal IT budget. The average investment per organization
is around 1.5 million euros [112].

Cybersecurity budgets are on the rise

Over the past twelve months, 36 percent of the com-
panies surveyed increased their cybersecurity bud-
gets. Among large companies this trend is particularly
pronounced, with more than half of them (53 percent)
reporting higher budgets. In contrast, the budgets of
small companies mostly remained unchanged, with 65
percent making no budgetary adjustments.

In a comparable global survey, around 50 percent of
companies reported having increased their cybersecu-
rity budgets, while a third said their budgets had re-
mained unchanged. At the same time, this trend appears
to be slowing down, as budget increases were cited at a
higher rate in the years prior to 2025. Correspondingly,
the proportion of unchanged or reduced budgets has
increased, which indicates a more restrained approach
to cybersecurity budget planning at present [36]. This
picture is consistent with data for Europe published by
ENISA, which indicates that investment for the current
year has remained level with the previous year [112].

A key factor driving budget increases is the response
to the heightened threat situation, with a rise in phish-
ing attacks and incidents in the company’s immediate
business environment, such as hacks suffered by part-
ner companies or industry peers, acting as catalysts.
In sectors such as manufacturing and heavy industry,
cybersecurity is becoming a strategic priority due to
the NIS 2 Directive. In the healthcare and energy sec-
tors, however, the focus is primarily on the personal li-
ability of management and the prevention of potentially
life-threatening system failures due to ransomware. In
retail, on the other hand, media awareness, protecting
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company reputation, and involuntary cost increases for
software licenses often push up spending, along with
the necessary modernization cycles and cyber insur-
ance requirements.

These spending requirements are countered by target-
ed budget reductions, which respondents often attri-
bute to the elimination of one-time costs following the
completion of projects or efficiency gains through cloud
migrations. Nevertheless, critical cost-cutting mea-
sures are also driven by general economic pressure,
staff reductions, or a dangerous underestimation of the
actual risk.

The findings are consistent with a broader European
trend. Across Europe, 70 percent of companies state
that regulatory compliance requirements such as NIS
2, the Digital Operational Resilience Act (DORA), or the
Cyber Resilience Act (CRA) were the primary reason
for their investment in cybersecurity [112]. This makes
it clear that the regulatory framework will serve as the
primary driving force behind the financial prioritization
of security measures in 2026.

IT STAFFING:
ORGANIZATIONAL STRUCTURE
AND COMPLIANCE ROLES

The personnel structure for IT security and compliance
plays a decisive role in determining whether cyber re-
silience is understood merely as a regulatory obligation
or as a living strategy within an organization. The pres-
ent data reveals a clear discrepancy between the stable
staffing of legally prescribed data protection roles and
the inconsistent establishment of dedicated security of-
ficer positions, such as a CISO.

Corporate IT jobs are increasing,
yet IT security positions remain sporadic

Nearly 69 percent of companies report having a max-
imum of ten IT positions, while an additional 15 per-
cent report having up to 25 employees working in IT.
Only in large corporations does a significantly different
structure emerge, with 20 percent of these companies
reporting more than 100 IT positions. The difference
is particularly striking in Cl companies, which are sig-
nificantly more likely to have larger IT departments.
Around 32 percent of Cl companies employ 26 or more
IT staff, compared to 14 percent of non-Cl companies.
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In a year-on-year comparison, the total number of IT
workers per company has increased. While in 2024, 91
percent of companies still reported a maximum of ten
IT positions, this proportion has now decreased. Con-
versely, the proportion of companies with more than
ten IT employees has grown [302].

Staffing levels are significantly lower when it comes
to IT security. Nearly all companies (94 percent) have
a maximum of ten jobs that deal exclusively or mainly
with IT security. This picture has remained consistent
over time. In 2024, 97 percent of companies reported
having a maximum of ten such positions [302].

On average, a third of data protection officers
(DPOs) are company employees, with this figure
rising for the IT, finance, and insurance sectors

A more nuanced picture emerges when it comes to the
form compliance roles take, particularly with regard to
data protection. The vast majority of companies, 91 per-
cent, have a designated data protection officer. External
appointments predominate, accounting for 58 percent,
while around one-third (33 percent) employ a DPO inter-
nally. Only nine percent of companies report currently
having no one filling this role.

This structure is largely shaped by the legal require-
ments set out in the Federal Data Protection Act. Ac-
cording to Section 38 (1) clause 1, organizations are
required to appoint a data protection officer if at least
20 people are regularly involved in the automated pro-
cessing of personal data. While large enterprises are
slightly more likely to appoint internally employed data
protection officers (DPOs) and only seldom forgo this
role entirely, small and medium-sized businesses pre-
dominantly resort to external solutions. However, there
are clear sector-specific trends. In the financial and in-
surance sectors, as well as in information technology,
data protection officers are more often appointed as
company employees. In the industrial/manufacturing,
retail and consumer goods sectors, on the other hand,
external models clearly dominate.

A (CO)ISO role has not been established
in 57 percent of companies

This is in stark contrast to the (C)ISO role, which is much
less common. Overall, 19 percent of companies have an
internally employed (C)ISO and 24 percent have an ex-
ternal (C)ISO, while 57 percent have no (C)ISO position.
There are significant differences depending on company

size. While around 60 percent of small companies do not
have a (C)ISO, this figure drops to just under 49 percent
for medium-sized companies and 34 percent for large
enterprises. Accordingly, the proportion of internal (C)
ISOs increases significantly in large enterprises. Inter-
nationally active companies are also significantly more
likely to have a (C)ISO than organizations only operating
domestically.

Internal staffing of (C)ISO and DPO positions
correlate, internal DPOs decline

Analysis of security staffing structures at the compa-
nies surveyed reveals them to be largely shaped by
compliance-driven organizational principles. While the
majority of companies have data protection officers,
the (C)ISO role remains unfilled significantly more of-
ten. This suggests that data protection is primarily un-
derstood as a legally mandated function, the filling of
which directly results from regulatory requirements.
In contrast, responsibility for information security is
less often established as an independent strategic role.

The choice of staffing strategy follows recognizable pat-
terns. Companies with an internal (C)ISO also have an
internal DPO in around 74 percent of cases. Converse-
ly, in companies with an external DPO, there is no (C)
ISO in over 70 percent of cases, which is also the most
common combination. Another significant finding is that
companies with an existing (C)ISO (internal or external)
are significantly more likely (65 percent) to appoint an
external DPO than companies without a (C)ISO (54 per-
cent). If there is no DPO at all, there is almost always no
(C)ISO either (see Figure 10). Against this backdrop, it is
striking that the presence of internally employed DPOs
is in decline. While 38 percent of companies still had an
internally employed DPO in 2024 [302], this proportion
is now significantly lower.

Sixty percent consider a gross annual salary of
less than €100,000 appropriate for CISOs

An assessment of the market value of the CISO role
highlights profound systemic differences in the percep-
tion of information security. Around 60 percent of the
companies surveyed consider an annual gross salary of
less than €100,000 to be commensurate, while 15 per-
cent consider remuneration in the range of €100,000 to
€150,000 to be appropriate. This assessment is signifi-
cantly below the market values observed in Germany,
which show median remuneration of around €198,000
across all experience levels (see Figure 11).
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Considering this discrepancy, it becomes clear that find-
ing qualified experts is proving to be an impossible task
for many companies. International comparisons further
exacerbate this discrepancy. In the US, for example,
the median salary for CISOs ranges between $385,000
[296] and $392,000 [186]. Meanwhile, European studies
reveal significant difficulties in filling cybersecurity po-
sitions. Around three-quarters of organizations report
having difficulty filling open positions [112].

RISK MANAGEMENT
AND PREVENTION

Security operations to safeguard IT infrastructure at
German companies paints an ambivalent picture, rang-
ing from sophisticated monitoring to significant gaps in
preventive risk analysis.

Risk analyses and penetration tests are still
uncharted territory for many companies

One of the key components, the comprehensive analy-
sis of risks and exposures, remains far from being im-
plemented across the board. On average, 40 percent

Source: Own survey

Figure 10: Staffing strategies for (C)ISO and DPO positions

of companies indicate that they have never conducted
such an analysis, with this gap particularly pronounced
among small businesses (43 percent). While medium-
sized companies and large enterprises have often con-
ducted such analyses relatively recently, smaller play-
ers tend to have less depth of planning in this regard.
While 40 percent of medium-sized businesses and 46
percent of large enterprises are planning an analysis
for 2026, 67 percent of small enterprises have not yet
made any plans for such measures.

A similar situation prevails with penetration tests,
which are only carried out by 36 percent of all compa-
nies. While medium-sized companies and large enter-
prises use these tests much more frequently and on
a more regular basis, 61 percent of small companies
forgo them entirely (compared with 56 percent on av-
erage). Where pen tests are carried out, 40 percent do
so once a year, while 27 percent perform them on an
ad hoc basis as considered necessary. Compared to the
previous year, there has been a slight shift here. While
in 2024, 62 percent of respondents said they did not
carry out pen tests [302], the proportion of those who
carried out tests on an ad hoc basis rose from 15 per-
cent in 2024 to 27 percent in 2025. Currently, 58 percent
of the companies that conduct pen tests state that they
completed their last test in the survey year 2025.
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Figure 11: Estimating the appropriate annual gross salary for a CISO position

Sixty-nine percent of companies
rely on external service providers
for system monitoring

Despite shortcomings when it comes to risk analysis,
more than two-thirds of companies based in Germany
(69 percent) rely on third-party service providers for
system monitoring, including security operations cen-
ters (SOCs) or managed security services (MSS). The
information technology sector is an exception to this
trend, with 55 percent of IT companies choosing not to
use external monitoring and instead managing these
tasks in-house significantly more often.

To combat internal IT threats, German companies pri-
marily rely on monitoring access rights (76 percent) and
awareness training (70 percent). At large and medium-
sized companies, training courses are the top priority,
with adoption rates of up to 95 percent. Regular audits
(42 percent) and employee screening (2 percent) follow
with a significant gap, the latter having decreased com-
pared to 2024 levels (51 percent) [302]. These measures
are supplemented by firewalls, backups, and two-factor
authentication, as well as reactive SOC structures.

There is a clear divergence in governance approaches
when it comes to generative Al, depending on company
size. While 72 percent of large enterprises already have
high levels of rules and regulations in place, only 19 per-
cent of small companies currently have corresponding
guidelines (and 26 percent of all companies surveyed).
There is also a lack of governance in the area of critical
infrastructure. To date, only 60 percent of these compa-
nies have implemented binding guidelines for the use of
generative Al applications.

2.6 SUPPLY CHAIN RISK

Securing the supply chain presents German companies
with considerable challenges, particularly with regard
to their dependence on external partners and global
service providers.

More than two-thirds of companies do not
regularly assess suppliers’ cybersecurity

While 51 percent of companies already report that one
or more of their suppliers has fallen victim to a cyberat-
tack, the rate is significantly higher among large enter-
prises at 65 percent. Despite these incidents, proactive
checks for security vulnerabilities among partners are
rarely carried out. Around 66 percent of respondents do
not conduct any checks whatsoever. Only large enter-
prises show more active supervision, with 27 percent
of them identifying one to four security vulnerabilities
among their suppliers over the past year. The range of
responses to incidents at suppliers varies widely, from
immediately blocking communication and cutting all ties
to cooperative problem-solving and activation of inter-
nal emergency protocols. In addition, technical security
measures are implemented to safeguard the company'’s
own systems, and awareness training is provided for its
own employees. Nonetheless, 75 percent of companies
do not conduct regular audits or assessments to evalu-
ate the cybersecurity of their suppliers. Larger compa-
nies are more likely to carry out such checks, in most
cases annually or more frequently (19 percent). These
supplier audit processes are primarily found in the CI
sector, where 51 percent of companies carry out audits,
mostly annually or more frequently (24 percent).



Supply chain disruption, including from the US,
considered a potential risk with limited
alternatives available

Regarding the risk for supply chain disruptions of crit-
ical digital services from the US, a wide range of as-
sessments were expressed. Across all companies, 27
percent rate the risk as low, 30 percent as medium, and
20 percent as high. However, large enterprises take a
much more critical view, with 39 percent rating the risk
as medium and 28 percent as high. Uncertainty prevails
among smaller players, with small and medium-sized
businesses significantly more likely to state that they
cannot estimate the risk (25 percent and 22 percent re-
spectively).

Should a key non-EU cloud provider discontinue its ser-
vice, 57 percent of companies predict that their busi-
ness-critical processes would take less than a week to
recover. However, 19 percent of small companies were
unable to provide any information on this. There are also
gaps in the know-how required for changing providers
in an emergency. While 49 percent of respondents feel
they have sufficient knowledge, a figure that rises to 60
percent among large enterprises, 33 percent say they
lack the necessary expertise. Even among large enter-
prises, 17 percent only responded with “partially.”
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Figure 12: NIS 2 knowledge gap
at small companies

2.7 NIS 2 REGULATIONS

AND OBLIGATIONS

The introduction of the NIS 2 Directive reveals a pro-
found discrepancy between the objective legal situa-
tion and the subjective perception among SMBs. While
a significant proportion of companies underestimate
the extent to which they are impacted due to complex
thresholds, there is growing pressure on senior man-
agers to protect themselves against personal liability
for regulatory failures.

NIS 2: Knowledge gap among SMBs
means smaller companies, in particular,
need to review their assessment

A direct survey on the impact of the NIS 2 Directive re-
veals a clear correlation with company size. While 93
percent of small companies claim not to be affected by
the Directive, the picture is different for larger organi-
zations, with 22 percent of medium-sized companies
stating that they are affected (78 percent claim they
are not), and 43 percent of large enterprises identifying
themselves as subject to regulations.

However, analysis of the overall data suggests that the
actual scope of the regulation is significantly underes-
timated. When the information provided by companies
on their sector, number of employees, and turnover is
checked against the formal criteria contained in the
Directive as of the end of 2025 [50], the profiles of an
additional 478 organizations suggest that they may be
subject to NIS 2. Since the survey method makes it im-
possible to draw conclusions about individual compa-
nies, and conclusive classification requires a detailed
legal review, these figures merely serve to indicate the
possibility of incorrect assessment. A significant pro-
portion of the organizations potentially covered by the
Directive appear not to have been aware of their regu-
latory obligations at the time of the survey.

It may be presumed that this widespread misconcep-
tion is especially due to incorrect application of the size
cap rule. The turnover threshold, in particular, seems
to lead to errors in the case of small companies with 10
to 49 employees. Many of these companies apparent-
ly assume that they are not affected due to their small
workforce, even though they exceed the applicable
turnover threshold of €10 million. Looking specifically
at this group of small companies with high turnover,
92 percent can be said to have incorrectly assessed
their situation based on the formal criteria (see Fig-
ure 12). Overall, the data suggests that 48 percent of
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all companies surveyed may be unaware that they are
subject to the Directive (see Figure 13). These findings
point to a knowledge gap among SMBs. While large
enterprises tend to be more aware of their obligations,
medium-sized and small companies with high turnover
do not yet seem to be fully aware how the NIS 2 regula-
tions apply to their own profiles.

Staff shortages, legal uncertainty,
and limited budgets are the main obstacles
to NIS 2 implementation

Companies that consider themselves subject to the NIS
2 Directive report facing significant operational obsta-
cles. They cite a lack of human resources (58 percent),
legal uncertainty (45 percent), and limited budgets (43
percent) as their biggest challenges in implementing
the NIS 2 Directive (see Figure 14). Even in critical infra-
structure sectors, there is a lack of information. While
49 percent of Cl companies describe themselves as
(very) well informed, 54 percent of smaller Cl compa-
nies and 41 percent of large Cl organizations say they
feel poorly or not at all informed about the specific re-
quirements. This perception correlates with criticism
regarding the lack of engagement from government
institutions, with 62 percent of respondents stating that
they do not feel sufficiently supported by the relevant
authorities in the NIS 2 implementation process.
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Figure 13: NIS 2 knowledge gap
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Against this backdrop, the debate on personal responsi-
bility enjoys widespread support. Forty-eight percent of
respondents are supportive of personal liability for ex-
ecutives and supervisory board members in the event
of inadequate protection against cyberattacks, with this
demand receiving even stronger support from large en-
terprises (70 percent) and within the Cl sectors (60 per-
cent). This assessment is in line with current regulatory
developments under the NIS 2 Directive. As the launch
of the new BSI reporting portal makes clear, corpo-
rate liability will now be at the heart of compliance for
around 30,000 companies. The fact that large enterpris-
es and Cl operators are especially supportive of liability
can be attributed to the draconian sanctions of up to 2
percent of global annual turnover. In these sectors, the
personal liability of management is increasingly seen
as an indispensable lever for raising IT security to the
same strategic level as antitrust law or data protection
[103].

DIGITAL SOVEREIGNTY AND
SUPPLY CHAIN RESILIENCE

At the latest since 2025, digital sovereignty has become
an issue to be addressed also on a strategic and op-
erational level. While initiatives such as GAIA-X, the
European Data Spaces, and the EU Cloud Sovereignty
Framework (see Chapter 4) are outlining the goal of
digital sovereignty at the political level, companies are
faced with the practical challenge of securing their abil-
ity to operate in a volatile and networked world. Digital
sovereignty is not an end in itself, but rather the corner-
stone of resilience. The ability to maintain critical sys-
tems, even in the face of geopolitical tensions or supply
chain interruptions, depends directly on how strongly
companies are locked into dependencies (vendor lock-
in) and how well they can manage them. The present
findings illustrate how German IT decision-makers are
navigating between strategic aspirations and opera-
tional reality.
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Figure 14: Biggest challenges in implementing the NIS 2 Directive

2.8.1 Digital sovereignty is most rooted

in strategy of larger and highly
regulated organizations

One in five companies is pursuing a digital
sovereignty strategy - although the topic is
particularly relevant for medium-sized
companies and large enterprises

Despite the omnipresence of digital sovereignty as
a geopolitical and economic buzzword, the reality at
German companies paints a different picture. In many
cases, the topic still seems to be a peripheral phenome-
non. Only 19 percent of the companies surveyed report
having a defined strategy for digital sovereignty (see
Figure 15). In contrast, a significant majority of 68 per-
cent are currently operating without such a strategic
orientation. These figures are consistent with a study
from May 2025, which found that only 18 percent of
German and 22 percent of French companies identified
“tech readiness” as a C-level priority [18]. These figures
suggest that digital sovereignty is often rather seen as
an abstract political goal than a concrete aspect of cor-
porate strategy.

Nevertheless, a look at company sizes and industries
reveals that the topic is certainly gaining traction in the
German economy. At large enterprises with over 250
employees, the strategic commitment is almost twice
the average at 34 percent. Relevance is even more ev-
ident in highly regulated sectors, with the finance and
insurance industry clearly leading the way. At 48 per-
cent, almost half of the companies in these sectors have
implemented a digital sovereignty strategy - a figure
that underlines the growing importance of the issue in

the context of sensitive financial data. Adoption by CI
operators is also significantly above the level of other
company groups at 33 percent.

Thirteen percent of companies either have or
are planning to create a digital sovereignty role,
with the figure rising to 20 percent at larger
companies

When it comes to assigning personnel, companies are
taking different organizational approaches. The fact
that only 13 percent of all companies have created or
are planning to create a dedicated digital sovereignty
role (see Figure 16) does not necessarily point to a lack
of implementation capacity. On the contrary, this finding
may suggest that digital sovereignty could be under-
stood within the broader economy as a cross-functional
task to be integrated into existing areas of responsibili-
ty - such as those of the CIO or CISO - rather than being
handled in isolation by a new, dedicated unit. That said,
there is a tendency toward specialization as companies
increase in size and complexity.

At large enterprises, the proportion of dedicated roles
is significantly higher at 20 percent. Highly regulated
or technology-intensive sectors such as finance and in-
surance (17 percent), IT (18 percent), and Cl operators
(20 percent) also rely more frequently on specialized
positions. This suggests that, above a certain level of
regulatory density or global integration (16 percent for
internationally active companies), the creation of explic-
it roles is seen as a necessary step to meet strategic
requirements at the operational level.
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2.8.2 Willingness to pay a premium

52

for digital sovereignty

Forty-two percent of companies
state a willingness to pay more for
sovereign IT products

A significant proportion of respondents report a willing-
ness to accept higher costs for sovereign IT solutions
(42 percent) (see Figure 17). In 2025, The Handelsblatt
Research Institute and STACKIT found even higher fig-
ures of 70 percent and 80 percent for public and private
sectors, respectively, expressing a willingness to pay
extra for digital sovereignty [317]. At the same time,
others have issued warnings about the high econom-
ic costs of digital sovereignty [228]. It should be noted
that all of the mentioned reports represent declarative
self-reporting, which does not necessarily reflect actual
purchasing behavior. Nevertheless, the results indicate
that independence is perceived as valuable by some
companies.

This willingness to pay a premium for sovereign prod-
ucts varies significantly from sector to sector. The
highest willingness rates are found in healthcare (56
percent), followed by IT (53 percent), and finance and in-
surance (52 percent). In these sectors, the added value
of sovereign solutions and avoidance of dependencies
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Figure 15: Presence of a digital sovereignty strategy

are valued more highly than the potential added costs.
In contrast, the energy and utilities sector shows a will-
ingness rate of only 30 percent.

Companies which are active internationally show a
greater willingness to pay a premium (49 percent) than
companies which operate purely nationally (41 percent).
This can be interpreted against the backdrop of glob-
al compliance requirements. Organizations operating
across multiple jurisdictions appear more inclined to
invest in solutions designed to ensure data security and
legal compliance across borders. A similar trend can be
seen when looking at IT security structures. In compa-
nies with an established (C)ISO, the willingness to pay
a premium is 53 percent, suggesting a correlation be-
tween existing security expertise and the value placed
on digital sovereignty.

Investment in technological independence is
still primarily on the agenda of large enterprises
and Cl operators

Even though reducing dependencies due to vendor
lock-in is highly prioritized in current debates, this
is not yet reflected in the actual budget planning of
most German companies. While a study from 2025 in-
dicates that 58 percent of companies intend to invest
in reducing their dependency on non-European tech

. No response . Yes . No

a -
71%

13% Small

1% 13%
24%
65% o 34%
Mid-sized Large

Company size

12%

@ v
69%

Non-ClI

Subgroup insight



78%

1%

The company has or 13%
is planning to create
a dedicated digital
sovereignty role

within the next year 77%

All companies

67%

Small

10%

12%

12%

20%

No response

. Yes . No

1% 14%

16%
20%

67%
73%

Mid-sized Large

Company size

10%
13%

77%

Non-CI

Subgroup insight

Source: Own survey

Figure 16: Plans to establish a dedicated digital sovereignty role at the company

providers [18], only 13 percent of respondents in the
present survey reported planning specific expendi-
tures or investments to reduce their dependency on
certain providers. In contrast, a clear majority of 83
percent have no financial resources earmarked for this
purpose at present. This discrepancy suggests that
technological diversification often still fails due to high
switching costs or a lack of alternatives on the mar-
ket. These figures also reflect a discrepancy with the
above-mentioned willingness to pay a sovereignty pre-
mium, which does not seem to be reflected in planned
investments to any great extent.

However, a more detailed look at corporate structures
shows that the willingness to invest in digital sovereign-
ty increases with the size and complexity of the organi-
zation. At 28 percent, large enterprises are more than
twice as willing to invest than the overall average, and
medium-sized companies are also significantly above
the level of smaller entities at 18 percent. The pressure
to invest is particularly evident in areas with increased
security and compliance requirements. At 22 percent,
Cl operators invest significantly more frequently in re-
ducing dependencies than non-Cl companies (14 per-
cent). Nineteen percent of globally active companies
plan to make investments in sovereignty (compared to
12 percent for purely domestic companies). Companies
with an established (C)ISO role are more active (18 per-
cent) than companies without this position (12 percent).

2.8.3 Strategies for dealing

with dependencies

Multi-vendor strategies are on the rise

Awareness of the risks posed by dependencies, especial-
ly vendor lock-ins, is firmly established in the German
economy. In a report published by the Leibniz Centre for
European Economic Research (ZEW), 58 percent of com-
panies in the information industry cite lock-in effects as
the main reason for existing dependencies [360]. Large
enterprises, in particular, are no longer leaving this issue
to chance. While a good quarter of all the respondents in
our study say they do not take any special measures to
counter lock-in effects, this figure drops to 8 percent for
companies with more than 250 employees. The manage-
ment of dependencies has thus become standard prac-
tice in the enterprise segment. The most widely adopted
approaches are the regular assessment of alternatives
(54 percent) and the consistent use of open standards (47
percent), followed by explicit multi-vendor strategies (23
percent). Although still at a lower level than other mea-
sures, the adoption of multi-vendor strategies has grown
significantly compared to the previous year (2024: 10
percent) [302]. In addition, according to their own state-
ments, companies are focusing on in-house software
development, their own data centers, and on-premises
operations, among other approaches.
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Figure 17: Willingness to pay a premium for sovereign IT products

Open-source solutions, open interfaces,
and security certificates prioritized for
managing geopolitical risks

When it comes to software procurement, differing pri-
orities emerge regarding measures to mitigate geopo-
litical risks. Two criteria dominate the field. Some 36
percent of decision-makers demand verifiable security
certificates across the entire supply chain. In addition,
39 percent of decision-makers have a preference for
open-source (0S) solutions. Other factors mentioned
by respondents include the exclusive use of European
cloud solutions, a preference for vendors headquar-
tered in the EU, and data storage and processing within
the EU.

An examination of the various sectors reveals differ-
ent approaches to digital sovereignty. The healthcare
sector relies most heavily on verifiable security certifi-
cates (60 percent) and places above-average emphasis
on 0S (48 percent) compared with other industries. In
the financial sector, on the other hand, compliance is the
main focus, with 59 percent of decision-makers priori-
tizing explicit legal control over their data.

This emphasis on legal certainty correlates strongly
with the degree of internationalization of an organiza-
tion. Companies operating internationally are signifi-
cantly more likely to demand legal control over their
data (38 percent) than those only operating domes-
tically (27 percent). This can be interpreted as taking
a defensive stance against extraterritorial access, for
instance through the US CLOUD Act. At the same time,
international companies are relying more heavily on 0S
solutions (47 percent). This combination of legal isola-
tion and technological openness seems to constitute a
modern formula for global digital resilience.

2.8.4+ Perception of European initiatives

Only 28 percent of respondents agree
that GAIA-X will strengthen Europe’s digital
sovereignty

The perception of key EU initiatives to strengthen digital
sovereignty varies among German IT decision-makers.
Once a flagship political project launched with the vi-
sion of a European data infrastructure, GAIA-X seems
to have lost momentum among the broader spectrum
of companies. Only 28 percent of respondents agree
with the statement that GAIA-X will strengthen Europe’s
digital sovereignty. An almost identical proportion dis-
agree, while the largest group (43 percent) is undecid-
ed or did not provide a response. For a project of this
financial and political significance, this high proportion
of undecided respondents indicates considerable short-
comings in terms of communication or relevance.

European Data Spaces perceived as having
the greatest potential for digital sovereignty
among European initiatives

When it comes to Common European Data Spaces, a
much more positive picture emerges. Nearly half of de-
cision-makers (50 percent) believe that these will make
a real contribution to European digital sovereignty. In
contrast to GAIA-X, sector-specific data spaces are seen
to offer tangible benefits.

This is particularly evident in sectors which are includ-
ed and already integrated. For example, 68 percent of
respondents in the healthcare sector (European Health
Data Space) and 59 percent in the financial sector (Euro-
pean Financial Data Space) see data spaces as drivers
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of digital sovereignty. A shared vision of data exchange
within a sector appears to act as a powerful catalyst for
acceptance.

Around a third of IT managers (29 percent)
express concern about the availability of
sufficient data center capacity

Alongside software and data, there is an increased fo-
cus on physical infrastructure. Just under one third of
IT managers (29 percent) are already expressing con-
cern about the availability of sufficient data center ca-
pacity, particularly with regard to future Al workloads.
This concern is more pronounced among medium-sized
and larger companies (around 35 percent) than among
smaller businesses. The urgency of this capacity issue
is also underscored by the Center for Al Risks and Im-
pacts (KIRA Center), which warns of a loss of techno-
logical sovereignty if Germany does not immediately
pursue an ambitious expansion strategy for its own Al
infrastructures [151].

POLITICAL MEASURES

How can digital sovereignty be put into practice in a
globally networked market? For BSI President Claudia
Plattner, success is crucially dependent on “close co-
operation between government, business, science, and
society” [279]. However, the results of this survey re-
flect an ambivalent reality. From skepticism toward EU
regulations to calls for proactive cyber defense - it is
becoming clear that IT decision-makers currently lack
the reliable structural framework necessary to effec-
tively implement this collective strategy.

Ambivalent attitudes towards EU regulations

Amongst the companies surveyed, opinion was split on
whether current EU regulations actually strengthen
the digital sovereignty of Germany and the European
Union. With an approval rate of 41 percent, less than
half of the responding decision-makers consider the
current regulatory framework to have a positive impact
on digital sovereignty. This suggests that regulatory
interventions are often perceived not as enablers, but
rather as bureaucratic hurdles or simply ineffective
measures. There is a correlation between approval and
company size. Among large enterprises, approval rises
to 50 percent.
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Once again, the finance and insurance sector stands
apart, with a 59 percent approval, indicating a signifi-
cantly more positive view of EU regulations. The extent
to which a company operates internationally has no
measurable influence on the opinion given.

Political measures to support digital
sovereignty and cybersecurity

The vast majority of respondents arein
favor of political measures to strengthen
digital sovereignty

When questioned about which political measures they
feel would be appropriate to strengthen digital sover-
eignty in Europe, IT decision-makers expressed support
for favorable framework conditions and building up ca-
pacities. There is a general consensus that measures
are fundamentally necessary, with only 6 percent of
respondents stating that no special measures are re-
quired.

Most respondents do not see technology as the top
priority, but rather the human factor. Sixty-six per-
cent of those surveyed consider subsidized programs
for developing digital skills to be an effective lever.
This is closely followed by laying the groundwork for
infrastructural and technical solutions that offer alter-
natives to existing dependencies. The creation of trust-
worthy data infrastructures (63 percent) and the provi-
sion of sovereign standard IT solutions (60 percent) are
identified as key building blocks.

Financial incentives also find broad support as a means
of strengthening sovereignty. While 59 percent of IT
managers are in favor of investment incentives or sub-
sidies, 53 percent consider the targeted financing of
open-source technologies to be effective. More specific
initiatives, such as a “European Sovereign Tech Fund”
(34 percent), are generally less popular, but viewed as
significantly more relevant in finance-oriented sectors
such as insurance and banking (59 percent). Size also
appears to play a role. The larger the company, the
more effective the respective political measures are
considered to be at strengthening sovereignty. Beyond
this, some companies are calling for financial support,
better information and education hubs, less bureaucra-
cy, stronger government defense and law enforcement,
and the provision and safeguarding of infrastructure.
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“Current measures by politicians and public administrators provide sufficient
support in protecting companies from cyberattacks.”

Companies agreeing
with the statement

29.2

56

12% 13%

24% 19%
66% 71% 76%

Total Small

Source: Own survey

. No response . Yes . No

5% 6%

Mid-sized Large

Company size

Figure 18: Assessment of current political measures to combat cyberattacks

Lack of confidence in cyber resilience
and government positioning

Only 21 percent of companies consider
government efforts to provide protection
from cyberattacks sufficient

A critical picture emerges when assessing the existing
security architecture. When asked whether the current
measures adopted by politicians and government ad-
ministrators provide companies with sufficient support
in protecting themselves against cyberattacks, only 21
percent of respondents agree (see Figure 18). A clear
majority of 67 percent disagree. This feeling of inade-
quate protection in cyberspace by the state is the pre-
dominant view across all industries. Only in the finan-
cial sector is trust slightly higher, at 38 percent, while
sectors such as transport and logistics (16 percent)
show particularly low levels of perceived support.

The majority of respondents perceive

the federal, state, and local governments’
preparedness against cyberattacks as
moderate or weak

This lack of trust corresponds with assessments of the
state’s own resilience. Respondents have little con-
fidence in the public administration’s ability to defend
itself against cyberattacks. Amongst the various tiers
of government, the federal government scores compar-
atively best. However, only 15 percent consider it to be
well prepared (see Table 2). For the individual states
(Bundeslander), this figure drops to 12 percent. The per-

ception at municipal or local level is particularly alarm-
ing. A mere 7 percent think local authorities are well
positioned, while over half the respondents (51 percent)
explicitly rate the cyber resilience of local authorities
as weak. This reflects deep skepticism about the state's
ability to deal with digital issues at the administrative
level.

High level of support for active cyber defense

While German security policy has traditionally urged
restraint on the issue of “hackback”, IT decision-makers
take a much more offensive stance. According to the
study, 79 percent of the respondents support offensive
cyber measures by the state against foreign attackers
(see Figure 19). Private sector views are even more
striking, with a majority (59 percent) in favor of grant-
ing such powers to private sector companies. These
figures are somewhat unexpected in the German con-
text, as they stand in stark contrast to the current legal
situation and the ongoing debate on international law.

Offensive measures, ranging from the targeted disrup-
tion of criminal infrastructures (as employed against
“Emotet”) to active retaliatory strikes, are subject to
strict legal constraints in Germany. They are consid-
ered a measure of last resort and require the attacker
to be identified beyond doubt, which is often technically
impossible to fully achieve.

These high levels of acceptance for offensive opera-
tions also ignore the risk of escalation and danger of
collateral damage to civilian infrastructure often asso-
ciated with active cyber defense. The Federal Criminal
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Police Office (BKA) and the military require clear man-
dates for such interventions, and constitutional protec-
tion allows for investigation but not active disruption.
However, real-world experience seems to be calling
for a much more robust approach. With more than half
of those surveyed even willing to grant companies of-
fensive rights, there appears to be growing frustration
with purely defensive protective measures. Ultimately,
these findings reveal a schism between the desire for
digital defense capabilities and constitutional concerns
about “digital vigilantism,” which harbors the risk of
conflicts spiraling out of control.

CONCLUSION

The study's findings show the German economy in a
state of upheaval. On the one hand, companies are re-
sponding with a significant rise in IT security budgets,
which have more than doubled as a share of total IT
spending from 8 percent in 2024 to 17 percent in 2025.

This development is largely driven by the heightened
threat situation and new legal requirements such as the
NIS 2 Directive. With the enactment of laws establishing
personal liability for executives, IT security is becoming
a priority for top management, especially in highly reg-
ulated sectors.

At the same time, the data reveals a systemic gap when
it comes to implementation. While data protection has
been established as a legally binding role, a functional
position with strategic responsibility for information se-
curity often remains unfilled or is outsourced to exter-
nal partners. As long as (C)ISO salary expectations do
not correspond to the actual market value and growing
regulatory responsibility, a shortage of skilled talent
will remain in the German security landscape, hinder-
ing the transformation from mere formal compliance to
long-term resilience.

Meanwhile, formalizing the (C)ISO role is shown to pay
off in measurable ways. Organizations with dedicated
security management rate their level of preparedness
significantly higher and incur lower follow-up costs in
the event of incidents. Beyond reactive protection, the
appointment of a (C)ISO also acts as a driver for digital
sovereignty. In such companies, the willingness to pay
a premium for sovereign products (53 percent) and the
adoption of measures to reduce technological depen-
dencies (18 percent) are well above average.

Critical infrastructure Cl operators in particular, with
above-average staffing and financial resources, form
the foundations for a resilient architecture capable of
addressing complex governance tasks such as supply
chain audits and Al regulation. Despite these struc-
tures, an information gap remains, as smaller Cl enti-
ties in particular still feel inadequately informed about
the specific requirements of the NIS 2 Directive. Nev-
ertheless, companies in these sectors are in favor of
personal liability for senior management, underscoring
a desire to elevate cybersecurity to become an indis-
pensable policy driver at the strategic level of corpo-
rate management.

The operational security of IT infrastructure reveals an
ambivalent picture, including both advanced monitor-
ing and significant deficits in prevention. While reliance
on external security providers (SOC/MSS) is standard
practice, there is still a shortfall in systematic risk anal-
yses and penetration tests, which are only carried out
by 36 percent of all companies.

Especially in medium-sized businesses, a lack of re-
sources and growing regulatory complexity act as ob-
stacles to prevention. Their perceived knowledge gap
regarding NIS 2 compliance is symptomatic of a wider
challenge. High acceptance rates for aggressive gov-
ernment countermeasures such as hackbacks (80 per-
cent), coupled with an absence of basic self-protection
measures, highlight growing frustration in the market.

Federal State Local
government government government
Weak 28% 32% 51%
Average 42% 40% 28%
Strong 15% 12% 7%
No response 16% 16% 14%

Source: Own survey

Table 2: Positioning of federal, state and local governments against cyberattacks
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Heterogeneity is evident between specific industries,
often shaped by regulatory pressure. While highly reg-
ulated sectors are playing a leading role thanks to an
above-average strategic focus on the topic and high
level of acceptance for investment to boost sovereignty,
less regulated sectors such as construction have signif-
icant staffing shortages.

Sectors also differ significantly in their approaches
to resilience. While the healthcare and IT sectors are
increasingly seeking to secure their independence
through technological openness based on open-source
solutions and certificates, Cl organizations are focusing
their efforts on areas such as supply chain verifica-
tion. Finally, a critical deficiency is evident with regard
to trust in the system. Sectors with complex logistics
chains report a discrepancy between their threat situa-
tion and the perceived level of support from the public
sector. Meanwhile, trust in government safeguards is
comparatively highest in the financial sector.

In conclusion, although digital sovereignty is recognized
as the cornerstone of entrepreneurial capacity, the
study reveals a gulf between aspiration and implemen-
tation. Only 13 percent of the respondents are currently
planning investments targeted at reducing dependen-
cies. Nevertheless, countering lock-in effects through
multi-vendor strategies is gaining in importance and
has more than doubled compared with last year. At the
same time, a new physical bottleneck is emerging. One
third of IT managers are concerned about the availabil-

15% 6% 14%

Authorities should be
allowed to engage in
active cyber defense

79%

6%
36% 36%

Companies should be
allowed to engage in
active cyber defense

59%

Total

Source: Own survey

Figure 19: Support for active cyber defense

ity of sufficient data center capacity, a situation with the
potential to seriously jeopardize digital sovereignty in
terms of future Al workloads.

To overcome these hurdles, the survey reveals that
sustainable cybersecurity governance not only re-
quires a higher budget, but also a targeted approach
to closing the abovementioned information and skills
gaps. Ultimately, regulatory requirements need to be
transformed from a purely bureaucratic burden into
embedded, day-to-day security practices.

However, the success of this transformation depends
heavily on the underlying attitude within the corporate
landscape, which remains a crucial factor for future risk
assessment. Conducting this study was complicated by
the fact that many small companies showed significant-
ly less interest in participating. These companies often
stated that they did not consider cybersecurity to be
within their sphere of responsibility. As long as this per-
ception persists, the operational resilience of the Ger-
man economy as a whole will remain at risk, as techni-
cal advances alone simply cannot compensate for a lack
of risk awareness and vacant positions of responsibility.

. No response . Yes . No

20% 3% 2%
29%
79% 77% 69%
3% 2%
42% 42%
59% 54% 56%
Mid-sized Large

Company size
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ROBOTICS IN CONFLICT

Wetware, spiking neural
networks and photonics

Neuromorphic, event-based
sensors and edge analytics

Special alloys, soft robotics,
quasi direct drive motors

Solid-state batteries and
energy harvesting

with a standard
assault rifle

Self-healing vitrimers, polymers,
artificial muscles
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ROBOTICS IN CONFLICT -

FROM HELPER
TO TERMINATOR

Just a few years back, the topic of “robots” would have
been likely to conjure up images of the Terminator, cy-
bernetic killers, or agents straight out of The Matrix.
The thing they all have in common is that, although
their creators had originally intended for them to serve
humanity in line with Asimov’s laws of robotics, these
machines wanted to wipe out or subjugate humanity
[9]. While for a long time the thought of hostile robotic
technology remained pure science fiction, far removed
from reality, the disruptive success of ChatGPT has
made it clear how quickly technology is now advancing
and what new opportunities - and dangers - this may
open up.

Exponential development

The field of robotics is witnessing an explosion of re-
ports about new advances and capabilities, with a wide
range of competing products set to hit the mass market
in the next year or two. Humanoid robots, in particular,
have been developing at breathtaking speed over re-
cent years and are already being tested extensively in
industrial manufacturing facilities, to name just one ex-
ample. At the end of 2025, for instance, an eleven-month
trial was completed for the Figure 02 model at the BMW
plant in Spartanburg. Working 10-hour shifts five days
a week, the robots helped produce over 30,000 X3 cars
[137]. Meanwhile, the data obtained in the process is
being incorporated directly into its successor model,
Figure 03. Numerous new robots are set to launch this
year, which are not only expected to have increasingly
advanced capabilities but also lead to faster adoption
through particularly affordable entry-level models
such as the Unitree G1/R1.

What these robots will actually be able to do remains a
hotly debated topic. After all, a number of manufactur-
ers have already been caught engaging in trickery, such
as Tesla, whose Optimus robot was remotely controlled
during a laundry folding demonstration. In the age of
generative Al, where seeing is not necessarily believ-
ing, examining videos closely and questioning evidence
is crucially important. Nevertheless, tremendous prog-
ress has been made in many areas. Looking back and

comparing the “future developments” depicted in the
science fiction blockbusters of the 80s and 90s with the
current state of research in laboratories, start-ups, and
universities, it soon becomes apparent that extensive
work is being done on many capabilities that were once
considered impossible. In fact, a number of these capa-
bilities have already been shown to work successfully in
experimental settings, even if there are still significant
limitations in certain areas. In 2025, for instance, sci-
entists managed to decode and display “inner speech”
[218], a step closer to mind reading as portrayed in “Mi-
nority Report.”

However, developments in recent months have given
us cause for concern about where we stand today. In
December 2025, for example, China began deploying
humanoid robots from the Walker S2 series at border
crossings in the city of Fangchenggang on the border
with Vietnam. The robots are tasked with patrolling and
conducting inspections, assisting with the transport of
equipment, and helping to direct the flow of people at
checkpoints [23]. The Walker S2's ability to exchange
its batteries independently means it can be used almost
24/17. It remains to be seen how well the robot performs
in practice.

The Futureis Now

The presentation and demonstration of the T800, con-
sciously named after the killer robot model T-800 from
Cyberdyne Systems in James Cameron’s film Termina-
tor, has also showcased what is already technically pos-
sible and where the journey is headed. Though designed
for general use, this humanoid robot is also specifically
engineered for combat [110]. Using an aluminum alloy
also found in aerospace engineering and magnesium
elements gives it exceptional stability, while powerful
electric motors with torque reaching 450 Nm generate
enough power to enable fast movement, demanding
combat maneuvers, and the lifting of heavy loads. An
active cooling system allows the T800 to operate with-
out downtime.
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3.1 THE USE OF ROBOTICS

IN CONFLICTS

The deployment of robotics in armed conflicts is noth-
ing new. As early as World War | and World War |, the
military used small remote-controlled tracked vehicles
laden with explosives to target enemy trenches without
endangering its own soldiers (e.g., Torpille Terrestre
from 1915, Goliath from 1942) [100].

On the front lines in Ukraine, for instance, the Ratel S
is currently performing such tasks. This remote-con-
trolled four-wheel robot can transport anti-tank mines,
among other things, and is used to engage vehicles and
bunkers in combat without endangering soldiers in the
“death zone”. The same principle was already applied
with simpler platforms in both world wars. Robotic
platforms such as the Unex system, used to transport
ammunition to the front and evacuate wounded soldiers,
are also gaining in importance [210].

Above all, drones now dominate the airspace. The ar-
ray of systems on the front lines has expanded from the
tactical first-person view (FPV) kamikaze drones that
previously dominated to now include hexacopters with
heavier payloads, a variety of reconnaissance systems,
and even strategic long-range drones with a greater
range. In the water, too, vessels such as the Magura
V5 have demonstrated the power of small unmanned
systems, forcing the Black Sea Fleet onto the defensive
and basically rendering it ineffective by sinking several
Russian units. Small, inexpensive, and rapidly evolving
systems currently dominate the land, sea, and air.

Innovation versus
public procurement

This illustrates how the adoption and rapid advance of
technology have taken center stage. Given their outdat-
ed military equipment at the start of the Russian inva-
sion, however, Ukraine first had to find ways to over-
come slow procurement processes and activate the
potential offered by faster industrial innovation cycles.
Indeed, this is not an uncommon problem, as procure-
ment times for military systems in Western countries
often extend to ten years or more. In Germany in par-
ticular, contract cycles are up to 60 percent longer than
the global average [229].

To expedite the delivery of weapons to the front lines,
groups of volunteers came together in Ukraine to col-
lect donations, manufacture drone parts using 3D print-
ing, and send them directly to the front lines. Signal and

Telegram channels were set up to ensure that the ex-
periences of the troops were immediately factored into
further design and development. However, since vol-
untary donations are neither guaranteed nor scalable,
meaning that they do not allow for reliable planning,
the Ukrainian Ministry of Digital Transformation laid
the groundwork for rapid expansion by reducing bu-
reaucracy, changing regulations, and creating financial
incentives. For instance, accepting tests carried out by
manufacturers and no longer requiring government tri-
als or certifications as is standard in the Western world,
reduced the time needed to introduce a system from
two years to just a few weeks. High quantity, low costs,
and rapid deployment were more critical to survival
than quality and process compliance.

Gamification of war:
Earning points for killing

Further acceleration was achieved through the “Bravel”
innovation cluster, which serves as a central point of
contact for companies and supporters. To minimize de-
livery times and optimally align with the needs of the
troops, the cluster set up a website with a marketplace
that connects start-ups and manufacturers of innova-
tive solutions directly with soldiers on the front lines.
Bypassing bureaucracy, lengthy contract negotiations,
and time-consuming product development (which may
then already be obsolete by the time it is delivered),
manufacturers can offer their solutions directly to the
Ukrainian armed forces, who in turn are able to pur-
chase them directly via the online marketplace [44].

Payment can be made in conventional ways, for exam-
ple from available budgets or donations, or on the basis
of a reward system using “ePoints.” These are award-
ed for the successful elimination of Russian personnel
and destruction of equipment, as evidenced by video
footage. The ePoints can then be used directly on the
Bravel marketplace to purchase new drones, which are
delivered to the troops within just a few days. Through
this “gamification” of killing, successful units can quick-
ly procure new arms and equipment based on their
points - enabling them to become even more effective.
Russian losses doubled in the first ten months following
the introduction of the system, and the trend continues
to rise. In December, the figure exceeded 33,000 sol-
diers [8].

The rapidly adapting digitalization of the battlefield is
directly reflected in destroyed equipment as well as
the numbers of soldiers killed and wounded. However,
the systems currently in use, such as those used in the



world wars or by Optimus, the laundry-folding robot,
are generally still remote-controlled, and any autono-
mous functions are very limited. In the Ukraine war, it
is estimated that less than one percent of the technol-
ogies marketed as “autonomous” are actually used in
that way [13].

Some systems stand out, like The Fourth Law's TFL-1,
which can be easily integrated into common drone plat-
forms. The TFL-1 offers autonomous flight control and
final approach to the target on an optical basis, even if
the radio signal is disrupted or lost. Since modules are
available on Bravel for just under 50 euros each (or via
ePoints) and have already significantly boosted strike
rates on the front lines, further developments and new,
more sophisticated modules are sure to follow soon.

The advantage of speed

Looking at the war in Israel and Gaza, which has been
called the “first robot war,” illustrates just how techno-
logically advanced today's robots already are in certain
respects [205].

In order to manage the complex situation and respond
as quickly as possible, a high degree of automation
was used in the preparatory phase to identify targets
and key enemy figures. However, these measures can
also lead to dangerous routines and a decline in the
quality of human monitoring and control. According to
reports, for instance, the “Lavender” Al system used
by the Israel Defense Forces (IDF) to identify targets
during the war in Gaza resulted in extremely rapid, but
inaccurate, verification of machine-generated sugges-
tions. This consequently led to significant collateral
damage [343].

A crucial turning point in the use of military robotics
was their deployment not only as reconnaissance sys-
tems, but also for carrying out active combat and pi-
oneering tasks in densely populated urban areas with
the aim of minimizing their own casualties. Among other
machines, the IDF has used the Caterpillar D9, which is
equipped with heavy armor for triggering booby traps,
clearing minefields, and debris barriers, even operating
in narrow alleys. The semi-autonomous Jaguar ground
vehicle goes one step further. This vehicle is especial-
ly used for border security and perimeter protection.
Equipped with a 7.62 mm machine gun and high-resolu-
tion sensors, it can navigate autonomously, avoid obsta-
cles, and patrol routes. The autonomous engagement
of targets is not currently planned. While the sensors
can automatically detect and track a target (known as

“lock-on"), the order to fire must be issued by a human
operator after reviewing the video image in the opera-
tions center (human-in-the-loop).

Human-in-the-loop or autonomous -
just a few lines of code

Going from an operator giving firing permission to ful-
ly autonomous systems takes just a few lines of code.
Building these kinds of robots is no longer a technical
issue - it's now purely an ethical and doctrinal question
whether to activate and use these capabilities.

Looking ahead to future developments, the deployment
of fully autonomous, armed robots is therefore only a
matter of time. The advantages they offer are highly ap-
pealing to many military forces around the world. For
example, the 72nd Group Army of the Chinese People’s
Liberation Army (PLA) has already conducted landing
exercises to practice the integration of so-called “Robot
Wolves”, which were used as armed escort systems for
the infantry, among other things to clear paths through
beach obstacles and intercept enemy fire [204]. The ad-
vanced coordination of the exercise suggests that Chi-
na is also rapidly forging ahead with the integration of
manned-unmanned teaming (MUM-T) into its doctrine.

Accordingly, the humanoid robots deployed in Fang-
chenggang should not be viewed merely as a feasibility
study and the endpoint of development. On the contrary,
they demonstrate how rapidly the field of humanoid ro-
botics is progressing, especially powered by advances
in Al, materials science, bioinformatics, and chemistry.
In fact, dual use is becoming the norm.

Does this bring a Terminator scenario closer to real life?
A complete overview, examining our humanoid robot
from head to toe, coupled with a review of the current
state-of-the-art and anticipated progress, aims to shed
light on this question.
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TERMINATOR -
CURRENT AND FUTURE
TECH DEVELOPMENTS

Countless demonstrations of humanoid robots show-
case the capabilities already available today. However,
a closer look at the current scientific landscape reveals
that all the elements required for constructing a Termi-
nator are advancing at a rapid pace.

The brain

The actual degree of autonomy attained remains one of
the most challenging and debated aspects of contem-
porary robots. Although some companies are inclined
to interpret the facts somewhat flexibly with a view to
stock prices, and some tech demonstrations have in-
volved the use of remote control, rapid developments
are indeed taking place, notably in the field of data
processing - the “brain” of the robot. Cognitive archi-
tecture [304], currently still a major limiting factor for
the actual autonomy of robots, has been making huge
strides, meaning that those remote controls will soon
be a thing of the past. Not just in relatively simple facto-
ry settings, but also in complex environments.

These developments have not been driven by the ad-
vancement of conventional processors, but rather by a
series of new technologies. Photonics can achieve new
levels of performance, particularly in the field of Al ac-
celerators, but the real performance boost comes from
spiking neural networks, neuromorphic sensors, edge
analytics, and the opportunities offered by wetware.

Possibilities and limitations
of conventional processors

Although the concepts behind conventional digital com-
puters have been successful for decades and contin-
uously optimized, they are now increasingly reaching
their limits in terms of both speed and energy con-
sumption due to substantially higher data volumes and
computing requirements. Since the calculations of Al
models are largely based on a limited number of spe-
cific mathematical operations, significant performance
improvements could initially be achieved in this area,
as these functions are incorporated into the hardware
of Al chips. Architectures such as NVIDIA's Blackwell
also exploit other possibilities, for example by reducing
the accuracy of calculations without compromising the
result, generating higher speeds and better efficiency.
The use of an NVIDIA Jetson Thor, specially developed

for physical Al and robotics, with a maximum of 2070
TeraFLOPS (TFLOPS) enables the T800, for example,
to process complex motion sequences and visual data
with no delay.

However, the most important factor is that data collec-
tion and processing will no longer all be concentrated
on a centralized computing unit which continuously
processes all data streams. This is still one of the main
reasons behind the inefficient energy management of
robots. Visual perception, for instance, requires a con-
stant stream of images to be processed and evaluated
using Al algorithms. Using specialized processors such
as the Jetson Thor, this is already possible in real time
without difficulty. However, it consumes an excessive
amount of energy, as even determining that nothing
is happening places a strain on the battery. While the
Jetson Thor is relatively energy efficient with a power
consumption of 130 watts, this still has a considerable
impact on the operating time of a self-sufficient robot,
even though the actuators and hence the robot’s mus-
culoskeletal system are the main consumers of energy.
Nevertheless, reducing the power consumption of the
processor in current models would make it possible to
increase the operating time by almost 25 percent, which
is equivalent to one hour.

Specialized photonics processors

It is also possible to perform Al calculations very
quickly and efficiently by means of photonics - using
light beams instead of electrons. Another advantage
of this approach is that it requires very little cooling. A
16-channel processor of this type with a performance
of 1.28 trillion operations per second was already in-
troduced last year [353], and commercial processors
based on this technology are already available. In the
coming years, we can expect to see further significant
increases in performance and miniaturization. One cur-
rent bottleneck in the technology is the need to first
convert the electronic data into light for calculation
purposes and then convert the result back again. Not
only does this reduce the overall computing speed, it
also requires a relatively large amount of energy [167],
which negates the efficiency gains achieved by the ac-
tual calculation. At present, the use of photonics only
pays off from an energy perspective for large matrices
and high clock rates above 10 GHz. Otherwise, digital
ASICs still retain their advantage. The use of photon-
ics is therefore particularly interesting in areas where
the data is already available as light, such as fiber optic
networks.



Neuromorphic sensors
and edge analytics

Due to the limitations encountered to date, future hu-
manoid robotic systems will operate in a highly decen-
tralized manner, just like their natural human coun-
terparts. Edge computing, which is already becoming
increasingly widespread in areas such as mobile com-
munications networks, is set to be a key concept here.
Analogous to the human reflex system, actions are pro-
cessed locally rather than in the central “brain” wher-
ever possible. Instead, detection and response are car-
ried out directly in the respective parts of the robot, and
the robot brain only receives information about the pro-
cess (known as edge analytics). In addition to reducing
the computational workload of the central processing
unit, this crucially enables much faster response times
in the millisecond range - essential for the superiority
of the Terminator.

One of the technologies that will be used to implement
edge analytics effectively is neuromorphic sensors,
which attempt to mimic the perception and visual pro-
cessing characteristics of living organisms. By extract-
ing only the information required for post-processing,
the required computing power is significantly reduced
[113]. There is no question that the future Terminator
will have this kind of advanced sensor technology on
board. Start-ups are already offering modules with
response times of less than 100 microseconds and
minimal power consumption [284]. Over the next few
years, we can expect to see increased integration of
neuromorphic processing units (NPUs) to complement
today's CPUs and GPUs. In the IoT and mobile communi-
cations segments in particular, the possibilities opened
up by “always-on” sensors with minimal energy con-
sumption are enormously promising, which will greatly
accelerate commercialization and rapid adoption.

Spiking neural networks

In addition to the optimal distribution of computation-
al tasks, neuromorphic computing offers many more
opportunities in terms of the robot’s central brain. For
instance, the logical processing and storage of data
are combined in artificial neurons and synapses. This
facilitates a significant improvement in energy efficien-
cy, enabling even resource-intensive Al tasks to be
performed directly on battery-powered end devices
with low latency [155], for example through the use of
spiking neural networks (SNNs). Unlike classic artificial
neural networks (ANN), which are based on signals with
continuous values (floats), SNNs are based on energy

pulses. An artificial neuron only “fires” (sends a spike)
when the threshold value of one or more specific input
signals is exceeded. This leads to significantly reduced
energy consumption, as virtually no power is required
for static sensor data (resting state). Even complex op-
erations, such as distinguishing between a civilian and
a combatant, can be performed much more quickly and
efficiently.

In addition, innovative memristors are now in the pipe-
line. Instead of processing digital signals as usual,
these devices utilize analog signals, which can reduce
power consumption by up to 99 percent. This technol-
ogy also enables self-healing capabilities. It represents
a return to analog computing, after such systems were
almost entirely replaced by cheaper and more accurate
digital computers in the 1960s and 1970s. Although the
accuracy of analog technology has not improved sig-
nificantly since then, this is not a major concern for Al
calculations. As a result, the technology may not only
experience a revival but could even become a core com-
ponent of data processing in the Terminator - despite
being older than the original film.

Assimilated: Wetware computing

It is not only neuromorphic computing that draws in-
spiration from biological evolution. The capabilities and
efficiency of the human brain itself have also been the
subject of extensive research for many decades. “Wet-
ware computing” refers to innovative approaches that
use living biological tissue to perform computing tasks.
However, the range of promising applications is much
broader, with brain-on-a-chip being just one variant of
organ-on-a-chip concepts (see Figure 20) [225]. Advanc-
es made in recent years are now culminating in the first
prototypes capable, for example, of fusing silicon chips
with human brain cells cultivated in the laboratory.

This enables information to be processed in real time,
in a similar way to the human brain, with much lower
energy consumption than other architectures such as
GPUs and Al accelerators, or the complex system re-
quirements of quantum computers. For certain tasks,
the use of wetware is anticipated to result in up to 106
times lower energy consumption compared with digital
processors [138].

In terms of the robot's “mental” capabilities, this could
represent a huge step forward. In an experiment con-
ducted in 2022, neurons learned to play the classic game
“Pong” within a few minutes [92]. This seminal demon-
stration has already given rise to the first commercial
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Source: [189]

Figure 20: Human neurons on a silicon chip. Cortical Labs.

systems, although these are still focused on the field of
research. Biological networks can outperform deep re-
inforcement learning algorithms with regard to learning
efficiency [189]. For the Terminator, this means that in
the future, wetware computing will facilitate the ener-
gy-efficient processing of information in real time - en-
abling the robot to learn, quickly adapt and find its way
around - even in new and unfamiliar environments.

In this context, it is also noteworthy that, unlike conven-
tional IT, data processing in such systems is not deter-
ministic in nature. This means that the same input and
seemingly identical initial conditions do not necessarily
lead to exactly the same output. While this would be un-
acceptable for digital computers, it is a key characteris-
tic of living neural networks, with inherent advantages
such as generalizability, robustness, and exploratory
behavior. The trade-off is that a higher level of effort is
required in areas such as specification, testing, and op-
eration. Moreover, safety engineering takes on an even
more important role, especially if you want to prevent
the system from developing an unwanted life of its own.

For the Terminator of the future, it can be assumed that
- in keeping with the edge analytics approach - a com-
bination of different technologies will be selected and
integrated in such a way as to best exploit their respec-
tive advantages and minimize their constraints.

3.2.2 Power supply

Alongside the goal of significantly increasing perfor-
mance, energy efficiency also remains a key focus of
research. Power supply is currently one of the biggest
constraining factors for humanoid robots. In principle,
power can be stored or generated locally within the sys-
tem or transmitted via wireless technology.

When it comes to local storage and generation, batter-
ies are not the only option. New possibilities are also
opening up in the form of bioelectrochemical systems
(BES), radionuclide batteries, and betavoltaics, as well
as energy harvesting - the extraction of energy direct-
ly from the environment. In addition, near field trans-
mission, for example by means of induction, or far field
transmission by means of radio waves or laser beams,
also offer new possibilities for supplying power.

Development of battery technology

When power is stored in batteries, only a few hours of
use are typically possible. This may be perfectly suffi-
cient for tasks in factories, shops, or even in the private
sphere, where work and charging cycles can be sched-
uled to alternate. Robot models such as the Walker S2
are already proving their ability to exchange their own
batteries autonomously in less than three minutes, en-
abling virtually uninterrupted operation given the ap-
propriate infrastructure. However, a combat robot with
such short operating times or the need for charging
stations would hardly be practical.



If we look at developments in the field of e-mobility, how-
ever, some progress can be seen in battery capacities.
Lithium-ion batteries have a pack-level energy density
of up to 250 Wh/kg [101], which can be increased signifi-
cantly by using different cathode and anode materials
[244]. With the introduction of the latest generation of
solid-state batteries, also used in the T800, this value
rises to up to 500 Wh/kg. These batteries also have the
advantage of being non-flammable - an important fea-
ture, especially for a combat robot.

Lithium-air (Li-02) batteries could represent an even
greater step forward. Their theoretical energy density
of up to 11 kWh/kg is up to 30 times higher than cur-
rent lithium-ion batteries. However, technically bringing
them into mass production poses many challenges [310]
and is likely to take more than a decade.

Local energy generation

BES technology, which converts biological waste direct-
ly into electrical energy, could also be used to generate
power locally in robots [362]. Radionuclide batteries,
which utilize the heat generated by the decay of alpha
emitters, and betavoltaics, which convert the kinetic
energy of beta particles into electrical energy, are also
conceivable solutions. However, the applicability of
such systems will remain very limited. BES solutions
have a very low power density, making the technology
more suitable for ensuring the energy self-sufficiency of
sewage treatment plants.

Radiovoltaic batteries, on the other hand, have a service
life spanning decades and an energy density millions
of times higher than lithium-ion batteries. The energy
they contain is released very slowly over a period of de-
cades. A radiovoltaic battery with 100 mW [345] could,
for instance, support the maintenance charge of a dor-
mant, pre-positioned system (“loitering weapon”).

Similar limitations apply to energy harvesting methods,
i.e., the utilization of energy that is inherently available
in the environment. Due to its low power output, this is
also destined to remain confined to the field of special
sensor technology [308].

In addition to storing and generating energy locally,
power can also be supplied via wireless technologies,
which in turn can be subdivided into near field and far
field approaches.

Near field wireless technologies

When it comes to near field technologies, contactless
charging methods have been integrated into every-
day life for some time now, for example, the inductive
charging of smartphones or toothbrushes. Analogous
systems, but with significantly higher output, are also
increasingly being used in the field of industrial robots.
Coils embedded in the ground can be used to transfer
energy in the double-digit kW range with efficiencies
of over 90 percent. However, the relevant applications
require physical parameters such as air gaps between
the ground and vehicle of a few millimeters to a few cen-
timeters [188].

With a view to sustainable transport systems, test
tracks which can successfully charge trucks traveling
at speeds of 100 km/h with outputs of over 200 kW are
also being trialed for the dynamic wireless charging of
electric vehicles [245].

Even if major transit connections or road networks in
urban areas were to be equipped accordingly, the Ter-
minator would hardly be likely to charge itself on a busy
road and risk getting run over by a 60-ton truck at any
moment. Nevertheless, near field technologies could
still prove useful. For instance, it has been demon-
strated how drones can attach themselves to high-volt-
age power lines to recharge their batteries [173]. This
means that drones used for inspection can simply fly
independently along high-voltage power lines for great
distances without having to rely on battery changes. In
a similar way, a robot could travel for longer distances
by charging itself in secluded places and activating ap-
propriate protocols in case it is detected.

In future communication networks such as 6G, power
will also be transmitted to devices in a targeted manner
using power beaming [309]. Although this represents an
interesting source of energy, it will not be sufficient to
power a combat robot and would also be too unreliable
without having sufficient control over the infrastruc-
ture, especially in enemy territory.

Far field wireless technologies

Inductive, magnetic, or capacitive coupling is not suit-
able for transmitting energy wirelessly over long dis-
tances. This is where far field technologies come into
play, leveraging electromagnetic radiation in the form
of radio waves (up to 300 MHz) or microwaves (300 MHz
to 300 GHz) or, in even higher frequency ranges, optical
radiation (THz) [289].
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Radio waves offer the advantage of being pervasive, as
their straight-line propagation changes course when
encountering obstacles. This means that energy can be
harvested over a large area and even in inaccessible lo-
cations. However, the low power density of radio waves
limits the technology’s potential applications. Rectifier
antennas (rectennas) and demonstrations of low-watt-
age power transmissions [305] give an indication of
what can be expected in the future. Thanks to this
technology, batteries will, in particular, no longer be
required for Industry 4.0 and smart homes [312]. High-
er power outputs are possible using microwaves, but
due to their linear propagation, a line of sight (LOS) is
typically required. Powering humanoid robots is there-
fore conceivable, but given the energy required, its use
would be limited to factory settings and enclosed areas,
making it unsuitable for the Terminator.

Another possibility for long-distance transmission of
energy involves the use of laser radiation. A number of
records have been set recently in terms of transmis-
sion distances and power [93]. However, the very low
efficiency remains a challenge, and line of sight is also
required for optical methods [342]. In the longer-term
future, photovoltaic systems in geostationary orbit may
enable continuous energy transmission via laser beams
to earth-based receiving stations [255].

Terminator could also be powered in this way, but a
large part of its surface, for example the upper back,
would have to be reserved for the receiver array.

It would be virtually impossible to achieve continuous
illumination, however, especially while the robot is per-
forming dynamic movements - let alone operations in
urban environments. If the Terminator was equipped
with a photovoltaic surface of 0.2m? on its back, a laser
beam delivering 5000 W/m? would be required to en-
sure a continuous power supply. On the one hand, this
would be well above the safe limit for humans, and on
the other hand, the permanent illumination of the Termi-
nator would also make it much easier to detect.

Even though a variety of technologies are currently be-
ing developed, having its own self-sufficient source of
energy will remain crucial for the Terminator.

The extremities

Arms, legs, and hands are fundamental to a humanoid
robot and form the basis that enables the Terminator
to carry out its mission. Today, humanoid robots are
actuated almost exclusively by electric motors, which

are constantly being developed and advanced. Pneu-
matic actuators powered by compressed air, as used in
active exoskeletons, are not suitable for a Terminator
due to endurance limitations, and have been surpassed
in performance by high-performance electric motors.
Alternative approaches in the field of soft robotics and
electrostatic concepts are also still being researched.

Performance of electric motors

To achieve high power density, permanent magnet
synchronous motors and brushless DC motors are pri-
marily used today. Coupled with precision planetary
gearboxes, these motors operate as quasi-direct-drive
motors in systems specifically designed for exoskele-
tons and robotics. The high torque and minimal recoil
enable precise, responsive mation control. The very
low gear ratio (quasi-direct) further enables the robot
to “sense” external forces by measuring the motor cur-
rent, facilitating dynamic locomotion even without com-
plex torque sensors [281].

Particularly in recent years, the improved performance
of electric motors has enabled impressive demonstra-
tions, for example of the new Atlas robot from Boston
Dynamics and the Unitree H1, which was able to per-
form a backflip thanks to the enormous torque density
of 360 Nm at its joints. By replacing model-based con-
trol methods with reinforcement learning approaches,
robots are now able to execute new and much more
natural movements [336] and to learn from observing
humans [55].

Soft robots, artificial muscles,
and hybrid systems

Despite significant advances in motor design, electric
motors remain heavier and more energy-intensive than
their biological counterparts. Research in soft robotics
has, however, long been investigating how robots can
be built from intrinsically soft and/or extensible mate-
rials (such as silicone rubber) that can deform and ab-
sorb much of the energy arising from a collision. Such
“soft” robots have a continuously deformable struc-
ture, with muscle-like actuation that mimics biological
systems and results in a higher number of degrees of
freedom compared to conventional hard-bodied robots
[295].

One goal of soft robotics research is the development
of biologically inspired artificial muscles to replace
conventional motors. Electroactive polymers (EAPSs)



change shape when a voltage is applied and can there-
fore also be used as actuators. EAPs operate via a
variety of actuation mechanisms, some of which have
been the subject of study since the 1990s [275]. How-
ever, since this approach requires very high voltages, it
is currently only partially suitable for use in humanoid
robots.

The same generally applies to hydraulically amplified
self-healing electrostatic (HASEL) actuators, which
combine hydraulic and electrostatic concepts in a way
that promises high performance [1], but likewise still
require high voltage. In HASEL actuators, electrostatic
forces displace a fluid within a soft pouch, producing
contraction. The advantages of these actuators are that
they directly couple electrostatic speed with hydraulic
force, and the closed system does not require pumps.
As with quasi-direct-drive motors, HASEL actuators
are capable of self-sensing, eliminating the need for
complex high-voltage sensors [292]. Furthermore, the
fluid also allows for self-healing in the event of damage
- ideal for a Terminator. The first products are already
commercially available from spin-offs, but not yet for
heavy loads.

What could make this technology even more interesting
for integration into humanoid robots is the current re-
search focus on significantly reducing the voltages re-
quired for operation. For example, hydraulically ampli-
fied low-voltage electrostatic (HALVE) actuators have
achieved muscle-like performance metrics at a five
times lower driving voltage (1100 volts) [165]. Thanks to
active development and progress in previously limiting
areas, it is anticipated that modular muscle packages
could be integrated into the Terminator in just under ten
years - a game changer, since this would also enable
self-healing.

Hands

Due to its complex structure, ability to combine strength
and precision, and highly developed sense of touch, the
human hand is a universal tool that is extremely dif-
ficult to replicate. Reliable, precisely controlled hands
capable of tactile manipulation remain a challenge for
robotics, although significant progress has been made
in recent years. Dexterity, including the ability to handle
deformable objects and work within tight tolerances,
has been refined considerably [356].

The availability of high-resolution tactile sensors [357],
along with the implementation of multimodal tactile
sensor arrays capable of measuring contact forces, mi-

3.2.4

crovibrations and heat flows, has greatly enhanced the
ability to respond to unfamiliar, unprogrammed situa-
tions, such as an object slipping out of the hand. Howev-
er, this also increases the demands on the sensors, the
available degrees of freedom, and the amount of data
that needs to be processed [287].

A human-like sense of touch, which plays a fundamen-
tal role in triggering rapid corrections in response to
unforeseen changes that cannot be captured by optical
or other sensors [227], is therefore of particular impor-
tance. Advances in hydrogel membranes are paving the
way for whole-body tactile sensing by constructing ar-
tificial skin from a single conductive material capable of
detecting different types of stimuli (known as electrical
impedance tomography, EIT). This eliminates the need
for a large number of sensor elements with complex
wiring. Instead, electrodes are integrated at a few key
points, such as the wrists, and use voltage measure-
ments to detect and localize changes in conductivity
caused by pressure, stretching, or damage [169]. The
elasticity of the material makes it particularly suitable
for soft robotics.

Recent work has also demonstrated how humanoid ro-
bots can experience a pain-like sensation through their
skin, allowing them to respond to corresponding stim-
uli. The neuromorphic robot electronic skin (NRE skin)
encodes dynamic tactile stimuli into neural-like pulse
trains and features active pain detection that triggers
protective reflexes. Its modular design and specialized
injury-sensing capabilities enable precise localization of
damaged areas [157].

Making sense of the world:
Advances in sensory technology

While, thanks to recent rapid developments, actuators
already enable superhuman feats and could literally
catapult the Terminator forward in the future, the field
of sensory technology has also made tremendous prog-
ress - not only in tactile perception but also in vision,
hearing, and smell.

The Terminator’s vision

For the Terminator, vision will be far more than mere
visual perception of the environment through camer-
as and will bear little resemblance to the way humans
see the world. Instead of processing continuous image
streams, data will primarily be transmitted only when
the state of a pixel changes, for example in brightness
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or color value. This event-based vision, using a dynamic
vision sensor (DVS), results in minimal data load. In ad-
dition, new algorithms for motion compensation already
enable the Terminator’s “field of view" to achieve a tem-
poral resolution equivalent to 2,000 frames per second,

resulting in latencies in the microsecond range [2].

This enables perception and reaction times that are sig-
nificantly faster than those of humans. A neuromorphic
vision sensor can detect motion within microseconds,
whereas human visual reaction time is just under 250
milliseconds. To illustrate the resulting advantages,
consider the following combat scenario: A robot using
neuromorphic sensor technology could visually pro-
cess a gun being fired so quickly that it could react be-
fore the human shooter had even registered that they
had fired their weapon.

This type of perception also allows for extremely high
sharpness - blurred images or distortions that occur in
the human eye during rapid motion are eliminated. In
surveillance systems, the most important parts of an
image can appear blurred or smeared, because cap-
turing all environmental information slows the system
down, even though most of the scene remains constant.
This problem is eliminated with neuromorphic sensors.
(Compression techniques like MP3 and MP4 illustrate
a similar effect, with large amounts of data drastically
reduced by storing only changes instead of complete in-
dividual images. The key difference with neuromorphic
sensors is that unnecessary data is never generated in
the first place.)

Since the robot’s vision is not limited to wavelengths
visible to the human eye, it opens up extraordinary pos-
sibilities for perceiving the entire environment. Image
sensors commonly used in CCTV cameras have long
had very high sensitivity in the near-infrared range,
since the base material, silicon, absorbs photons not
only in the visible spectrum but also in the near-infra-
red range. In addition to capturing images in daylight,
the sensors can therefore also provide black-and-
white images in darkness. However, the technological
possibilities extend far beyond color vision in daylight
and infrared-based night vision. By using hundreds of
narrow spectral bands instead of just three channels
for red, green, and blue, the robot can, for instance,
detect camouflage much more easily through hyper-
spectral analysis. Since chlorophyll reflects strongly in
the near-infrared spectrum but not in color, artificial
objects can be identified more quickly [226]. Polariza-
tion sensors can be integrated to further enhance this
capability. Since light reflected from artificial surfaces
is polarized differently than light reflected from natural

structures, a polarimetric fingerprint can be detected,
helping to identify camouflaged or transparent objects
[325].

Thermal or UV images can also be captured and used
for material inspections. Furthermore, electromag-
netic emissions from cell phone antennas, Wi-Fi net-
works, etc. can be directly detected through analysis
of the corresponding frequency bands, as can the
transmitter electronics of smartwatches, wireless
hearing aids, insulin pumps, and pacemakers. These
capabilities provide the Terminator with a highly com-
prehensive view of its surroundings - but it “sees” far
more than that.

Detection of fear

As multiple fields of technology advance rapidly, high-
ly accurate detection of emotional states and reactions
will become possible. The objective is for an analysis
to detect stress and fear even before an individual be-
comes consciously aware of their emotional state.

Heart rate variability (HRV) is a key indicator of au-
tonomic nervous system activity and can be used to
identify emotional states. The development of remote
photoplethysmography (rPPG) technology has made it
possible to analyze pulse rate variability (PRV) using
a camera, without any sensor-skin contact, based on
microscopic color changes in the skin caused by the
heartbeat. Since PRV correlates with HRV, this enables
contactless assessment of emotional states [364]. Al-
though current methods - in particular in outdoor en-
vironments or under poor lighting conditions - are still
relatively inaccurate and prone to error in assessing
emotional states, such sensor technology could in the
future become part of the Terminator's extensive anal-
ysis system. In addition, the use of high-frequency ra-
dar sensors enables contactless measurement of vital
signs, such as heart and respiratory rate, at distances
of up to ten meters - through clothing, blankets, and
even mattresses [153], [363]. This is not a distant pros-
pect, but an imminent reality.

The Terminator’s radar sensor will therefore not only
be able to measure the vital parameters of individuals
in its vicinity. Improvements in multimodal approaches
to radar-based biometric identification, optimization of
radar frequencies and antenna configurations, and sys-
tematic exploration of wall materials and environmen-
tal conditions suggest that through-wall radar-based
biometric identification could ultimately become as reli-
able as traditional line-of-sight (LOS) methods [293]. In



other words, the Terminator would even be able to de-
tect whether individuals are present in a room through
a door or wall.

The sniffer dog

In some areas, however, artificial systems have not yet
come close to competing with human sensory systems.
When it comes to olfactory detection, in particular, de-
vices have typically been relatively large and bulky,
energy-intensive, and limited to very specific gases
such as alcohol or carbon monoxide. While olfactory
detection sensors are becoming smaller and more af-
fordable, and the use of Al-based pattern recognition
enables the detection of more complex odor patterns
[222], [335], the real game changer is only just on the
horizon. On the one hand, advanced materials such as
graphene, carbon nanotubes, and silicon, in combina-
tion with downstream biomolecular probes such as ap-
tamers, antibodies, and enzymes, allow for the creation
of new biological field-effect transistors (Bio-FETs) that
offer unprecedented sensitivity and precision [271]. On
the other hand, as seen in the field of computational
neuroscience, wetware can also be used here to con-
vert signals from biological receptors into easily usable
electrical signals which can be processed in computa-
tional systems. Due to the high sensitivity of biological
cells, even very specific molecules in extremely low
concentrations can be detected [242].

Research into bio-olfactory chips for security and medi-
cal applications - for example, odor sensors for detect-
ing explosives and chemical warfare agents - has been
ongoing for over a decade [154]. Thus far, the limiting
factor has been the lifespan of the biological compo-
nents, which often had to be kept in special nutrient
solutions and environments. Recently, however, signifi-
cant improvements have been achieved, with the result
that the first wetware systems are already commercial-
ly available. In view of advances in synthetic biology,
which is still in its infancy but has already produced
initial market-ready applications [243], stable and sig-
nificantly more durable systems are only a matter of
time. Olfactory sensors will therefore be capable of, for
example, detecting early signs of diseases such as can-
cer based on markers in human breath or of identifying
individuals. Integrated into a Terminator’s sensory sys-
tem, such information could be extremely useful for its
combat system - and quickly cross ethical boundaries.

The integration of biosensors into the robot’s skin is
also making great progress, significantly expanding
the capabilities of the overall system [361]. Distributed

sensing across the skin will be an inherent feature of
future humanoid robots. Instead of, for example, two
microphones installed in the head to act like ears, the
corresponding sensors will be distributed across the
surface of the humanoid robot's body. By using mi-
cro-electro-mechanical systems (MEMS) microphones,
the aperture, i.e., the distance between the sensors,
can be increased, thereby significantly improving lo-
calization, especially for low frequencies. Event-based
processing, which does not continuously analyze a fre-
guency range for changes but activates only when a sig-
nal occurs, analogous to the spectral bands presented
earlier in this chapter, minimizes response times and
maximizes localization accuracy. Through multimodal
information processing, such as incorporating visual
object recognition into sound reflection calculations
(physics-informed neural networks, PINNs) [301], the
robot can localize acoustic sources with extremely high
precision.

Superhuman: The perfect hunter

In the future, the Terminator will have even more capa-
bilities that make it a perfect hunter. Genome sequenc-
ing is already being used at international airports to de-
tect viruses such as SARS-CoV-2, influenza, and mpox
[156]. Until now, reverse transcription polymerase chain
reaction (RT-PCR) has been used to test for the presence
of specific viruses, with genome sequencing initiated in
positive cases to precisely identify the variant.

The most recent pilot research, however, shows that
the transition to metagenomic sequencing is underway.
This technigue enables direct genetic analysis of envi-
ronmental samples, without the need to first culture or-
ganisms in the laboratory. All microbes in a sample can
be analyzed, not just those being specifically targeted.
This also enables the detection of unexpected and com-
pletely new pathogens [277].

With ongoing miniaturization, for example in nanopore
sequencing, and advances in the use of short tandem
repeats (STRs), a future Terminator will not only be able
to perform phenotyping within minutes - for instance,
determining the skin or hair color of the source of a DNA
trace - but also specifically identify individuals or tar-
gets through next-generation sequencing (NGS) [230].

The analysis of environmental DNA (eDNA) will thus en-

able the Terminator to track down its target, albeit more
like a silent hunter than in rapid pursuit.
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When combined properly, the robot’s sensor systems
can therefore very quickly surpass not only human
capabilities but also those of specialized animals. As
part of a multi-stage analysis, the Terminator can first
perform a continuous assessment of the surrounding
environment to detect any anomalies. This can be done
using chemical solid-state sensors, such as nanotubes,
which, while not yet capable of fine differentiation, can
be operated continuously. In the next step, samples
from the environment can be collected, possibly using
ultrasound to lift particles contactlessly from the ex-
amined surfaces. These samples are then analyzed in
more detail in the biological sensor module inside the
Terminator, using receptor cells embedded in a nutrient
solution. Depending on their emotional state, humans
produce different pheromones and volatile organic
compounds. The Terminator can use this to instantly
detect stress and distinguish between tears of grief and
anger. During a pursuit, therefore, it is possible not only
to perform DNA analyses, but also to analyze short-
lived and volatile stress hormones, particularly inside
buildings, for tactical close-range reconnaissance. The
Terminator can smell fear even before seeing a person.
While differentiation is not possible using scent alone,
it could deploy its high-frequency radar to analyze the
vital statistics of various individuals and ultimately dis-
tinguish between friends and foes.

The effectors

The Terminator also has extensive possibilities in the
area of effectors. It can readily be equipped with all the
systems that humans use, from conventional firearms,
flamethrowers, and grenade launchers to directed en-
ergy weapons and micro-drones. Notably, however,
its arsenal could also include biological and chemical
weapons, insect drones, and cyborg insects.

The perfect shot

The integration of firearms into robots has already been
extensively tested in practice. China, for example, in-
corporated armed robot dogs into its advancing troops
during a landing exercise to clear the way and intercept
enemy fire.

In contrast to the usually unlimited ammunition shown
in films, the amount of ammunition carried by the Ter-
minator may be significantly reduced in favor of endur-
ance, mobility, or to increase the number of integrated
weapon systems. Since robots, unlike human shooters,
have no problem with recoil after firing, larger calibers

or even armor-piercing ammunition can be used. By
combining various sensor technologies such as LiDAR
and thermal imaging, as well as using fire control sys-
tems, the robot can calculate the perfect shot in real
time, taking factors such as wind speed, humidity, tar-
get movement, and its own movement into account. The
anticipation of recoil and the precise counteraction of
the actuators at the moment of firing enable high-preci-
sion combat with almost 100% accuracy even in dynam-
ic movement.

Furthermore, new technologies will continue to reduce
human error rates. One example is the U.S. Army’s XM-
157, a fire control system (FCS) using variable optics,
laser rangefinder, ballistic computer, and environmen-
tal sensors to generate corrected target points for in-
creased shot accuracy [276]. In the future, lock-on tech-
nologies, as already found in large weapon systems
such as tanks, will delay the firing of a shot after the
trigger has been pulled until the weapon's barrel is in
the optimal position relative to the target in order to
compensate for the shooter’s hand tremors. Neverthe-
less, the stress-resistant robot, with a significantly fast-
er reaction time (sensor-to-shoot chain) and extremely
high hit rate even when moving, will have a clear advan-
tage over its biological opponent [299].

Direct energy weapons

Laser and microwave weapons may also form part of the
robot's equipment, although their high energy require-
ments mean they are unlikely to be the Terminator's
weapons of choice. They can, however, be used to induce
biological effects intended to cause active or cognitive
denial, i.e., to control crowds without lethal impact [269]
or to induce cognitive impairment [354].

Cyborginsects and the like

The use of biological and chemical weapons can actu-
ally be much more sophisticated and deceptive. Unlike
humans, the Terminator faces no danger when trans-
porting and handling these weapons. This opens up
the possibility of integrating drones or swarms of mi-
cro-drones into the combat system, including the use
of insect drones. These can be used both as intelligent,
inconspicuous (loitering) munitions and to deliver con-
tact poisons that are absorbed through the skin or ad-
ministered by means of a micro-injection system.



3.2.6

Insect drones are devised in two basic forms - biomi-
metic robots and biohybrid systems:

Biomimetic robots are drones created entirely by hu-
mans that imitate their natural counterparts, for exam-
ple taking the shape of birds. While the earliest models
merely imitated the flapping of wings, more recent de-
signs use biomimetic controls that adapt to the environ-
ment and may even incorporate real feathers [58].

Biohybrid systems, on the other hand, involve living in-
sects which are fitted with electronics to enable remote
control. This technology has already been used to fully
control beetles, dragonflies, and cockroaches, among
other insects. It is now also possible to control entire
swarms by simply specifying a destination [12].

The advantage of these cyborg insects is that they (al-
most) inherently solve the problem of energy supply
and propulsion. The electronic components only need
to perform the control function by way of implants that
send the appropriate impulses to the muscles, while
the insect itself provides the basic energy biologically.
Combined with a micro-injection system and a highly
effective poison, this can result in a weapon that is diffi-
cult to detect, extremely inconspicuous, and highly mo-
bile. Conversion to cyborg insects in a “mass produc-
tion” assembly line system, in which the electronics are
attached to cockroaches in a fully automated process,
has already been demonstrated [224].

Micro-drones and cyborg insects can also be employed
to collect samples of skin particles from potential tar-
gets or to deploy DNA-specific agents against individu-
als or specific ethnic groups (genetic targeting) [220],
[278].

Mass production and
autonomous development

The speed at which modern robot technology is devel-
oping is now only partly dependent on humans and the
limits of our imagination. Robotics was once subject
to a top-down approach, in which machines were de-
signed and optimized for a specific purpose. For some
time now, however, there has been a shift toward a
more evolutionary approach, in which the robot’s mor-
phology and control systems are further developed in
a co-evolutionary process without human involvement
[108]. The ultimate goal is autonomous morphogenesis,
in which systems adapt their design to environmental
conditions and are not limited to optimizing a given
blueprint based on environmental factors [184].

Robot reproduction

Projects such as ARE (Autonomous Robot Evolution)
and Robot Fabricator (RoboFab) are already showcas-
ing what is possible. A symbiosis of additive manufac-
turing and automated assembly, RoboFab is pioneering
a hybrid manufacturing approach in which each robot's
skeleton is individually produced using 3D printing
based on “genetic code” generated by an evolutionary
algorithm. The system draws on an “organ bank” for
the functional components. The organ bank contains
prefabricated modules with standardized interfaces
for motors, sensors, and microcontrollers, bridging the
gap that currently exists - complex electronics cannot
yet be printed in a single run along with structural ma-
terial.

Fully automated assembly is then accomplished using
a gripper arm, which picks up the “organs” and inserts
them into the freshly printed skeleton. Thanks to the use
of spring clip mechanisms and snap connectors, there
is no need for soldering or gluing (although this would
no longer represent a major technical challenge but is
rather a question of time and cost). The electrical con-
nections are established when the modules snap into
place. The entire process thus autonomously produces
a functional robot that is able to learn and “reproduce”
itself.

Self-healing

Leveraging the potential of 4D printing, which enhanc-
es static objects with the dimension of time, future ro-
bots will become increasingly resilient due to the use
of materials that can alter their shape or function when
exposed to external stimuli such as heat, moisture, or
light. Among other benefits, this opens up the possi-
bility of self-healing. Inspired by the biological healing
of wounds, self-healing materials such as vitrimers
and polymers are increasingly undergoing testing in
the field of robotics. Using the thermally reversible
Diels-Alder reaction, for example, a robot’s damaged
leg can be broken open and repaired by targeted heat-
ing of the molecular network - the tear seals at a mo-
lecular level [328].

Microvascular networks embedded in the robot’s skin
can transport unhardened resin or other hardening
agents in a similar way to blood vessels. In the event of
an injury, the respective vessel breaks open, allowing
the liquid to escape and polymerize, thereby sealing the
structure. Liquid metal can also be used, for example to
restore broken electrical circuits and pathways [340].
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Source: Own image

Figure 21: A wolf in sheep’s clothing?

In addition to self-healing capabilities at the hardware
level, robots can also repair themselves algorithmically
in order to fulfill their mission. In the event of an injury, a
robot can analyze the damage and “understand” the re-
sulting limitations, how these can be compensated for,
and adapt accordingly. If one arm fails, for example, the
system can adapt within a very short time to continue
the mission using its remaining capabilities [217].

3.2.7 A question of cost?
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The extent to which such technologies will become es-
tablished in the coming decades depends not only on
whether they are fundamentally technically feasible
but also largely on their cost. In view of the figures
forecast by market research institutes, China is invest-
ing heavily in an effort to secure a large share of this
fast-approaching future market. This is also reflected
in the pricing of humanoid robots already available on
the market. Humanoid robots available from Unitree or
Figure Al, for instance, currently range in price from
approximately $16,000 to $100,000, depending on the
model, its capabilities, or tailored optimization for lo-
gistics, high precision, heavy-duty work, or research.

To predict how the prices for humanoid robots are likely
to develop over the next decade, it is helpful to consider
Wright's law [352], which has been successful at fore-
seeing developments in aircraft manufacturing and the
automotive industry. According to Wright, doubling the
volume of goods produced leads to a fixed percentage
reduction in costs, typically around 15-20 percent per

year. The construction of a Terminator-class robot with
the necessary components, high-quality sensors, and
effectors could therefore entail total material costs of
around $20,000 in ten years.

Looking at personnel costs in Western armed forces,
the mere training of a single soldier accounts for ap-
proximately 50,000 to 100,000 US$ [306] - a sum that
could already fund the production of multiple Termi-
nators. However, the most massive cost advantages
emerge in the long run, given that personnel and main-
tenance costs constitute a substantial share of Western
defense budgets at around 40 percent [40]. If a Termi-
nator is damaged in combat, it can either be repaired
cost-effectively or simply disposed of and replaced by a
model that has already evolved further autonomously.
The need for extensive medical care or the costly retire-
ment of wounded soldiers is entirely eliminated.

This means that cost considerations will not be an ob-
stacle for the Terminator appearing on the battlefield. In
fact, they will accelerate its arrival.



3.3 CONCLUSION

Considering the rapid pace of technological develop-
ment, it becomes clear that a powerful Terminator is
no longer the stuff of science fiction, nor for that matter
a distant dream. Humanoid robots have literally made
great strides forward and backward, especially over
the past year, repeatedly exceeding even the most opti-
mistic expectations. Although we may still find it amus-
ing when demonstrations go wrong or a little trickery is
revealed and a supposedly autonomous robot turns out
to be remote-controlled after all, it is only a matter of
time before fully autonomous weapon systems appear
somewhere around the globe. A combat robot like the
Terminator is no longer a question of “if” but “when.”

Even if the international community sharing democratic
values sets comprehensible and absolutely sensible eth-
ical limits on the development and use of such systems,
answers must still be found as to how to deal with ad-
versary systems of this kind. While armed drones have
become increasingly important in numerous conflicts,
Germany has been engaged in a political debate on the
subject for over ten years that is detached from reality.
The democratic community of values must assume that
other states will push ahead with development and, un-
fortunately, cannot afford to wait until hundreds of com-
bat robots are stationed across the border. The major
challenge concerning the core aspects of such dual-use
technologies is that the difference between permitted
and prohibited usage often lies in nothing more than an
algorithm or a few lines of code.

Precisely what to expect from a future Terminator,
hinges on whether one or more technological break-
throughs will lead to rapid development in specific ar-
eas, or whether technological development will proceed
at a more moderate pace.

Terminator - “Lightweight”

In the case of a more “conservative” Terminator, we can
expect a high-precision combat robot that promises
near-perfect target engagement based on conventional
weaponry. Its detection, action, and reaction capabilities
dwarf any human capabilities, even if these are further
improved by the use of equally advanced technology.
The speed of autonomous machines, especially when
they are based in part on biological elements and pro-
cesses, can only be matched by other machines. Even
man-unmanned teaming (MUT), in which, for example,
a human pilot monitors the deployment of several (par-
tially) autonomous air systems, is mainly motivated by

an insistence on old conventions and an attempt to buy
time. Looking at development times, one might also
question whether such systems are not already a thing
of the past and whether sixth-generation fighter jets,
such as the Future Combat Air System (FCAS) planned
by Germany, France, and Spain, will still be viable by the
time they come into service around 2040 - even with
unmanned support. The g-forces that unmanned sys-
tems can withstand during maneuvers are significantly
higher than anything a trained fighter pilot could with-
stand. With advances in materials research, this gap
will only continue to widen.

Terminator - “Worst case”

In the event of significant technological advances or
optimal progress in development, the Terminator will
grow considerably more powerful. The primary focus
here is on multimodal sensor integration and a resilient,
self-healing structure for the entire system - with the
added possibility of autonomous further development.
When it comes to effectors, we can still expect to see
conventional weapons with extremely high precision,
but also the use of biological or chemical weapons and
genetic markers. The main point is that the Terminator’s
wide-ranging, superior sensor technology will make it
the ultimate hunter, capable of adapting to unknown sit-
uations and environments, learning quickly, and adjust-
ing its behavior. The exact arsenal of weapons will be
of secondary importance for the successful execution
of its mission.

A wolf in sheep’s clothing

A key aspect is that an overpowering “Terminator” does
not necessarily have to be a specialized, highly sophis-
ticated combat robot. If robotics continues to find its
way into our households in the form of the now ubiqui-
tous, useful helpers such as vacuum robots, and if the
capabilities of humanoid robots develop as promised,
then future domestic or care robots could pose a much
greater problem than combat robots in the field. After
all, here too, there are often only a few lines of code
separating good from evil (see Figure 21).

The assumption that the potential risks posed by such
systems would be met with particularly high-quality
software development, focused on security in the sense
of DevSecOps, is already proving to be a fallacy. At the
German hacker congress organized by the Chaos Com-
puter Club (39C3), it was recently demonstrated just
how easy it is to take over control of robots. No new

77



78

techniques were required [288]. The same vectors of
attack that have been working for decades once again
led to the hackers gaining full control and escalating
their administrative rights. This is not surprising, be-
cause when it comes to market share, many companies
in the Far East are clear about their priorities - speed
and dominance at any price.

Having control over such systems, and in particular
their software, algorithms, and “thoughts,” is thus
becoming a matter of existential importance. The
slow-moving discussions about software sovereignty
and half-hearted, bare-minimum definitions have not
been helpful so far. That said, the current generation of
robot vacuum cleaners has far fewer possibilities to ter-
minate their owners than the humanoid household help-
ers of the future will. We've already almost missed the
boat. Unless cybersecurity is finally taken seriously, the
consequences could be enormous in the near future.
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4.1

SOVEREIGN THINGS -

SOFTWARE SOVEREIGNTY

IN EUROPE

In recent years, the debate over Europe’s digital sov-
ereignty has developed into a strategic priority. Amid
an increasingly charged geopolitical climate, the topic
has moved beyond academic discourse and is now ripe
for implementation at the political and economic levels.
Today, it is no longer just a question of “what” or “why,”
but of implementing operational solutions which factor
in national security, global competition, and regulatory
compliance.

Taking the current background into account, this chap-
ter addresses the urgent need to make digital sover-
eignty tangible at the application level. While the de-
bate tends to be dominated by infrastructure issues, it
is clear that software applications play a crucial role in
an organization’s digital infrastructure and sovereignty
[321]. In order to facilitate the assessment of a software
portfolio relevant to a modern organization, this chap-
ter adopts the EU Cloud Sovereignty Framework (EU
CSF) of the Directorate-General for Digital Services (DG
DIGIT) from October 2025 as a guiding framework.

To bridge the gap between theory and practical imple-
mentation, this chapter pursues three objectives. (1)
Contextualization of the discussion: It provides an in-
troduction to the current debate on digital sovereignty
in Europe. (2) Methodological application: It introduces
the EU CSF and presents the Software Sovereignty
Framework (EU SSF), which is based on the EU CSF
and adapted for practical use. (3) Evidence-based as-
sessment: It subjects enterprise software available in
Europe to explorative analysis based on the EU SSF.

THE DEBATE ON DIGITAL
SOVEREIGNTY IN EUROPE

The digital sovereignty of Germany and Europe is much
more than a debate about technology. It is a strategic
pursuit that ties national security, global competition,
and regulatory compliance together.

Uncurbed dependencies give rise to severe vulnerabili-
ties, ranging from geopolitical risks and extra-territori-
al data accessibility to classic vendor lock-in. Given this
context, digital sovereignty is not just about short-term
data control or security, but about “grandchild-proof-
ing” - creating a resilient, sustainable, future-proof dig-
ital society for generations to come [303].

Sovereignty in transition

The concept of sovereignty has existed for centuries,
and its meaning has evolved over time [15]. Since the
17th century, it has reflected the idea of sovereign rule
as supreme, all-encompassing, territorially restricted
power [162]. In the modern international order, sover-
eignty has primarily come to refer to a state's indepen-
dence from other states (external sovereignty) and its
unrivalled authority within its own territory (internal
sovereignty) [283].

With the advent of the internet and globalization, all-en-
compassing territorial control has been called into
question in many respects. On the one hand, cross-bor-
der data flows defy geographic logic [142], and on the
other, international corporations have built up rival,
quasi-sovereign power [273]. Whereas digital trans-
formation was celebrated in the 1990s as a catalyst for
a post-territorial world free of national borders [14], it
is now increasingly perceived as a threat to the state's
ability to govern.

Today, the term “digital sovereignty” is often defined as
the ability to make decisions independently and carry
out self-determined actions in the digital space [123],
[209], [283]. It encompasses the entire “digital stack”
- from hardware such as semiconductors and micro-
chips to standards and protocols all the way through
to software, data, and the infrastructures they run on,
such as the cloud [142]. Digital sovereignty manifests at
three levels: the state, the organizations, and individu-
als [283]. The state level is concerned with national se-
curity, regulation, and protection of critical infrastruc-
ture. The economic level focuses on competitiveness
as well as the management of dependencies and risks.
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The individual level relates to the capacity of individu-
als to exercise informational and digital self-determina-
tion, digital competencies, and independence in shaping
the digital transformation [80].

Internationally, interpretations of the term “digital
sovereignty” vary. While authoritarian states such as
Russia and China often view internet or cyber sover-
eignty as state control over the national internet and
cyberspace in order to shield themselves from exter-
nal influences [57], the EU pursues a more value-based
approach. The EU’s Joint Research Centre (JRC) out-
lines this approach through a multi-layered conceptual
framework that defines digital sovereignty as the abil-
ity to exercise strategic independence while remaining
open to global networks [123]. In the BRICS countries,
digital sovereignty is also increasingly seen as an in-
strument for exercising power and control over infra-
structure in order to challenge “digital colonialism” and
attain technological independence [19]. In Germany, the
discussion is characterized by a variety of narratives
ranging from economic prosperity to individual empow-
erment [219].

In recent years, the discourse both within the EU and be-
yond has shifted from a scientific debate to a more prac-
tical political and economic discussion. The Snowden
revelations (2013) highlighted the surveillance capabili-
ties of foreign intelligence services and prompted calls
for territorial protection strategies [162]. The COVID-19
pandemic served as a further catalyst, as disruptions to
global supply chains exposed the EUs dependency on
US platforms and hardware manufacturers. In a 2021
letter to Ursula von der Leyen, President of the Euro-
pean Commission, the heads of state of Germany, Den-
mark, Finland, and Estonia called for digital sovereignty
to be established as a guiding principle of European
policy and for critical technological dependencies to be
reduced [246].

Growing geopolitical tensions, especially since 2025,
have significantly intensified the debate. The focus for
national governments and many organizations is now
to reduce dependencies and develop resilient Europe-
an digital industries. These developments are coupled
with a lively political and economic “stack” debate (e.g.,
EuroStack; Germany Stack) and initiatives such as the
European Digital Sovereignty Summit in Berlin, which
took place in November 2025 [37], [38], [46], [134]. The
EuroStack concept proposes a comprehensive, inter-
dependent technology ecosystem ranging from micro-
chips to cloud computing, software, and Al in order to
establish a centralized, federated European infrastruc-
ture as an alternative to global hyperscalers [134]. The

D-Stack is a program by the German Ministry for Digital
Affairs to create a sovereign technology platform for
digital projects in Germany [37].

Measuring and operationalizing
digital sovereignty

Despite its political relevance, measuring digital sover-
eignty remains a complex task, as it is not a precisely
defined political instrument or clearly delineated field of
action. Approaches such as the stack model [209] or the
multi-layered framework proposed by the EU JRC aim
to give structure to digital sovereignty [123].

In response to the challenge of operationalization, the
EU Commission’s DG DIGIT published the EU Cloud Sov-
ereignty Framework (EU CSF) [123] in October 2025.
Designed to enable self-assessment by cloud providers
and subseqguent evaluation by DG DIGIT as part of its
procurement process, the metrics provide a valuable
basis for broader application to other IT solutions. The
project has gained added relevance due to the proposed
EU Cloud and Al Development Act (CADA) [127] and the
revision of the EU public procurement Directives (Public
Procurement Act 2014/23/EU, 2014/24/EVU, 2014/25/
EU), both of which are likely to include definitions for
digital sovereignty and “buy European” approaches.
CADA is anticipated to be introduced in the first quarter
of 2026 and is based on recommendations outlined in
the Draghi Report [102]. It aims to strengthen the EU’s
capacity to develop independent cloud technology and
artificial intelligence (Al) and specifically reduce depen-
dency on US providers by establishing clear definitions
and targets for cloud sovereignty. Similarly, the revised
Public Procurement Directive pursues the “Buy Euro-
pean” policy guideline and promotes security interests.
The first draft is scheduled for the second quarter of
2026 [126].

From cloud infrastructure to
software considerations

Thus far, the practical debate on digital sovereignty has
often concentrated on the cloud infrastructure of US hy-
perscalers and concerns about clandestine data access
legitimized by American laws such as the Clarifying
Lawful Overseas Use of Data Act (CLOUD Act) or the
US Foreign Intelligence Surveillance Act (FISA) [143].
Other technologies are now also coming into strategic
focus with regard to dependencies, competitiveness,
and long-term resilience.
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Compared with other areas of technology, companies
currently feel most dependent on non-EU providers
when it comes to software (36 percent) [359]. While 72
percent of German companies rely on software from
other countries [26], 80 percent of European software
and cloud spending goes to US providers alone [161].
The dependence on non-EU providers is even more pro-
nounced in public sector IT than in the private sector,
particularly in the areas of office software (81 percent)
and collaboration tools (47 percent) [259].

Current forecasts confirm that software is a significant
growth market. Revenue in the European Software-as-
a-Service (SaaS) cloud market is forecast to rise from
€66.29 billion in 2025 to €132.5 billion in 2030 - a volume
far exceeding the Platform-as-a-Service (PaaS) and In-
frastructure-as-a-Service (laaS) segments (see Figure
22) [322]. With average spending of €107.78 per employ-
ee, SaaS is also the most cost-intensive element in digital
organizational infrastructure [321]. The digital economy
in Germany grew at a rate of 10.2 percent in 2025 [27]. At
the same time, US providers profit from around 80 per-
cent of EU software and cloud spending [161]. This cre-
ates a flywheel effect, a self-perpetuating business cycle
in which EU spending increases US corporate profits
which, in turn, enables reinvestment into research and
development. This dynamic has enabled US providers to
build up an innovation lead in numerous areas, consoli-
dating their market dominance and protecting them from
European competition.

2027
2028
2029
2030

Source: [321]

Figure 22: Comparison of public cloud markets in Europe

Dependencies in the realm of office software have been
acknowledged for years and have been addressed
since 2025 through decisions to switch providers and
create exit strategies, particularly in the public sector.
For example, the Ministry of Education and Cultural Af-
fairs in Baden-Wirttemberg [249] and the International
Criminal Court (ICC) [117] are replacing Microsoft 365
with openDesk from the Center for Digital Sovereignty
(Zentrum fir digitale Souveranitat, ZenDiS). The ICC's
decision follows US sanctions against its judges and
chief prosecutor [174]. By December 2025, 80 percent of
the state administration of Schleswig-Holstein will have
migrated to LibreOffice [172], a change also announced
by the Danish Ministry of Digital Affairs for 2025 [294].
The Austrian Ministry of Social Affairs and Health has
recently started using the open-source Nextcloud
Hub as a collaboration platform [258], and from 2027,
French civil servants will only be allowed to use the
open-source video conferencing tool Visio, developed
in France, instead of Microsoft Teams, Cisco Webex or
Zoom [358].

In contrast to office software suites, other types of soft-
ware have received relatively little attention to date.
Structural sovereignty risks across software catego-
ries (talent management, transparency, interchange-
ability) also need to be placed under greater scrutiny.
Given the deep penetration of software into working
environments and the massive capital flows for non-EU
software, it is essential to understand digital sovereign-
ty more deeply in this area, so that risks and areas re-
quiring action can be identified.
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Object of

Framework Publisher Approach Technology Data comparison Aim
C5 BSI Criteria catalog Cloud Audit report Product Certification
Deutsche . .
Verwaltungs- QUM MDY Clow elfassessment Product procese
cloud (DVC) 9 P
Digital Open-Source
gita®. Country Collaboration & Publicly International
Sovereignty NextCloud . P . Country X
Index comparison communication available data comparison
tools
EU Cloud Maturit S:l?—zl;i;ssment Procurement
Sovereignty DG DIGIT y Cloud ) Product
assessment & publicly process
Framework :
available data
- : Supplier overview
GAIA X Le_vel 3 CISPE Product catalog Cloud Supplier Product - GAIA-X compliant
Certification self-assessment )
solutions
SecNumCloud ANSSI Criteria catalog Cloud Audit report Product Certification
. i . B Supplier overview
Tech Sovereignty D|g_|tal SME Product catalog Digital Supplier Product ~ European
Catalogue Alliance products self-assessment solutions

Source: Own diagram

Table 3: Comparitive overview of frameworks, certifications and indexes for digital sovereignty

This analysis uses the CSF, published by the EU Com-
mission’s DG DIGIT, as a basis for evaluating a modern,
enterprise-relevant software portfolio in terms of its
digital sovereignty while simultaneously testing the ap-
plicability of such a framework.

OPERATIONALIZATION
AND MEASURABILITY OF
DIGITAL SOVEREIGNTY

The biggest hurdle in measuring digital sovereignty
lies in the inherent vagueness and generally accepted
methods for assessing the concept. Digital sovereignty
is often used as a political buzzword - “consensus vo-
cabulary” that signals strategic relevance but remains
conceptually vague [350]. To transform this rhetoric into
operational implementation, it is necessary to translate
the concept’s goals into measurable indicators.

The framework landscape

The current framework landscape can be divided into
three categories: product catalogs, criteria catalogs
with certifications, and maturity models. While product
catalogs primarily represent the market availability or
diffusion of certain solutions, criteria catalogs with cer-
tifications focus on compliance with minimum technical
and regulatory standards. Maturity models map digital
sovereignty onto a dynamic development path for a
product or organization.

Despite this diversity, the majority of approaches to
date share a strong focus on cloud infrastructure, while
evaluation at the application level (software) remains
underrepresented (see Table 3).

While digital sovereignty is often discussed in the con-
text of the capacity of states and organizations to act,
current frameworks primarily reflect requirements
for products and services. Rather than comparing the
digital sovereignty of entire states or organizations,
the characteristics of specific products contributing to
digital sovereignty are compared. Frameworks from
the EU and national security authorities also refer to
particular (cloud) services. Examples include national
certifications such as SecNumCloud from the French
Agency for the Security of Information Systems (ANS-
SI) and the Cloud Computing Compliance Criteria Cat-
alogue (C5) from the German BSI [47]. These provide
catalogs of auditable criteria for cloud providers in
their respective countries and so support the assess-
ment of digital sovereignty for organizations.

The evaluation criteria range from publicly available
data and information submitted by providers them-
selves to audit reports. The Tech Sovereignty Cata-
log compiled by the Digital SME Alliance, for example,
provides an overview of European solutions for orga-
nizations and private consumers [96]. It is based on
information provided by vendors themselves about
their products (Tech Sovereignty Catalog) or compli-
ance with various standards (CISPE Catalog) [77]. In
contrast, the Nextcloud Digital Sovereignty Index is
based on publicly available data relating to the uptake
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of self-hosted collaboration and communication tools
in various countries [257]. The German government's
cloud procurement platform (“Deutsche Verwaltungs-
cloud”) relies on maturity assessments and software
architecture principles based on self-reported informa-
tion elicited from providers [95].

This diversity illustrates that to date there is no single
metric or approach for assessing digital sovereignty.
The choice of measurement method instead depends on
the specific objectives, the subject under investigation,
and the available data.

The EU Cloud
Sovereignty Framework

The framework established by DG DIGIT defines digital
sovereignty as a measurable spectrum, and not a bi-
nary state. It provides the methodological groundwork
for an EU procurement process aimed at identifying
cloud solutions with a high level of digital sovereignty
for adoption in European institutions. Cloud providers
were invited to participate in a tender process, in which
they were asked to self-assess their services against
predefined criteria and submit comprehensive support-
ing documentation by the end of 2025. The framework

Weight in
ID Sovereignty objective scoring
SOV-1 Strategic 15%
Sovereignty
g Legal & o
Sov-2 Jurisdictional Sovereignty 10%
Data & o
SOV=3 Sovereignty 10%
SOV-4 0perat|_onal 15%
Sovereignty
SOV-5 Supply'Cham 20%
Sovereignty
sov-s |echnology 15%
Sovereignty
SOV-7 Security & 10%

Compliance Sovereignty

Environmental o
Sov-8 Sustainability 5%

Source: [123]

Table 4: Sovereignty objectives of the
EU Sovereign Cloud Framework,
and their weighting

divides digital sovereignty into eight objectives (see Ta-
ble 4), each with four to six contributing factors, and
uses a two-stage evaluation system based on “Sover-
eignty Effectiveness Assurance Levels” (SEALs) and an
overall score (sovereignty score).

Sovereignty Effectiveness Assurance Level (SEAL):
A provider must achieve a specified minimum sover-
eignty level for each of the eight objectives. Failure
to attain this level in any one of the objectives leads
directly to exclusion. The SEALs describe a spectrum
from SEAL-0 (no digital sovereignty, exclusive control
of non-EU third parties) to intermediate levels such as
SEAL-2 (data sovereignty with enforceable EU law, but
remaining dependencies) to SEAL-4 (complete digital
sovereignty through EU control without critical de-
pendencies). The minimum SEAL can be specified for
different requirements (in one process at SEAL-2, in
another at SEAL-4). Only offerings that achieve the pre-
defined minimum SEAL in all objectives are then evalu-
ated and compared using the sovereignty score. While
the SEAL minimum requirements thus determine basic
eligibility, the score enables a differentiated ranking of
the qualified solutions.

Sovereignty score: The sovereignty score enables a
granular, comparative evaluation of the offered solu-
tions. A numerical score is determined for each of the
eight objectives. The overall result is then calculated
using a weighted aggregation, meaning that the individ-
ual categories are incorporated into the final score with
different degrees of prioritization (see Table 4).

The weighting of each of the eight objectives reflects its
relative prioritization. Technological sovereignty (15%)
and supply chain sovereignty (20%) form the core, while
legal and jurisdictional aspects are weighted at 10%.
This distribution is based on DG DIGIT's assumption
that legal protection measures are already covered by
standard procurement procedures [123].

The approach has its shortcomings. Providers could
partially compensate for a lack of legal immunity with
high efficiency in the supply chain or sustainability, pro-
vided that the minimum SEAL level is achieved for each
dimension. Thus, the “sovereignty spectrum” carries
the risk that providers will achieve high sovereign-
ty scores even if they still have critical dependencies.
There are also concerns that the high administrative
burden of complying with the SEAL metrics could favor
large corporations and overwhelm smaller European
providers [78], [144].
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It is expected that this framework will be taken up, ex-
panded, and adapted by various stakeholders. In No-
vember 2025, for example, BSI and ANSSI announced
the joint development of a set of criteria based on the
EU CSF, including an auditing method [280].

To make the EU CSF, primarily intended for cloud infra-
structures, fit for the purpose of assessing a software
portfolio, the criteria were adapted and defined in more
detail in an EU Software Sovereignty Framework (EU
SSF) to enable practical measurement.

ADAPTING THE EU CSF
TO MEASURE SOFTWARE
SOVEREIGNTY

The core of the analysis presented here is to translate
the contributing factors formulated in the EU CSF into
applicable criteria for assessing software. The resulting
EU SSF consists of seven objectives, each with four to
six assessment criteria, as well as the accompanying
evaluation methodology with sovereignty scores and
SEALs. The EU SSF was developed for the purpose of
this analysis with the aim of testing the EU CSF, adapt-
ing its specifications to the software ecosystem - which
has received little attention to date - and conducting an
exploratory analysis of enterprise software in various
categories. At the time of publication, no comparable
analysis is available.

Objectives of digital sovereignty

Of the EU CSF's eight objectives, seven have been
adapted for the EU SSF. The objective of ecological sov-
ereignty (SOV-8) has been excluded because its applica-
bility is limited in the context of software technologies
and little data is available.

The contributing factors for each of the objectives were
refined to create assessment criteria and response cat-
egories. In the original framework, some criteria are
vague and in some cases several elements, some of
which are heterogeneous, have been combined into a
single factor (see, for example, Table 6 and Table 7).

Sovereignty Score and SEALs
Analogous to the CSF, a score is calculated based on

a weighted average. The weighting of the EU CSF has
been adopted to allow comparability. In the EU SSF,

all influencing factors within an objective are weighted
equally (no information is available on weighting in the
CSF). The individual factors are either rated on a binary
scale as 0 or 1 (headquarters within the EU, SOV-1.1) or
using a graded scale (0.25; 0.5; 0.75) (data localization,
SOV-3.3).

As the exact threshold values for the SEALs (0-4) in the
CSF have not yet been clarified by DG DIGIT, all values
below 0.2 were rated as SEAL-0 in this EU SSF analysis,
assuming a uniform distribution of the five SEAL levels
between 0 and 1. In this case, the SEALs are not based
on specific characteristics of the individual criteria, but
on the weighted scores for each sovereignty dimension.

The software under review

The EU SSF is applied to the typical software portfolio
of an organization, covering the following areas: data-
bases, enterprise resource planning (ERP), customer
relationship management (CRM), project management,
video conferencing tools, Al, identity and access man-
agement (IAM), collaboration, and cybersecurity (see
Table 5). The selection of software products is based on
a balance between European and non-European (non-
EU) providers. There is no claim that the selection is
representative, and only publicly available data is used.

For the purposes of this analysis, the term “software” is
limited to application software typically used in modern
organizations, including business-critical processes
such as ERP, CRM, or digital collaboration. A conscious
decision was made to focus on the business context
in order to define a clear delimitation from the much
broader scope of software and deeper infrastructure
components, which are often used indirectly via com-
plex architectures. Customized software developed
in-house has also been excluded, as its highly specific
nature means that it places different demands on digi-
tal sovereignty than standard solutions available on the
market.

Al plays a special role

Assessing the sovereignty of Al goes beyond the met-
rics of conventional software products. The SSF, how-
ever, applies to software products that integrate Al
systems as subsystems, as well as to Al-centric soft-
ware solutions, such as large language models (LLMs).
The LLM product category addresses the need for the
standalone assessment of Al software. Al poses chal-
lenges for the evaluation of digital sovereignty due to its
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Category Software product Vendor/Principal developer Open source Country
Microsoft SQL Server Microsoft no us
Databases Mimer SQL Mimer no SWE
Apache Cassandra Apache yes us
SAP Business One SAP no DE
ERP system Oracle Fusion Cloud ERP Oracle no us
Axelor Open Suite Axelor yes FR
Salesforce Sales Cloud Salesforce no us
CRM Atomic CRM Marmelab yes FR
SAP Sales Cloud SAP no DE
Trello Atlassian no us
Project management Notion Notion Labs no us
Open Project Open Project yes DE
Zoom Zoom no us
Video conferencing tools BigBlueButton Blindside Networks yes CA
Nextcloud Talk Nextcloud yes DE
ChatGPT Enterprise OpenAl no us
I[.:{at:]language models LeChat Enterprise Mistral no FR
Gemini Google no us
Identity & Okta Identity Engine Okta no us
Access Management cidaas WidasConcepts no DE
(1AM)
Entra ID Microsoft no us
Miro Tactivos no us
Collaboration Conceptboard Conceptboard no DE
Confluence Atlassian no us
Akamai App & API Protector Akamai Technologies no us
Cyber security (WAF) Myra Hyperscale WAF Myra Security no DE
Cloudflare WAF Cloudflare no us

Source: Own diagram

Table 5: Software solutions from various software categories selected as samples for assessment

“black box” nature, specific computing infrastructure
requirements, and the technological complexity of the
model architectures.

THE SOFTWARE
SOVEREIGNTY
FRAMEWORK (SSF)

Similar to the CSF, the EU SSF formulates objectives
and contributing factors for digital sovereignty and
adapts them to the software context. The objectives,
their goals, and the assessment criteria are introduced
below. Deviations and specifications to the software
context are presented along with their relative distinc-
tions from the CSF.

SOV-1: Strategic Sovereignty focuses on the degree of
anchoring of a provider in the EU's “legal, financial, and
industrial ecosystem”. It concentrates on owner stabil-
ity, governance influence, and alignment with the EU'’s
strategic priorities [123].

Strategic sovereignty relies on European jurisdiction
(SOV-1.1), assurances against a change of control (SOV-
1.2), reliance on financing sources from outside the EU
(SOV-1.3), and the ability to maintain secure operations
against requests to discontinue or suspend services
(SOV-1.6). In the EU CSF, this dimension also takes into
account contributions to value creation within the EU
(SOV-1.4) and participation in and alignment with the
EU's strategic priorities (SOV-1.5), both of which are
excluded here due to lack of established or practical
measures to assess.
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Sovereignty

Assessment items

ID objective Contributing factors Included (adapted)
SOV1A Ensuring Fhat bodies havmg_dgaswe_ agthpn_ty over ves Headquartered in the EU.
your services are located within EU jurisdiction.
Safeguards to prevent
Evaluating the assurances against companies based. )
SOV1.2 chanae of control yes outside the EU gaining
9 : significant control over
the company.
. . . Degree of funding
SOV1.3 Degreg fo Wh'.Ch the provider relies on yes provided by stakeholders
financing coming from EU sources. o
within the EU.
SOV1.4.1 Extent of investment, jobs, and value no Total investment over
o Strategic creation within EU. the last five years.
SOV1.4.2 Sovereignty Extent of investment, jobs, and value e Number of employees
e creation within EU. Y within the EU.
Involvement in EU initiatives, Consistency with Documented participation
SOV1.5.1 digital, green, and industrial sovereignty objectives yes X nented p P
defined at EU level. in EU initiatives.
Involvement in EU initiatives, Consistency with étlz?zen\:vﬁl;tthheecglrpsany s
SOV1.5.2 digital, green, and industrial sovereignty objectives no 1egy Ui ial
defined at EU level environmental, industrial,
) and digital goals.
Ability to sustain secure operations against requests
SOV1.6 to cease or suspend the service, or if vendor support yes Headquartered in the EU.

is withdrawn or disrupted.

Source: [123]; Own diagram

Table 6: Operationalization of the contributing factors for the
“Strategic Sovereignty” objective in the SSF context

The CSF is still vague as to whether there are prefer-
ences for financing options or whether certain types of
companies are favored. While the legal jurisdiction can
be clearly identified by the company'’s registered head-
quarters, aspects such as “involvement in EU initia-
tives” or “investments, jobs, and value creation within
the EU” are open to interpretation. One possible proxy
for “investment, jobs, and value creation” is, for exam-
ple, the proportion of employees within the EU, which
can be used to measure the extent of a provider’s value
creation and anchoring in the EU, as was done in this
assessment. By way of example, an overview of the op-
erationalization of the original contributing factors into
measurement criteria can be found for other objectives
in Table 6.

SOV-2: Legal and Jurisdictional Sovereignty reflects
control over the provider and its operations. The aim
is to determine the extent to which digital services are
rooted in European jurisdiction and protected from for-
eign legal claims [123].

SOV-2 assesses the national legal system governing the
provider's operations and contracts (SOV-2.1), exposure
to non-EU laws with cross-border reach (e.g., Chinese
Cybersecurity Law, US CLOUD Act, or FISA) (SOV-2.2)
and exposure to foreign authorities (SOV-2.3). The ap-

plicability of international jurisdictions (SOV-2.4) and
the jurisdiction for the development and registration
of intellectual property (IP) are also included in the as-
sessment (SOV-2.5).

The importance of legal sovereignty became apparent
in June 2025 and January 2026. Microsoft had to admit
that the protection of EU data from requests by US au-
thorities cannot be guaranteed without exception [143]
and that cooperation with authorities extends to the dis-
closure of BitLocker recovery keys [45]. A report pub-
lished in 2025 by German legal scholars for the Federal
Ministry of the Interior comes to a similar conclusion
[215]. Other perspectives point out that EU subsidiaries,
as independent processing entities, should strictly be
subject to EU law and the requirements of the GDPR
[143].

SOV-3: Data & Al Sovereignty addresses the protec-
tion, control, and digital independence of data sets and
Al services within the EU (see Table 7). The aim is to
ensure data security at the point of processing and a
high degree of technological autonomy for customers
over the Al capabilities they use [123].



Sovereignty

Assessment items

ID objective Contributing factors Included (adapted)
Ensuring that only the customer, not the provider, Options for encryption
SOV3.1.1 has effective control over cryptographic access yes keys and encryption
to their data. management.
Ensuring that only the customer, not the provider, Location of hardware
S0V3.1.2 has effective control over cryptographic access yes .
A security modules (HSM).
to their data.
Visibility into when, where, and by whom data is
accessed, including auditability of Al model usage, Access to real-time
S0v3.2.1 ) P ) yes )
mechanisms guaranteeing irreversible removal audit logs.
of data, with verifiable evidence.
Visibility into when, where, and by whom data is
accessed, including auditability of Al model usage, Mechanisms to audit the
S0V3.2.2 . P ) yes
mechanisms guaranteeing irreversible removal usage of Al models.
of data, with verifiable evidence.
Data & Visibility into when, where, and by whom data is Technical and contrac-
Al Sovereignty accessed, including auditability of Al model usage, tual mechanisms
S0Vv3.2.3 ) L . yes - .
mechanisms guaranteeing irreversible removal to ensure irreversible
of data, with verifiable evidence. deletion of data.
Visibility into when, where, and by whom data is Availability of crypto-
accessed, including auditability of Al model usage, ity of cryp
S0V3.2.4 . P . no graphic, certified proof
mechanisms guaranteeing irreversible removal of deletion
of data, with verifiable evidence. :
Strict confinement of storage and processing Lc_Jca_llzatlon of data s_trlctly
A N . within the EU, exclusion
S0v3.3 to European jurisdictions, with no fallback to third yes X
! of fallback models in non-
countries. .
EU countries.
Extent to which Al models and data pipelines The degree to wh|§h A.I
are developed, trained, hosted, and governed under models and data plpel_lnes
SOV3.4 ! ! ! yes can be developed, trained

EU control, minimizing dependency on non-EU

technology stacks.

This objective includes customer control over cryp-
tographic access to data (SOV-3.1) as well as compre-
hensive visibility mechanisms (SOV-3.2). These include
real-time audit logs for data flows and the use of Al
models (SOV-3.2.1), mechanisms for auditing the use
of Al models (SOV-3.2.2), and the verifiable and irrevo-
cable deletion of data (SOV-3.2.3). Data sovereignty is
also defined by strict data localization, meaning storage
and processing should take place within the EU without
fallback options to third countries (SOV-3.3), and the
degree of EU control over the development, training,
hosting, and control of Al models (SOV-3.4).

Standard Saa$S providers (such as collaboration or CRM
tools) often use global indexes for metadata to enable
features such as global search, causing a significant
portion of the data flow to leave EU jurisdiction. Strict
data sovereignty can only be achieved by solutions that
guarantee the localization of work data, metadata, and
service or operational data. This also involves consis-
tently isolating service logs and telemetry data within
EU jurisdiction.

hosted and governed
under EU control.

Source: [123]; Own diagram

Table 7: Operationalization of the contributing factors for the

“Data & Al Sovereignty” objective in the SSF context

SOV-4: Operational Sovereignty aims to ensure the
ability of European entities to operate, support and
develop technologies independently of foreign control.
The focus is on operational continuity, availability of
skills and reducing external dependencies [123].

For operational sovereignty, factors such as options for
barrier-free migration of workloads through the use of
standardized export formats (SOV-4.1) and platform in-
dependence (SOV-4.2) are considered in order to reduce
lock-in. Another contributing factor is the availability of
an EU-based pool of experts with the capacity to op-
erate and maintain services over the long term (SOV-
4.3). As an extension of the data localization considered
in SOV-3, it is also recorded whether maintenance and
support can be provided entirely from within the EU and
under local legislation without any operational depen-
dence on manufacturers in non-EU countries (SOV-4.4).
The availability of technical documentation and access
to source code (SOV-4.5), as well as the location and
legal control of critical suppliers and subcontractors in-
volved in service provision (SOV-4.6) also contribute to
operational sovereignty.
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Figure 23: Overall sovereignty scores

In recent years, new “sovereign” provisioning models
have emerged which - in addition to data localization,
physical decoupling of servers, and separate EU sub-
sidiaries - offer exclusive operation and support within
the EU [53]. This can also be achieved through self-host-
ing open source software (0SS), as operational control
remains with the user.

SOV-5: Supply Chain Sovereignty assesses geograph-
ical origin, transparency, and resilience of the supply
chain. The objective is to achieve resilient management
of global dependencies. At its core is an analysis of the
extent to which critical components and processes re-
main under EU control or are subject to dependency on
non-EU actors [123].

The assessment of software supply chain sovereignty
focuses on the jurisdiction of code-controlling hard-
ware (SOV-5.1), the origin of the software (SOV-5.2) and
the jurisdiction of the development teams (SOV-5.2),
reliance on third-party, non-EU vendors, locations, or
proprietary code (SOV-5.3), and transparency through
audit rights (SOV-5.4).

Although the EU CSF also includes the origin and manu-
facture of physical hardware components and raw ma-
terial dependencies, these points have been excluded
from the present analysis. Information about the origin
of microchips or raw materials contained in hardware
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Cloudflare WAF [N

Myra Hyperscale WAF [

Zoom
Akamai App & API Protector

Entrain N

cidaas

Autho I

Confluence

NextCloud Tatk |
concept Board N

Big Blue Button

ChatGPT Enterprise

is in most cases not publicly available. Additionally,
the hardware configuration used to develop and host
a software depends on several factors and is hard to
determine exactly. Furthermore, dependencies - for ex-
ample, on manufacturers such as AMD, Intel, or NVIDIA
- are rather homogeneous and currently almost un-
avoidable for the majority of market participants.

SOV-6: Technology Sovereignty focuses on openness,
transparency, and independence in the technology and
software stack. This objective is aimed at ensuring that
EU entities can use, audit, and evolve solutions in an
interoperable manner without becoming dependent on
or locked into non-EU proprietary systems [123].

SOV-6 encompasses the use of documented, non-pro-
prietary APIs or protocols (SOV-6.1), the availability of
software under open-source licenses (SOV-6.2), and the
documentation of architectures, data flows, and depen-
dencies (SOV-6.3). The degree of dependency on non-
EU computing for high-performance computing capaci-
ties is also taken into consideration (SOV-6.4).

Transparency regarding dependencies can be achieved
by means of external audits or via a Software Bill of
Materials (SBOM), which discloses libraries and de-
pendencies in the code. The creation of SBOMs will be
mandatory for “manufacturers of products with digital
elements” [116], including software products, under the
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Figure 24: Scoring results -
Collaboration
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Figure 25: Scoring results -
Video conferencing tools

Strategy

(sov-1)
S ity & 1.00
ecurity o
Compliance Jurisdiction

(SOV-7) (SOV-2)

Technology Data & Al
(SOV-6) (sov-3)
Supply chain Operations @ Trelo
(SOV-5) (SOV-4)
. Notion

. Open Project
Source: Own diagram

Figure 26: Scoring results -
Project management

EU Cyber Resilience Act, which is set to come into force
in 2026. They are only audited for certain products.
Due to security concerns, however, SBOMs are rare-
ly published and are generally only made available to
business customers. As a result, the amount of publicly
available data for this factor is very limited.

SOV-7: Security and Compliance Sovereignty focuses
on cybersecurity and compliance measures being con-
trolled within the EU. The aim is to ensure independence
from third countries and long-term operational assur-
ance [123].

The assessment takes into account the extent to which a
provider can demonstrate through certifications - such as
international I1SO standards (e.g., 1S027001, 1S027017/18,
1S027701, 1S042001), Common Criteria (CC), or specific
national certifications (BSI C5, SecNumCloud) - that it
meets security requirements (SOV-7.1). In addition, doc-
umentation of GDPR adherence (SOV-7.2), the existence
of a Security Operations Center (SOC) operating exclu-
sively under EU jurisdiction (SOV-7.3), and EU-compliant
reporting of security incidents (SOV-7.4) are included in
the assessment. The capacity for independent audits by
EU authorities is also covered (SOV-7.5).

However, the need for a SOC or specific security certi-
fications such as Common Criteria depends largely on
the criticality of the software, the customer segment,
the size or financial strength of the software provider,
and the corresponding risk profile of the data being
processed. Therefore, a more nuanced assessment is
needed, depending on criticality of the software catego-
ry and area of application.

SOV-8: Environmental sustainability. Sustainability is
considered a factor for long-term resilience and auton-
omy in the face of raw material shortages and energy
dependencies [123].

The CSF evaluates metrics such as power usage effi-
ciency (PUE), circular economy practices, and the use of
energy obtained from renewable or low-carbon sourc-
es for operations. While these metrics are well estab-
lished for cloud computing, their application to software
products is limited, although software induces energy
consumption in hardware. The chosen deployment op-
tion (e.g., self-hosted on-premises or public cloud) for
software has a strong influence on its sustainability
footprint. With the introduction of new generations of
hardware (RAM, CPU, GPU), sustainability metrics also
change independently of the software used. According-
ly, environmental sovereignty does not currently factor
into the SSF's considerations.
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Figure 27: Scoring results -
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4.5 FINDINGS: HOW SOVEREIGN
IS THE SOFTWARE
PORTFOLIO AT A EUROPEAN
ORGANIZATION TODAY?

There are two primary indicators for high software sov-
ereignty. Firstly, the company is headquartered within
the EU and secondly, the software is provided as OSS.
When applying the framework, these characteristics
show a clear correlation with high overall scores for
digital sovereignty.

EU-based, open-source
solutions lead the way

In comparison, open-source solutions (e.g., Open Proj-
ect, Axelor ERP, Nextcloud Talk) consistently outper-
form proprietary competitors in the EU SSF, with the
specific jurisdiction (e.g., Germany vs. Canada) deter-
mining the top ranking (see Figure 23). In contrast, mar-
ket-leading tools such as Trello, Notion, Miro, ChatGPT,
and Zoom consistently achieve low digital sovereignty
scores (see also Figure 24, Figure 25, and Figure 26).
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Figure 29: Options for data localization of various data types

(excluding 0SS with no enterprise version)
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The foundations of digital sovereignty:
Strategic anchoring and legal immunity
(SOV-1and SOV-2)

The strategic and jurisdictional sovereignty objec-
tives analyze a provider's economic anchoring in the
European Economic Area and the extent to which it is
subject to EU jurisdictions to ensure protection against
foreign influence.

Overall result: Jurisdictional dependency (SOV-2) due
to being headquartered outside the EU can hardly be
compensated for by other factors. Assuming a thresh-
old value of 0.2 for SEALs, most non-EU providers
are already excluded from the assessment due to
their foreign headquarters and the associated impli-
cations (remember: products must achieve a defined
minimum level in each dimension, assuming that at
least SEAL-1 must be achieved, this would represent
a score of 0.2).

EU versus non-EU entities: Non-EU providers which
generate jobs and investments in the EU or are involved
in EU initiatives can score well in terms of strategic sov-
ereignty (SOV-1), but jurisdictional dependency (SOV-2)
remains problematic. This can be seen, for example, in
companies such as Microsoft, Oracle, and Salesforce,

Source: Own diagram

Table 8: Hosting models available

which have their headquarters in the US while also con-
ducting development activities and filing most of their
patent applications outside the EU.

The results for CRMs and databases clearly illustrate
how they trail behind in terms of the SOV-1, SOV-2,
and SOV-5 objectives (see Figure 27 and Figure 28).
While European providers with a strong EU presence
(Mimer and Atomic) score highly in terms of jurisdic-
tional sovereignty (SOV-2), non-EU providers (Micro-
soft, Salesforce) achieve low scores. Depending on the
interpretation, even a German company like SAP may
suffer deductions due to the possible applicability of in-
ternational regulations, for example due to its American
co-headquarters and strong presence on the US market
(see Figure 27). When considering financing by non-EU
entities, one can also take the company shares held by
institutional investors from the US into consideration
[2971.

Even in the case of open-source foundations, such as
the Apache Foundation, there are weaknesses in com-
pliance with the framework due to the jurisdiction of
the headquarters as well as IP development and patent
registration in the US, despite contributors being de-
centralized (see Figure 28).
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Figure 30: Example of results for supply chain sovereignty - LLMs and databases

Data and Al sovereignty (SOV-3)

This objective assesses the protection, control, and in-
dependence of data assets and Al services, including
data security, processing, and control over Al capabil-
ities.

Overall result: European providers and open-source
solutions achieve high scores in SOV-3, as they often by
design guarantee both physical data storage and com-
plete control over encryption on hardware located with-
in the EU. In contrast, non-EU-based solutions usually
only achieve middling scores (approx. 0.5 to 0.7).

S0V-3.3: Software offers various options for data local-
ization, which concerns the requirement to keep data in
Europe without fallback options (SOV-3.3). While EU lo-
calization of work data or customer content is possible
with almost all software solutions, the offerings differ
when it comes to metadata and service data (see Fig-
ure 29). European software solutions that consistently
host and operate within the EU usually fulfill data resi-
dency requirements across data types, as they ensure
fully local storage of data without the fallback options to
third countries that are common with global platforms.
In several software categories (e.g., databases, 0SS or
open core with enterprise versions), strict data local-
ization is fundamentally possible. In some cases, “sov-
ereign” provisioning models (SAP Sovereign Cloud, Or-
acle Sovereign Cloud, or Microsoft EU Data Boundary)
enable the fully local storage of various types of data.

Hosting as a sovereignty factor (SOV-4)

Operational sovereignty focuses on operational inde-
pendence, control over administrative access, and man-
agement of dependence on critical suppliers.

Overall result: The choice of operating model is a cru-
cial lever for operational sovereignty. While self-host-
ing (on-prem) offers maximum independence from
external infrastructures, for many organizations this
option is unrealistic due to a lack of resources or may
no longer be available for certain software. Sovereign
cloud or private cloud offerings provide alternatives.
While data portability (SOV-4.1) is often possible, de-
pendence on critical suppliers outside the EU (SOV 4.6)
is the biggest weakness, with a low score of 0.19 - even
European providers often rely on critical subcontrac-
tors from third countries.

0SS versus proprietary software: 0SS dominates
this category with an average score of 0.88 (compared
to 0.56 for proprietary software) due to enabling full
access to the source code (SOV-4.5), full data porta-
bility, and the ability to run the software anywhere
(SOV-4.1).

Due to the possibility of self-hosting, open-source solu-
tions enable greater independence and options in oper-
ational use. SaaS solutions with strong platform lock-
in, no self-operation option, and support located outside
the EU bring up the rear with scores below 0.3. Many
of the products examined are offered as SaaS models,
in many cases (10 out of 27) from the data centers of
US hyperscalers like AWS, Microsoft Azure, or Google



Cloud (see Table 8). Solutions such as Trello, Notion, and
Miro are designed as cloud-native applications with no
alternative for on-prem operation.

EU versus non-EU: European providers meet the re-
quirements for operational sovereignty in most cases
(see Table 8), as the basic facilities and capacities for
operating their software are located in Europe. Models
such as the Salesforce EU Operating Zone or the “Sov-
ereign Cloud” models offered by Oracle and SAP also
enable technical support and maintenance work to be
provided by staff within the EU.

Supply chain sovereignty poses the greatest
risk besides legal sovereignty (SOV-5)

Supply chain sovereignty focuses on the geographical
origin of the source code and control over the locations
and infrastructures involved in development.

Overall result: Supply chain sovereignty (SOV-5) is the
biggest weakness for non-EU providers apart from le-
gal sovereignty. Ten of the solutions examined fell be-
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low the SEAL minimum due to the locations of develop-
ment teams, dependence on non-EU locations, and the
location of code-controlling hardware (SOV-5.1) (see
sample results in Figure 30).

EU versus non-EU: While many non-EU providers lo-
cate at least part of their development teams within
the EU (SOV-5.2), they cannot avoid dependence on
non-European sites (SOV-5.3). Some European provid-
ers, on the other hand, rely primarily on European de-
velopment teams, which ensures that control over crit-
ical components and processes of the software supply
chain remains within the EU.

SOV-5.2: The geographical distribution of development
locations highlights the challenge. The majority of the
providers analyzed develop their software at least par-
tially in the US, which accounts for 64% to 84% of the to-
tal development activities, depending on whether open
source contributors are included. Other notable coun-
tries outside the EU involved in development are India
(8 of the companies surveyed), the United Kingdom (5),
Canada (4), Australia (4), and Japan (4). Within Europe,
Germany (7), France (5), and Ireland (3) are the main
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Figure 31: Overall technological sovereignty scores
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development locations. While larger European compa-
nies such as SAP (with SAP Labs in over 20 countries)
as well as Axelor and Mistral, have a global presence,
there are examples such as Mimer, which carries out all
of its development in Sweden [212].

Technology sovereignty (SOV-6)

Technology sovereignty is characterized by openness,
transparency, and independence in the underlying tech
stack.

Overall result: While 0SS is unbeatable in terms of
openness, transparency, and hosting independence,
proprietary solutions can also score high points by pro-
viding standardized and open APIs, as well as transpar-
ent documentation. The greatest threat to technology
sovereignty in the context of this framework is posed
by closed SaaS platforms.

0SS versus proprietary software: 0SS is transparent
by design and achieves maximum scores on this objec-
tive through the use of standardized and open interfac-
es (SOV-6.2) coupled with open licenses (SOV-6.2) as
well as transparent documentation (SOV-6.3). Closed
SaaS platforms fall significantly short in comparison
(see Figure 31).

Strategy
(sov-1)
S itv & 1.00
ecurity o
Compliance 0.75 Jurisdiction
(sov-7) (sov-2)
0.50
0.25
Technology Data & Al
(sov-6) (sov-3)

Supply chain Operations . Large non-EU
(Sov-5) (sov-4)

@ Mid-sized non-EU

Source: Own diagram

Figure 32: Average scores for large vs.
mid-sized non-EU providers

SOV-6.1: Almost all providers, whether 0SS or propri-
etary, demonstrate a high degree of openness when it
comes to their interfaces. They rely on well-document-
ed, REST-based APIs. Even proprietary providers are
increasingly granting insight into their architecture
through documentation and white papers (average
score: 0.87).

Compliance sovereignty and
the certification ecosystem (SOV-7)

Compliance sovereignty is defined by the provision of
recognized security certifications and the fulfillment
of specific regulatory requirements for the entire soft-
ware ecosystem.

Overall result: Security and compliance sovereignty
(SOV-7) is the category with the highest scores across
all software categories (mean value 0.78). A notable dif-
ference can be seen between large non-EU providers
(0.84) and medium-sized non-EU providers (0.64).

SOV-7.1: The assessment shows a distinction between
general security compliance and specific proof of digital
sovereignty. While almost all players can point to ISO
27001 security certification for their organization, only
a few providers possess a BSI C5 or SecNumCloud cer-
tificate. US providers such as Microsoft have invested
in European standards and certificates such as the Ger-
man C5, the Spanish ENS, or the French SecNumCloud.

When it comes to open-source solutions such as Open-
Project or Nextcloud, the focus is shifting, as it is often
not just the software that is certified, but the entire eco-
system, including European hosting partners such as
Hetzner, OVHcloud, or StacklT. Since open-source tools
are often operated as self-hosted instances, it is less
common to see certificates from the software manufac-
turer. In such cases, digital sovereignty is instead as-
sessed on the basis of the actual provision. If a solution
is operated from a German data center with ISO 27001
and BSI C5 certification, the overall system achieves a
higher score than a certified US SaaS solution.

The impact of company size
on sovereignty scores

Large non-EU corporations (more than 10,000 employ-
ees) achieve better scores across the board compared
to medium-sized non-EU companies (500-10,000 em-
ployees) (see Figure 32). The differences are particu-
larly pronounced (more than 15%) in the sovereignty
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objectives relating to data/Al (SOV-3), operations (SOV-
4), technology (SOV-4), and security/compliance (SOV-7).
This can be attributed to extensive compliance resourc-
es and certifications, development and support units
based in Europe in some cases, and the provision of spe-
cially designed sovereign options by larger providers.

CONTEXTUALIZING
THE RESULTS

The following section contextualizes the results of the
analysis across the various objectives considered. The
focus is on the results relating to open source and Al, as
well as findings regarding the approach employed for
making digital sovereignty measurable.

Open source as a
sovereign alternative?

The political and strategic debate often identifies open
source as a key instrument for achieving digital sov-
ereignty. However, a purely licensing-based approach
falls short, as digital sovereignty extends beyond the
mere fact of being open source.

The EU CSF Framework favors
aspects of open-source models

Open source offers clear advantages with regard to
the technical and operational objectives of the frame-
work. 0SS achieves high scores due to its availability
under open licenses, which grant comprehensive rights
for testing, modification, and redistribution. However,
this technological freedom requires sufficient in-house
expertise. The question which then arises is to what
extent sovereign use remains possible if strategic de-
velopment is still largely shaped by non-EU key main-
tainers without contributions from within the EU.

The convergence of global development
infrastructure creates dependencies

Special attention should be paid to the code-controlling
hardware layer. While operation of the software can be
ensured within the EU, global development infrastruc-
ture is concentrated on US-based platforms such as
GitHub or HuggingFace. The fact that GitHub now be-
longs to the US corporation Microsoft, poses questions
about jurisdictional control over the software produc-
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tion “factories.” Even if local copies or forks of the code
offer a certain degree of resilience, it remains unclear to
what extent the integrity of build pipelines and access
to them can be maintained in a crisis situation if the cen-
tral coordination platform is outside of EU jurisdiction.
This applies not only to platforms such as GitHub, but
also to the development ecosystems of the 0SS building
blocks used for modern software architectures. These
are also largely shaped by US-based companies and
foundations.

Open source should not simply be equated with secu-
rity or economic superiority. Real, ongoing security
risks underscore the need for Europe to develop robust
governance structures for open source that ensure ac-
countability, rather than relying solely on code inspec-
tion by the community [16]. Comparing the total cost
of ownership (TCO) for functionally equivalent open
source and proprietary tools remains an essential re-
quirement for the public sector.

Sovereign code does not always
need to be open source

The debate on digital sovereignty needs to go beyond
the mere issue of licensing. In line with the EU's objec-
tives for auditability and autonomy, controlled trans-
parency and code sovereignty are crucial. The aim is
to create systems that remain transparent, verifiable,
and under European control, regardless of their busi-
ness model. In this sense, sovereign code is software
whose audibility is not just a theoretical right but can
be exercised in practice and independently by European
authorities. Open-source code fulfills this condition, but
it is not the only option.

How sovereign can
an Al system be?

Al intensifies the digital sovereignty debate through
new dimensions of technological interdependence. Al
systems require vast amounts of dedicated computing
resources and highly specialized expertise, which pos-
es challenges regarding efforts to exert control over
the entire Al lifecycle as outlined in the framework.
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Gaining complete control
over the Al lifecycle has proven
difficult to achieve

The EU has set itself the goal of controlling the entire Al
lifecycle - from development and training to provision-
ing, inference, and governance (SOV-3.4). While the EU
Al Act provides a regulatory basis for a certain degree
of control by the EU, reliance on proprietary models
from non-EU providers has led to these efforts falling
short. Given the EU’s lack of control over the develop-
ment process, these deficiencies are especially evident
in the areas of strategy and supply chain.

Enterprise solutions typically meet the requirements
for visibility and traceability of system access and data
processing integrity (SOV-3.2). The EU CSF primarily
requires logging of model usage to ensure auditabili-
ty of user behavior and system output. Many providers
offer this feature so that organizations can access em-
ployee interactions for security reasons.

An additional aspect of control is the guarantee of irre-
versible data deletion (SOV-3.2.3). For LLMs, this also
means preventing Al training on company data, which
has already become standard practice in products
currently available on the market. In specialized cas-
es, where models have been trained on proprietary
data sets (e.g., through fine-tuning), this requirement
needs to be extended to “machine unlearning”. How-
ever, fully proven methods for selectively unlearning
information in LLMs are still difficult to implement
reliably [223], which has so far made it challenging
to enforce this requirement in practice with regard to
LLM providers.

Skilled workers a cornerstone of Al sovereignty

Given the technological complexity of Al systems, a dis-
tinction must be made between control over operations
and sovereignty over strategic development. Digital
sovereignty is measured by the capacity to operate an
Al system securely and independently develop it fur-
ther. The latter is currently rather difficult to achieve
in the case of LLMs within the EU, given the dominant
US market players and an uneven distribution of highly
specialized top talent [54]. In 2022, the majority of top
Al researchers worked in the US (57%), followed by Chi-
na (12%) and the UK (8%) [240]. Germany and France
each accounted for 4%. While the EU faces a talent gap
in frontier-Al research, the emergence of Agentic Soft-
ware Engineering (SE 3.0) suggests that the capacity for
“further development” is becoming increasingly auto-
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mated [170], [266]. As a result, the ability to orchestrate
and deploy these coding agents could become a critical
factor in addition to the number of experts employed.

Alinference can bring about infrastructure
dependencies and security deficits

Using specialized computing clusters for inference and
training processes plays a core role in Al systems (rel-
evant for SOV-3.4 and SOV-5.2). At the same time, this
poses challenges for providers due to high global de-
mand and the associated costs of European provision
[171]. This is exemplified by Mistral Al, which has been
using US computing capacity from Google Cloud in the
Saa$ version of its product since February 2025 in or-
der to ensure the necessary scalability for its chatbot
service [300].

This leads to jurisdiction-related risks when it comes to
data within the working memory (data-in-use). Trusted
Execution Environments (TEEs) can provide a technical
alternative that guarantees hardware-based isolation of
processing, thereby ensuring data security with regard
to Al inference. The non-EU LLM offerings from Google
and OpenAl reviewed in this assessment process data
on US-owned infrastructure without implementing the
technical safeguards for data-in-use confidentiality that
TEEs make possible. Mistral Al offers a self-hosting op-
tion that allows users to benefit from a fully European
server infrastructure.

The SSF does not evaluate the functionality of a model
in terms of content. Aspects such as inherent values or
cultural appropriateness of Al models, which may be
important for societal resilience, are not covered and
at most indirectly reflected in the evaluation of control
over the training process.

Limitations of the approach

A sound assessment of the results also requires criti-
cal reflection on the methodological framework and the
underlying data. Applying the CSF to software reveals
specific challenges, particularly regarding the transfer-
ability of standards from public sector procurement in
the EU to the more heterogeneous requirements of the
broader enterprise software market.



A new framework through
exploratory adaptation

The framework, which was originally designed for cloud
infrastructures, has here been applied to software ap-
plications. The primary objective was to validate the
functional mechanisms for measuring digital sovereign-
ty and transfer them to the field of software, an area
to which researchers have thus far paid little attention.
However, this transfer reveals methodological chal-
lenges and limitations that must be taken into account
when interpreting outcomes.

Retaining the same objectives and weightings applied
in the EU CSF allows for direct comparability, but also
highlights limitations. While environmental aspects
or physical security may be relevant for infrastruc-
ture, certain technologies such as Al or specialized
software applications may require weightings to be
adjusted. For instance, greater emphasis may need
to be placed on data interoperability or algorithmic
transparency.

While a flexible framework allows weighting to be
adapted to specified protection requirements, it also
entails the risk of manipulation, as results can vary
significantly depending on how weighting is adjusted.
Furthermore, the thresholds defined for SEALs in this
study are based on mathematical averages, as the in-
ternal calculation methods used by the EU DG DIGIT are
not publicly available at time of publication.

Validity of the information base
and contextual dependence

Given the exploratory nature of this analysis, it is based
exclusively on publicly available information. Inevita-
bly, this leads to information asymmetries, as internal
audit reports or confidential contract details could not
be taken into account. For reliable decisions in pro-
curement, it is essential to validate this evidence using
primary data sources and detailed surveys of software
providers.

Moreover, it should be noted that the underlying frame-
work originates from the context of EU public sector
procurement processes, which naturally impose the
highest digital sovereignty requirements, especially
when it comes to critical data. However, the broader
market beyond the public sector has heterogeneous re-
quirement profiles. Companies in less critical or regulat-
ed industries may prioritize different aspects of digital
sovereignty than government agencies. The framework
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thus represents a specific, highly regulated standard
that cannot be applied to all market-based scenarios
without qualification.

Delimitation from market economy factors

This analysis assesses the software products, but does
not go beyond that to examine the provider as an or-
ganization or broader market dynamics. Aspects such
as risk analysis of supply chains and investigations into
concentration of the market are explicitly excluded,
although these factors can contribute significantly to
dependencies and overall EU digital sovereignty. Like-
wise, no comparisons were made with regard to feature
parity or TCO between comparable softwares. As cost
and functionality are often decisive selection criteria in
practice, the sovereignty assessments discussed here
represent only one facet, though certainly a critical one.

OUTLOOK:
BEYOND TECHNICAL
METRICS

In addition to assessing the metrics in procurement
frameworks such as the one presented here, future
analyses of digital sovereignty should also incorporate
economic factors such as innovative capacity, perfor-
mance, and costs. It is also essential to start with a
precise definition of the assessment’s objectives. While
public procurement is sure to remain a powerful lever
for digital sovereignty in Europe, attention should also
be paid to other aspects and players. Investing in future
technologies and areas where the EU can build on its
existing strengths, for instance, will be key to ensuring
future competitiveness.

L4.7.1 What can belearned from

applying the CSF to software?

Adapting the EU Cloud Sovereignty Framework (EU
CSF) to software (EU SSF) allows for the evaluation of
individual products while also providing insight into the
structure of digital dependencies.

Software and infrastructure interdependence
Still, assessing software sovereignty goes hand in hand
with the available deployment options. Since the choice

of hosting model has a direct impact on supply chain
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transparency, physical data localization, and protection
against extraterritorial access rights, having a sover-
eign cloud strategy is essential for software sovereign-
ty. Its relevance is heightened by the ongoing transfor-
mation toward cloud-native structures.

Modern digital value creation processes, and powerful
Al systems in particular, are increasingly based on scal-
able architectures. Therefore, the question of digital
sovereignty needs to be addressed not only at the soft-
ware license level, but also in terms of control and gov-
ernance of the organization’s operational ecosystem.
Providers are increasingly offering a range of deploy-
ment models to meet these requirements. For organi-
zations, digital sovereignty thus does not necessarily
mean forgoing cloud technologies. Rather, it requires
them to consciously select a model that combines tech-
nological scalability with legal and operational security
and resilience.

At the same time, transferring the framework makes it
clear that the objectives of the CSF need to be recontex-
tualized for the software layer. While physical control is
a prominent consideration in the infrastructure context,
there is an even stronger focus on legal and logical con-
trol when it comes to software.

Sovereign cloud hosting is an essential condition, but
not sufficient on its own. Even running on sovereign
infrastructure, software may create dependencies
through restrictive licenses or proprietary data for-
mats. Furthermore, applying the framework to soft-
ware reveals the need for a deeper examination of the
software supply chain (e.g., through SBOMs), as com-
plex libraries are affected by dependencies.

Market concentration and
international providers

Consistently applying the framework and its exclusion
criteria (SEALs) to the portfolio under review reveals
that only 10 of the 27 software products analyzed meet
the minimum requirements set by the EU for digital
sovereignty. Although it is possible to identify European
alternatives which achieve a passing grade in almost all
of the technology fields examined, they seldom have a
dominant market position - with the exception of SAP in
the ERP segment.

While China emerges alongside the US as the second
key player in hardware, the European software eco-
system is almost exclusively characterized by deep
reliance on US providers. The trend toward cloud mi-
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gration is resulting in growing interdependencies re-
garding (cloud) infrastructures which are often located
at US hyperscalers.

The role of public procurement
in contributing to the EU’s digital
sovereignty

Public procurement can serve as a strategic lever for
Europe's digital sovereignty. Beyond meeting the gov-
ernment’s own needs, demand from the public sector
for sovereign digital products sends a signal to the mar-
ket and acts as an instrument for supporting the Euro-
pean industry. The EU CSF serves as an instrument to
support this strategic direction.

Demand as a steering mechanism,
driver and lever

The potential of demand as a steering mechanism is
confirmed by macroeconomic indicators. Every year,
around €264 billion, equivalent to around 1.5 percent
of EU GDP, flows out of the European Economic Area to
non-EU suppliers [161]. Even if only part of these funds
were channeled back into EU providers by the public
sector, this could help “Made in Europe” solutions catch
up. The goal should not be isolation or self-sufficiency
but rather focus on attaining the strategic capacity to
act in critical areas. In this context, digital sovereignty
acts as a precautionary measure against geopolitical
instability while also establishing the capacity to act.

The limits of (public) procurement

Despite its strategic significance, it is important not to
view public procurement as a panacea for Europe’s digi-
tal sovereignty. Public procurement should not bear the
sole burden for the EU’s entire digital strategy. Even to-
day, tendering authorities are often constrained in their
ability to act by considerable bureaucratic hurdles, po-
tentially making it difficult to implement complex sover-
eignty criteria [161]. In addition, procurement reaches its
limits in cases where there are fundamental technolog-
ical needs or dependencies that cannot currently be re-
solved by the market. The hardware stack, for instance,
remains a critical dependency that cannot be remedied
in the short term by any current provider in the field
based on demand management alone.



In addition, it should not be the state's responsibility
to support the market on its own. Public procurement
must also be aimed at mobilizing private investment
through “crowding in”, rather than suppressing mar-
ket mechanisms through unilateral government action
(“crowding out”).

Ultimately, digital sovereignty is also a matter of human
capital and international cooperation. The demand for
skills necessitates education and innovation policies
that go beyond the sphere of influence of public pro-
curement offices.

In a globally interconnected world, digital sovereignty
must also be regarded in the context of international co-
operation and partnerships to avoid it becoming an ob-
stacle to global cooperation. Thus, public procurement
is a valuable tool, but only truly effective as part of a
coordinated set of economic, educational, and foreign
policy instruments.

Keeping an eye on the “future stack”
and interoperability

A forward-looking procurement strategy must acknowl-
edge that answers to the question of sovereignty will
vary depending on the field of technology concerned.
Whereas powerful European alternatives offering a
high degree of operational sovereignty already exist
for standard business software such as CRM, ERP, and
databases, new challenges are posed in some respects
by SaaS solutions and LLMs. It is important to make a
distinction between short-term operational control and
long-term independence. Given that the hardware stack
will remain a critical external dependency for the fore-
seeable future, the focus of European funding - beyond
procurement - should concentrate on areas where
strengths already exist.

When it comes to designing the future “stack,” interop-
erability will be a crucial factor. If software ecosystems
become more cost-efficient, for instance due to Al-pow-
ered customization, systems that lack interoperability
also run the risk of becoming economically unattractive.
This means that procurement also needs to focus on
the interoperability of middleware to ensure long-term
freedom of choice between multiple providers.

4.7.3 Does “made in Europe” necessarily

mean “digitally sovereign”?

European headquarters and operational anchoring
within the EU correlate with higher scores in this anal-
ysis. However, this is only a foundational element and
does not represent an absolute guarantee of digital
sovereignty.

Geography a precondition
for certain requirements

European software performs significantly better than
its non-EU counterparts in terms of the objectives eval-
uated. Having registered headquarters and a strong
operational presence within the EU correlates posi-
tively with greater legal certainty and compliance, for
example more robust data protection standards. Nev-
ertheless, it would be misguided to equate the “Made
in Europe” label with guaranteed digital sovereignty. In
a globally networked technological value chain, geog-
raphy is a necessary condition for certain foundational
aspects of digital sovereignty, but it is by no means an
all-encompassing guarantee.

Moreover, there is a need to be specific about what
characterizes a European product or provider. In many
debates, “European” is evoked as a desirable feature,
which can be defined by a company’s headquarters, the
location of stock exchange listing, the main sources of
financing, the nationality of management, or through
other means.

Considering the entire technology stack

EU-based providers can allow for administrative con-
trol by virtue of their legal form and location, but may
also run into dependencies with regard to their techno-
logical infrastructures. Even software platforms based
in Europe often operate on a globalized hardware and
virtualization landscape dominated by non-EU tech-
nologies such as chips, hypervisors, and container or-
chestration. This means, EU location currently does not
automatically imply resilience against technological
sanctions or changes in a supplier’s strategic course.

Hence, digital sovereignty must not be defined by isola-
tion, but rather the ability to take action - for instance
the freedom to change systems, migrate to new ones,
or replace components in order to build resilience
without losing operational capability.
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These frameworks - based on seven (SSF) or eight
(CSF) sovereignty objectives - underscore that being
headquartered in Europe does not in itself guarantee
digital sovereignty, and that digital sovereignty is a
multidimensional, multilayered issue. Even providers
based in the EU may fall short in certain areas, such
as the transparency of their supply chains, auditability,
or dependence on proprietary third-party components.
Digital sovereignty should therefore not be reduced to
mere proof of origin but primarily manifests itself in
the attributes of a product which enable customers to
exercise freedom of action and allow them to switch
providers.

Investment and the innovation dilemma

Digital sovereignty is closely linked to ownership struc-
tures and financial flows. A company may be legally reg-
istered in Europe, but if its funding is primarily provided
by non-EU venture capital, strategic loyalties are not
shielded against potential shifts.

In addition, capital outflow is compounded by spending
on US-based cloud infrastructure and software plat-
forms in the European market [161]. This prevents the
accumulation of profits in Europe and reinvestment in
local research and development. The result is a neg-
ative flywheel effect. While US providers accelerate
their innovation cycles and expand their technological
superiority, in part through European turnover, Euro-
pean providers lack precisely this capital to catch up
technologically.

Without a sovereign financing ecosystem to break this
cycle, the “Made in Europe” label may remain only a
phase in a company’s life cycle or be limited to niche
markets, while the overall technological climate is
shaped outside Europe.

Digital sovereignty as an organizational task

In conclusion, the analysis shows that digital sover-
eignty is not a static end state that can be achieved and
checked off by purchasing a certified “Made in Europe”
product. Instead, it should be understood as an ongoing
strategic and risk management process that needs to
be deeply embedded within the organization.

For companies using digital products, responsibility is
shifting from simple focus on IT procurement to more
strategic governance of digital sovereignty. This means
assessing data and applications based on their criticality

and assigning them to appropriate provisioning models
- from the public cloud for non-critical workloads to
strictly isolated environments for sensitive core pro-
cesses. At the same time, organizations must proactive-
ly define roles and responsibilities, for example in risk
management or enterprise architecture, continuously
monitor dependencies in the software supply chain, and
develop “exit strategies” for key components.

Digital sovereignty develops within organizations when
the mechanisms of the EU's legal framework, such
as the Data Act, are actively utilized to contractually
enforce portability, thereby establishing freedom of
choice and preventing technological lock-in effects. In
this sense, digital sovereignty is not only an attribute
of the software, but more importantly a competence on
the part of the user.
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DIGITAL AFTERLIFE -

MANAGING YOUR
DIGITAL ESTATE

Erica M. passed away on March 14", Her death cer-
tificate recorded that she had died of natural causes.
Three days later, an installment loan was applied for in
her name - without her relatives’ knowledge.

Erica’s death was peaceful, but sudden. She didn’t die in
an accident nor had she been ill. She was only 52 years
old. The evening before her death had been much the
same as any other evening - dinner with her husband
Max, discussing their appointments and an upcoming
business trip. The next morning, Erica did not wake
up. For her husband, a senior executive at an industri-
al corporation, professional routine became a survival
strategy. He tried to cope with the shock of her death
by doing what he did best - getting things in order and
taking care of everything that needed to be done.

In the years preceding her death, Erica had taken steps
to ensure their joint affairs were in order. She was an
attorney who regarded order not as an end in itself,
but an important precautionary measure. In her study,
there were a number of folders, all neatly labeled. In-
surance, home loan, powers of attorney, living wills.
Contracts they had signed together, and others that
Erica had arranged on her own. Max worked his way
through the documents. Many were familiar, some he
hadn't seen in years, and others he had never seen be-
fore, but there was nothing that stood out as suspicious
or surprising.

As far as he was aware, he had found and accounted
for everything. His wife's smartphone lay locked on the
desk - her laptop closed beside it. Both devices were
password protected, and Erica had never written down
her passwords. Max put them aside. He didn't need
them right now. Or, at least, so he thought.

In the first few weeks following Erica's death, much
proceeded as expected. Standing orders continued to
go out of her bank account, subscriptions were can-
celed, bills paid. Max took care of their joint accounts,
and the children helped him as much as they could. It
was exhausting, but manageable. Emails continued to
arrive in Erica’s inbox. Max saw the notifications pop
up on her cell phone lock screen. He read the subject

lines, but otherwise left them there. He didn't want to
access anything that had belonged to Erica unless he
had to.

Around two weeks after Erica’s death, Max began to
examine her bank statements more closely. At first out
of routine, then with increasing confusion. It wasn't the
large amounts that caught his eye, but the small, re-
curring debits going out to a payment service provid-
er that Erica had used while alive. €49.90. €27.30. €12.
The amounts seemed legitimate enough, yet they didn't
match up with any contract that Max was aware of. He
searched through Erica’s folders but found nothing. He
asked the children, but none of them knew anything

about it.
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Not long after that, a letter arrived from the bank re-
garding a change in contact details for one of the cou-
ple’s joint accounts. An email address had recently been
added as the primary contact address for online bank-
ing communications. Max recognized it immediately. It
was Erica’s email address. The fact that someone had
made this change after Erica had passed away rang
alarm bells with Max. A quick call to the bank confirmed
that the change had been authorized by the system.
Max froze. That was impossible. He filed a report with
the police.

When he finally gained access, he saw the extent of the
damage: Erica’s inbox contained dozens of password
reset and security code messages. Somebody had
gained access to Erica’s email account - presumably
via an old data breach and a reused password. Existing
accounts had been taken over: Payment services, cus-
tomer accounts, online logins. None newly created. All
had already existed.

Weeks later, Max received a letter from a financial
service provider he didn't recognize the name of, ad-
dressed to Erica M. and confirming a loan application
for a mid-five-figure sum. Max called the company im-
mediately and told them that Erica had passed away.
Their response shook him to the core - the application
had been submitted correctly and the identity clearly
verified. Multiple times. It was only through police in-
vestigations that the truth came to light: the perpetra-
tors had used state-of-the-art deepfake filters to super-
impose Erica'’s face onto that of an accomplice in real
time, using her photos from social media and within her
email account. During a remote video identity verifica-
tion process, the deception had not been detected on
screen by the employee. As far as the system was con-
cerned, Erica M. was a living, active person.

Max spoke with attorneys and authorities. It took
months to sort most things out. Some things were
successfully reversed. Direct debits were stopped,
accounts closed. For Max, though, it was yet another
battle to fight amid the countless tasks that come with
a bereavement - all under the emotional strain of his
recent and sudden loss. What could not be reversed,
however, was the realization of just how unprotected
the period between Erica’s death and the final closure of
her digital estate had been. Erica had done many things
right. What she had neglected to do in her preparations,
though, was to consider what would happen to her data.
Not out of indifference on her part, but out of a lack of
awareness of the consequences.

5.1 DIGITAL EXISTENCE

AND THE PROTECTION
GAP AFTER DEATH

Identity is no longer linked exclusively to the physical
body or official records. Today, it is also defined as the
totality of all personal data, online accounts, biometric
characteristics, and digital traces that an individual
generates during their lifetime [216]. This identity man-
ifests itself in digital infrastructures, communication
archives, and algorithmically processed behavioral
patterns, evolving from simple data into a complex dig-
ital shadow that encompasses email accounts, social
networks, cloud storage, and digital contractual rela-
tionships. This state is increasingly described as an “in-
formational body”. This data - including stored voices,
texts, and behavioral patterns - is not mere property.
Since it reflects values, thoughts, and social relation-
ships, it is regarded as an extension of the human being.
Our data is us in digital form [20], [79], [141], [263].

This digital existence does not automatically end with
an individual's biological death. While this marks a
clear change in legal status, digitally it creates a state
of uncertainty [20], [216]. Between the end of life and the
definitive end of an individual's digital existence, there
is a transitional period that is not clearly regulated -
neither technically nor legally [216]. During this period,
systems continue to operate and accounts remain ac-
tive. Since digital identities are highly networked and
interlinked via technical interfaces and data exchange
mechanisms, automated systems evaluate the authen-
ticity of an identity not on the basis of biological status,
but on the basis of consistent usage patterns, success-
ful logins, and historical payment flows. For these ver-
ification mechanisms, a deceased individual may there-
fore remain a completely valid identity. This decoupling
of the end of human life and digital persistence creates
a protection gap that poses significant risks for heirs,
institutions, and the integrity of digital systems [79].

This highlights the need for comprehensive digital
identity protection, encompassing all preventive and
reactive measures designed to safeguard the integri-
ty, authenticity, and confidentiality of a digital existence
throughout its entire lifecycle and beyond. An approach,
in other words, that serves to protect the interconnect-
ed identity from unauthorized access, manipulation, or
misuse by third parties. Identity protection is therefore
not just a question of protecting technical data, but also
of safeguarding human dignity, since it concerns the
integrity of the individual themselves. While this pro-
tection is already complex during a person’s lifetime,
it becomes particularly fragile after death, since active



control by the individual concerned ceases [79] while
their digital identity continues to exist within technical
systems.

Effective identity protection must therefore continue
postmortem, since the misuse of data belonging to de-
ceased individuals can violate personal integrity even
after death [263].

Criminals are already able to create detailed profiles
from just a few publicly available data points. Names,
photographs, professional information, previous ad-
dresses, or publicly visible relationships can be enough
to enrich a digital identity and convincingly sustain it.
The practice is made all the easier by social networks
and open platforms. An individual's digital shadow is
dynamic, constantly growing with every interaction,
post, and stored piece of information - often without
users realizing the full extent of their digital footprint
[216], [250]. It is also reproducible and vulnerable to
manipulation.

The use of artificial intelligence (Al) is giving rise to a
whole new dimension of abuse. Deepfakes are no lon-
ger a niche phenomenon but are increasingly finding
their way into everyday communication contexts. Fake
images, videos, and audio recordings have become so
realistic that - to the untrained eye - it is impossible
to distinguish them from authentic content. This sig-
nificantly exacerbates the issue of digital identity after
death, since it not only exploits existing data, but also
actively generates new content that appears authentic.

Deepfakes of deceased individuals are particularly
problematic, since they can be deliberately used for po-
litical influence, fraud, or financial manipulation. Forms
of “digital resurrection” are also becoming increasingly
prominent, such as voicebots or chatbots that replicate
an individual's communication style using existing data
[6]. As part of the re-creation services offered within the
digital afterlife industry (see Chapter 5.3), “griefbots”
leverage generative Al to actively generate new content
that replicates the voice and communication style of the
deceased, rather than merely repeating static datasets
[6], [175]. Just how advanced this technological simula-
tion of presence has already become can be illustrated
by the example of the late Robert Kardashian, whose
hologram delivered a pre-recorded message in lifelike
appearance and voice [17]. Alongside these high-tech
simulations, hybrid funeral concepts are increasingly
reshaping traditional ways of commemorating the dead.
QR codes on gravestones link the physical grave to digi-
tal memorial pages where visitors can access multime-
dia content such as photographs and biographies [6].

This situation poses considerable challenges for heirs.
While traditional estates follow clear legal regulations,
digital estates are often fragmented and difficult to nav-
igate. Digital estates should be understood as a logical
extension of traditional estates and encompass all trac-
es and assets that an individual leaves behind online,
from user accounts on social networks and email inbox-
es through to crypto assets and private photographs
stored in the cloud [216].
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Managing a digital estate is often fraught with technical
and legal barriers, including missing access rights, un-
known passwords, and providers who do not respond
or demand formal documentation that is difficult to pro-
vide. Meanwhile, digital systems keep operating, gener-
ating new risks.

Digital legacies are therefore not a minor issue, but a
fundamental phenomenon with profound legal, techni-
cal, and ethical implications. The gap between biological
death and the persistence of digital data demonstrates
that traditional concepts of identity, responsibility, and
protection are no longer adequate in the face of today's
digital infrastructures [216], [272].

OUR DIGITAL FOOTPRINT AND
THE ILLUSION OF CONTROL

A key security risk lies in the everyday digital routines
of users. Risky practices are widespread and can con-
tinue to have consequences even after death. According
to global surveys, 62 percent of users reuse the same
password, or a variation, across multiple online ser-
vices [221]. In contrast, the use of security tools is still
not particularly widespread: in Germany, only around
50 percent of users use a password manager to pro-
tect their digital identities [48]. While this is often down
to convenience or time constraints while alive, it poses
particular risks after death. If third parties succeed in
gaining access to a central account, such as an email
inbox, they may be able to take control of numerous
other accounts without detection or intervention. Pass-
word reset mechanisms, authentication protocols, and
identity verification processes rely on these centralized
points of access.

These risks are inherent in the near-universal use of
the internet in Germany. Ninety-seven percent of indi-
viduals aged 16 to 74 are online, including 90 percent
of those aged 65 to 74. In addition to communicating
via email (88 percent) and video calls (79 percent), 59
percent of the population is regularly active on social
networks, making it a significant part of their daily lives,
and leaving a growing digital footprint [323]. This inter-
net connectivity extends to digital public administration
services, with 59 percent of citizens communicating
with government authorities and agencies online and
34 percent scheduling appointments with public institu-
tions or health insurers via the internet [323].

This behavior is particularly evident in e-commerce.
Eighty-six percent of individuals over the age of 16 pur-
chase goods or services online. There is also a clear
trend toward consuming exclusively digital content - 42
percent of those surveyed access movies and music via
streaming or downloads, while 19 percent read digital
books and news publications. Travel and leisure plan-
ning is another key online activity, particularly when it
comes to booking tickets (32 percent), accommodation
(29 percent), and transport (27 percent). The picture is
completed by the widespread use of online banking (71
percent) and the occasional sale of personal goods by
nearly one-third of the population [323].

The digital legacy that results from modern society is
becoming increasingly complex and constantly evolv-
ing. While digital legacy used to be primarily associat-
ed with email accounts, it now also encompasses not
only social media and online banking but also stored
photographs, videos, and messages, as well as virtu-
al currencies, behavioral data, and even Al-generated
avatars [216]. Despite this diversity, many people sig-
nificantly underestimate the number of digital accounts
they have, giving rise to an illusion of control [254]. A
2018 study found that while users estimated that they
had a median of just 15 online accounts, objective scans
of their email inboxes revealed as many as 80 accounts
[168]. Since this misperception occurred even among
tech-savvy academics, it is seen as an example of
bounded rationality - a cognitive limitation that persists
across educational level.

In 2026, the gap is larger than ever. Roughly 95 percent
of Germans believe they have fewer than ten online ac-
counts [30]. In reality, the average person has around
170 passwords [262]. These password statistics are
based on analyses of user data from password manager
providers. As not everyone uses such tools, this figure
highlights just how challenging it can be for people to
manage their digital lives independently. This signif-
icant underestimation means that, today, individuals
are only consciously aware of around 6 percent of their
actual digital presence. This awareness gap can be ex-
plained by the availability heuristic [250]. People tend
to primarily recall the services they use on a daily or
weekly basis, such as email providers, social networks,
and online banking platforms. Accounts created for
one-time transactions - such as purchasing a special-
ized product from a niche online shop, registering for a
time-limited service, or booking overnight accommoda-
tion abroad - fade from active memory almost imme-
diately after use. Nevertheless, these accounts remain
in provider databases as active identities, expanding
the potential attack surface for data breaches without
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users’ awareness [152]. In addition, tens of thousands
of smartphone apps track users’ location and browsing
behavior in the background, storing this data for further
use by external data brokers. These comprehensive be-
havioral profiles reveal far more than just consumer
behavior - they provide deep insight into intimate as-
pects of daily life and health routines. This exposure of
an individual's personal life renders them vulnerable
to manipulation, reputational harm, and stalking while
they are alive [90].

The long-term effects of this accumulation of accounts
can be seen in the size of the largest social networks
and messenger services and the vast number of user
accounts that they host. As of February 2025, Facebook
ranked first, with approximately 3.07 billion monthly ac-
tive users. In second place was YouTube, the video plat-
form owned by Google, with around 2.53 billion users.
Third place was shared by Instagram and the messag-
ing service WhatsApp, each with roughly two billion us-
ers worldwide [346]. It is estimated that by 2100, Face-
book may host as many as 4.9 billion deceased users’
profiles, turning the platform into a “digital cemetery”
[20], [94], [265].

RISKS AND THREATS

The digital self often outlives the physical body indef-
initely. Unlike physical assets, digital content does not
deteriorate naturally. Social media profiles, dormant
cloud storage, and email accounts remain on servers
unless they are actively deleted [94] or subject to pro-
viders' automated deletion routines, which increasingly
target inactive accounts after periods of six months to
two years. Researchers in the fields of digital culture
and human-computer interaction refer to this persistent
online presence as “informational or digital corpses” -
digital accounts and data of deceased individuals that
remain unmonitored on servers [94], [263], [264].

This perpetual digital presence poses security risks,
since these informational corpses, or “zombie ac-
counts”, can significantly expand the attack surface.
These are typically user accounts that have not been
consistently deleted or deactivated following a job
change, loss of login credentials, or the user’s death,
leaving them as unmanaged access points within sys-
tems. Since these “dormant identities” often have weak
or outdated passwords and are not actively monitored,
they provide attackers with entry points to infiltrate
networks undetected [211], [216], [264], [355].

Necro-economy

The current debate warns of the emergence of a
“necro-economy” [89], ], in which the data of deceased
individuals is exploited as a valuable resource for the
advertising industry and Al sector, either for training
algorithms or for inferring information about living rel-
atives [6]. In this context, major tech companies such
as Google, Meta, and Apple effectively act as “digital
undertakers” [79], [216], [263], [264]. They control the
global digital legacy and, through algorithms and terms
of service, determine who is remembered and who
is erased. Since these corporations are profit-driven
rather than neutral archivists, strategic changes or
platform shutdowns could result in a significant loss of
collective human history [263]. This creates a conflict
between the individual's right to privacy and society's
interest in preserving historical data. Consequently,
there is a growing call to recognize digital remains as
part of the collective cultural heritage and to afford
them special protection, comparable to that granted to
physical archives [263].

This necro-economic approach to data processing is not
limited to platform operators but also reflected in the
exploitation of accounts by third parties. Profiles with
high “digital status capital” (high status, many follow-
ers) become a valuable resource for cybercriminals.
Hackers “harvest” the social status of the deceased
to exploit their credibility, built up over many years,
as a tool for disinformation campaigns [253]. In this in-
formal, user-driven sphere of the necro-economy, the
identities of deceased individuals are also used for the
self-promotion of others. In cases of fake death reports,
for example, malicious actors leverage the viral dynam-
ics of the news to enhance their own reputation at the
expense of the integrity of the deceased [253]. Without
authorized estate contacts, rumors can spread uncon-
trollably, potentially causing permanent damage to the
digital memory of the deceased [307].

New dimensions of manipulation:
Al and social engineering 2.0

The integration of Al adds a whole new level of sophis-
tication to identity theft and misuse. “Neural echoes” -
Al-driven simulations (griefbots) - can replicate the on-
line persona of a deceased individual almost perfectly,
mimicking their language, tone, reasoning patterns, and
response styles with such accuracy that third parties
can hardly distinguish them from real communication
[79], [94]. Without clear labeling, this carries a serious
risk of deception and erosion of integrity, since Al can
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generate statements that the real person never actually
made [94]. This technology enables “social engineering
2.0": attackers can use deepfake audio to gain the trust
of relatives or business partners and legitimize fraudu-
lent actions or deploy deepfakes of deceased individu-
als for political or financial manipulation [94]. Moreover,
combining data fragments from multiple individuals
enables the creation of entirely new synthetic identities
- digital personas constructed from the digital traces of
two or three deceased individuals that appear real, yet
are entirely fictitious.

In addition to these direct attacks, the growing digital
afterlife industry represents a new supply chain risk.
The industry can be broadly divided into four main ar-
eas: information management services (e.g., password
vaults), posthumous messaging services, online memo-
rial services, and technologically advanced re-creation
services [79], [216], [264]. A data breach at any of these
third-party providers could expose highly sensitive pri-
vate data such as chat histories and voice samples, and
severely compromise personal privacy [175]. There is
also a risk that intimate expressions of grief could be
exploited for profit, with personal mourning treated as
a commodity [252]. Companies could even use this data
to train Al or feed advertising algorithms, which can
be considered a violation of human dignity [141], [175],
[263], [264].

Without a digital estate plan in place, private informa-
tion could be exposed through future data breaches,
with the deceased individual unable to protect them-
selves [263]. Studies indicate a growing awareness of
the issue: 61 percent of consumers are concerned that
the identities of the deceased are particularly vulnera-
ble to such abuse [211].

Consequential economic risks

The financial consequences of an unmanaged digital
estate, although difficult to quantify statistically, can be
substantial. With the average cost of a funeral in Ger-
many amounting to approximately €13,000 [334], the
additional financial risk posed by posthumous identity
theft is often underestimated. While funeral expenses
are a known quantity, there are currently no dedicated
statistics on posthumous digital identity misuse, since
such cases are typically reported locally and catego-
rized under general fraud. However, based on data on
identity theft among living individuals, the average
financial loss in Germany stands at approximately
€1,366 per case [285]. It is reasonable to assume that
this figure could be higher for deceased individuals,
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since fraudulent activity often goes undetected for
longer periods due to the lack of active account mon-
itoring.

This phenomenon, sometimes also known as “ghost-
ing”, appears to be significantly more widespread in the
US, with over 1.1 million cases of identity theft reported
annually [136]. Its prevalence is linked to the country's
centralized consumer fraud reporting system and the
social security number (SSN), which often serves as
sufficient proof of identity on its own. In contrast, the
risk in Germany primarily stems from the technological
shift described in the previous sections. While domestic
security measures, such as remote video identity verifi-
cation, were long considered a barrier to identity theft,
Al-powered deepfakes are increasingly able to circum-
vent biometric identification processes.

The economic logic behind this type of fraud is evident
on darknet marketplaces, where “fullz” packages - com-
plete sets of personal data including name, SSN, date of
birth, and address - are sold for US$20 to US$100 [329].
Data sets of deceased individuals, known as “dead fullz”,
are available for as little as US$1 to US$3 and are often
used to open bank accounts for money laundering [311].
In addition to criminal fraud, the phenomenon known as
“subscription creep” leads to a gradual loss of assets
[42], since contracts for streaming services, cloud stor-
age, or software licenses do not automatically end at
death. Without proactive management, funds from the
deceased'’s estate can continue to flow to service pro-
viders for months. The risk is particularly grave when it
comes to digital assets. Estimates suggest that 11 to 18
percent of the total Bitcoin supply has already been per-
manently lost due to inaccessible keys, including those
lost as a result of death [251]. Without proper manage-
ment, a digital estate either becomes vulnerable to crim-
inal activity or gradually loses value through automated
charges and inaccessible assets.

LEGAL AND TECHNICAL
CHALLENGES

In modern jurisprudence and the sociology of technol-
ogy, the transition to the digital age marks a turning
point in inheritance law. Today, nearly every deceased
individual leaves behind digital traces - some as part
of a private online life - including emails, smartphone
chat histories, and accounts with payment services
such as PayPal or e-commerce platforms [272]. Digital
assets can be characterized by four cornerstones: first,
they exist only in digital form; second, they are stored



digitally, either locally, in the cloud, or on a blockchain;
third, they have financial or emotional value; and fourth,
they ensure “quasi-ownership rights” to their user.
These digital assets encompass both tangible assets,
such as cryptocurrencies and non-fungible token (NFT)
artworks, and intangible content [208], [264]. Beyond
monetary value, behavioral and health data can also
hold deep personal significance, such as knowing what
music a loved one was listening to on the day they died
[254].

Despite the prevalence and importance of digital assets,
the legal system is lagging behind technological devel-
opments. The emergence of digital assets has triggered
a revolution in the expansion of objects of rights, yet
their unclear legal status poses significant challenges
for inheritance law [355]. Digital assets cannot entire-
ly be legally characterized as traditional property be-
cause, unlike physical goods, they inherently depend on
technical infrastructure and external service providers
[355]. This situation exacerbates an existing protection
gap. The EU General Data Protection Regulation (GDPR)
explicitly excludes deceased individuals from its scope
(recital 27), leaving families and businesses to navigate
uncertain territory. Much of this uncertainty arises
because access to accounts is often restricted by plat-
form operators’ terms of service, which contractually
prohibit third party access. Moreover, digital content of-
ten contains shared data. The private messages of de-
ceased individuals are inextricably linked to the privacy
of living communication partners, resulting in a direct
conflict between the heirs’ right to access information
and the persisting data privacy rights of these third
parties. Without specific national legislation, it there-
fore remains unclear how inheritance law can be en-
forced in the face of these technical and data protection
barriers [79], [94], [272].

International legislative landscape
and national differences

France is leading the way in posthumous data pro-
tection. The country’s 2016 Law for a Digital Republic
establishes an explicit right for individuals to leave
binding instructions regarding the handling of their
personal data after death [79]. Heirs can request the
closure of accounts and access to data where neces-
sary, although the absence of general guidelines still
complicates practical implementation [94].

Germany, by contrast, follows an ipso iure succession
system, under which estates automatically transfer to
heirs upon death pursuant to § 1942 of the German Civil

Code (BGB). A landmark ruling by the German Federal
Court of Justice (BGH) in July 2018 clarified that con-
tracts for digital accounts are inheritable. In the case
of a deceased 15-year-old, the girl's parents were able
to gain access to her Facebook account. The BGH held,
pursuant to § 1922 BGB (Universal Succession), that
heirs inherit all rights and obligations of the deceased.
While the BGH's landmark ruling effectively equated
digital content to physical letters, granting heirs access
[94], [351], [355], the systemic limitation of § 90 BGB re-
mains. Since data is not legally considered a tangible
object, heirs do not inherit direct ownership, but only
the rights granted under the service agreement with
the provider, i.e., the right to access [208], [355].

Platforms as digital gatekeepers

Despite legal successes, digital legacy often fails in
practice due to technical implementation challenges.
Platforms such as Facebook and Google act as “digital
gatekeepers”, using their specific architecture - known
as “affordances” - to control who has access to a de-
ceased individual's data and how that person is remem-
bered [6], [79], [81], [175], [216], [250], [307]. Affordances
can be defined as the actions that a platform enables
or restricts. This power imbalance allows private cor-
porations to determine posthumous identity through
technical permissions or restrictions, often without
knowledge of the deceased's actual wishes [81], [263],
[307], depriving both the deceased and their relatives
of control.

The field of digital legacy is marked by a striking ab-
sence of government regulation, giving digital service
providers enormous power [6]. This lack of binding
rules may be partly explained by societal discomfort
with confronting the end of life [231]. Compounding the
issue is a significant knowledge gap, with approximately
85 percent of Facebook users unaware of the platform’s
“Legacy Contact” feature [94]. In the absence of stan-
dardized procedures and interfaces, users often resort
to risky workarounds such as sharing passwords. How-
ever, these practices not only violate platform terms
of service but are increasingly rendered technically
impossible by modern security mechanisms, such as
biometrics and multi-factor authentication (MFA) [326].
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The ethical dilemma:
Digital dead body management

At the center of the debate is the conflict between pro-
tecting the privacy of the deceased individual and the
property interests of their heirs [216], [355]. In this con-
text, the concept of “digital dead body management”
(DDBM) has been developed by scholars and practi-
tioners to address the management of digital remains
and to advocate for “residual rights of dignity and re-
spect” for the deceased [20]. The challenge lies in bal-
ancing the protection of digital privacy (posthumous
data protection) with the needs of the bereaved for clo-
sure, resolution, and healing [20], [141], [175]. Since dig-
ital traces - from emails to cloud-stored photographs
- carry significant emotional and spiritual value, they
are considered an essential part of an individual's pri-
vacy [355].

At the same time, they are fragile historical sources.
Since they are stored on private platforms driven by
commercial interests, their preservation as part of a
collective digital heritage is at risk [20], [81]. This also
raises the question of whether contract law should
grant heirs full access to and the ability to continue
using the social media accounts of deceased individu-
als. The interests of heirs do not necessarily align with
those of platforms, society at large, or the presumed
wishes of the deceased [231].

Ultimately, current approaches to digital estate regula-
tion often fail due to technical implementation barriers
and a lack of awareness regarding identity protection,
while the broader domain of posthumous identity - par-
ticularly in the context of Al - remains largely unreg-
ulated. In the current debate, therefore, the idea of a
broader right to digital identity is being explored, par-
ticularly with regard to the right to shape one’s own life
narrative in the digital sphere. Traditionally, privacy
has been understood primarily as protection against
interference by others. The new interpretation, how-
ever, emphasizes an active dimension, focusing on the
freedom of individuals to shape their own digital iden-
tities in accordance with how they wish to be seen. As
a legal basis for this, two provisions of the EU Charter
of Fundamental Rights serve as reference points: Arti-
cle 7 (Respect for private and family life) and Article 8
(Protection of personal data). Experts have proposed
closer integration of these rights to establish an all-en-
compassing right to digital identity [231].

5.5 COMPREHENSIVE STRATEGIES

AND FUTURE ACTIONS

What individuals should do:
Planning and support for heirs

Planning a digital estate is just as important today as
writing a traditional will. In Germany, there is no sep-
arate digital inheritance law. Instead, digital content
and contracts automatically transfer to heirs under the
principle of universal succession (Gesamtrechtsnach-
folge) [3], [216], [313]. The following points offer initial
guidance and general information. They are not intend-
ed to be exhaustive and should be considered in the
context of each individual's specific situation.

Providing for the future:
Planning your digital estate
(3], [22], [216], [247], [254], [291], [313]

To spare their next of kin complex and lengthy process-
es, individuals should take timely action.

1. Inventory and organization:

B Create a list of all online accounts, email address-
es, and cloud services.

B Document all subscriptions (streaming services,
shopping platforms) and financial accounts (online
banking, cryptocurrencies).

B Regularly back up personal data, such as photo-
graphs, locally on external storage devices to en-
sure access independent of platforms.

2. Confidentiality wishes:

B Explicitly specify which content (e.g., private
chats, browser histories) is to be deleted unread
after your death. This protects your posthumous
personal rights and prevents relatives from inad-
vertently accessing sensitive information.



3. Legal safeguards:

B Draw up a specific “digital power of attorney” or
include your digital estate in a will.

B Appoint a trusted person as a “digital executor”.
You can instruct that specific data must be de-
stroyed without being viewed by third parties.

B A notarized power of attorney is most likely to be
accepted by service providers and provides the
greatest legal security.

4. Access management:

B Use a password manager as a central solution.

B Ensure that your trusted person has access to the
master password (e.g., by depositing it with a no-
tary or in a safe deposit box).

B Make sure your heirs can access your smartphone
to receive multi-factor authentication (MFA) codes.

5. Platform-specific solutions:

B Configure the legacy or account-deactivation fea-
tures of major providers while you are still alive,
such as Apple’'s and Meta's “Legacy Contact” or
Google's “Inactive Account Manager”.

For relatives and heirs
[3], [22], [216], [247], [313]

After a death, relatives often need to act quickly to avoid
unnecessary costs and data loss.

1. Document search and review:

B Look for the inventory list, power of attorney, or
will.

B Check account statements for any recurring
charges for digital services.

2. Proof of death and cancellation of contracts:

B Notify the respective service providers of the
death, providing the death certificate (and, if ap-
plicable, the certificate of inheritance).

B Cancel any current contracts and subscriptions
promptly, since these generally pass to heirs un-
der inheritance law.

3. Account management:

B Decide whether social media accounts should be
deleted or memorialized. Respect any deletion in-
structions left by the deceased for sensitive data,
to protect their privacy.

B Back up important digital memories (photographs,
messages) before an account is permanently de-
leted, since many providers do not recover data
after deletion.

4. Legal enforcement:

B [f necessary, invoke the German Federal Court of
Justice (BGH) rulings of 2018/2020, which gen-
erally grant heirs access to the accounts of de-
ceased individuals.

Requirements for professional
legal structuring and advice

In addition to an individual's own digital estate planning,
professionals such as attorneys and notaries must fol-
low specific standards to ensure the legal and secure
management of the digital estate [3], [216], [313]:

B Avoidance of security risks: Passwords should nev-
er be included directly in a will, since they may be-
come public once the will is filed with the probate
court.

B Differentiation of powers of attorney: Contracts
should explicitly differentiate between administra-
tive powers (e.g., account deletion) and access to
highly personal communications (e.g., private chats).
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B Protection of personal rights: Professional legal
structuring involves balancing the heirs' interest
in information with the protection of the deceased’s
privacy. Arrangements may include a notary over-
seeing the deletion of sensitive data before third
parties are granted access.

B Legal classification: While Germany's statutory in-
heritance law already covers digital assets, explicit
regulations can simplify dealings with service pro-
viders.

B International context: For accounts with US provid-
ers, powers of attorney should be drafted in such a
way that they comply with international access stan-
dards so as to facilitate cooperation with providers
[22], [291].

What policymakers should do:
Regulatory measures

To close the systemic gap in protection between biolog-
ical death and digital persistence, lawmakers are called
upon to establish reliable infrastructures.

B Central digital estate registry: A key focus is the in-
troduction of a central digital estate registry under
draft § 1959a BGB, which would allow heirs to dis-
cover online accounts in the same way as traditional
accounts [43]. In addition, a statutory obligation for
providers to proactively inform users about the in-
heritable nature of their data is recommended [216].

B Automated identity verification: To accelerate the
process, the German Federal Government plans to
automate the verification of heirs' identities using its
Deutschland-ID national digital identity system [56].
The German Federal Bar Association is calling for
strict data protection measures to prevent misuse of
sensitive information [43].

B Posthumous data protection: A precise legal distinc-
tion should be made between personal rights-based,
property rights-based, and composite rights-based
data within an individual's estate [355]. Only then
can platforms be effectively required to provide ap-
propriate interfaces without infringing posthumous
personal rights [6].

What companies should do

Companies should address digital estate management
through practical, operational measures:

B Account hygiene: Regular reviews of inactive ac-
counts and automated deprovisioning (linking HR
offboarding to IT workflows) help protect “dormant
identities” from misuse [22], [94].

B Transparent communication: Providers should
clearly set out in their terms of service what hap-
pens to accounts, subscriptions, and licenses in the
event of death, and explicitly highlight clauses relat-
ing to inheritable rights. Simplified access for heirs,
for example by accepting digital proof instead of
requiring original documents by mail, would reduce
administrative burden for both parties [3], [216].

European solutions

Europe is developing groundbreaking approaches to le-
gally sound digital estate regulation. The eIDAS 2.0 Reg-
ulation establishes the framework for self-sovereign
identity (SSI), which is expected to lead to the rollout
of European Digital Identity Wallets (EUDI Wallets) by
2026/2027 [120], [39]. This system enables “smart suc-
cessions”: through mechanisms such as a “dead man'’s
switch” (a type of digital emergency trigger), digital
keys can be automatically and securely transferred in
encrypted form to heirs upon verified proof of death [6],
[114]. These solutions may be complemented by regula-
tory frameworks such as the European Law Institute’s
Model Rules on data access [125] or the French mod-
el, which already provides a statutory right to “digital
death” [79].

A range of European providers offer practical solutions
for digital estate management (selected examples):

B Platforms: The German service Userwill supports
structured estate management (e.g., account dele-
tion and subscription cancellation). Similar services
are offered by memoresa and ex medio.

B Technical vaults: SecureSafe (Switzerland) provides
a highly secure infrastructure for storing passwords
and documents. Its integrated inheritance feature
allows information to be automatically released to
beneficiaries after a configurable lock period.



B Specialized services: Digital Life Legacy (Nether-
lands) provides support for accessing the data of de-
ceased individuals, while Inheriti (Belgium) focuses
on decentralized inheritance information.

Lifelong management

Digital estates require lifelong identity management
that extends beyond death. Without clear instructions,
heirs face complex hurdles and the risk of identity theft.
Therefore, individuals and tech companies both have a
responsibility to establish binding standards for privacy
and access.

Early planning is an act of precaution and care. It pro-
tects an individual's digital presence from being mis-
used as mere “raw data” and allows them to actively
shape their narrative as a dignified record of their exis-
tence, rather than ceding control to faceless algorithms.
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NIS2 -
STATE OF PLAY

THE NIS 2 DIRECTIVE

Directive (EU) 2022/2555 of the European Parliament
and of the Council on measures for a high common level
of cybersecurity across the Union (NIS 2) constitutes
a comprehensive revision of the EU’s network and in-
formation security requirements aimed at countering
the growing number of cyber threats to critical infra-
structure [99], [121]. This revision is based on a clause
in the 2016 NIS 1 Directive requiring the European Com-
mission to review the effectiveness of NIS 1 by 2021
[98]. Originally planned as a routine update, the huge
increase in ransomware attacks and the acceleration
of digital transformation in the wake of the pandemic
prompted a major regulatory overhaul, which officially
came into force in January 2023 [121].

Compared with its predecessor, NIS 2 marks a signifi-
cant step change in both the depth and breadth of the
regulation. NIS 1 identified and addressed seven sec-
tors as critical infrastructure (CI), while also allowing
member states considerable leeway in determining
which companies the regulation covered [98]. In con-
trast, the new Directive applies a size cap approach.
This means that companies no longer need to be classi-
fied as critical individually but automatically fall within
the scope of the Directive if they operate in one of the 18
established EU-wide sectors, and have at least 50 em-
ployees or annual turnover of €10 million or more [99].

. Law passed
@ oraftbil
Source: [267]

Figure 33: Status of implementation in EU countries -
early February 2026

Organizations designated as Cl are of particular impor-
tance to state and society. Their failure or interruption
would result in long-term supply shortages, significant
disruptions to public safety, or other dramatic conse-
quences [51]. The NIS 2 Directive distinguishes between
two main Cl categories, each of which has a direct im-
pact on the intensity of state supervision and the sever-
ity of fines. A distinction is made between essential and
important organizations. Under German law, KRITIS
(CI) operators are automatically considered “essential
entities” and are thus subject to proactive supervision
by the Federal Office for Information Security (BSI). The
Directive establishes an EU-wide framework of sanc-
tions. In the event of violations of the Directive, essen-
tial facilities face fines of up to €10 million or 2 percent
of their global turnover, while important entities face
sanctions of up to €7 million or 1.4 percent of revenue
[121]. Furthermore, Article 21 of the Directive defines
a list of mandatory risk management measures (e.g.,
backup concepts, supply chain security) and introduces
stricter personal liability for management [99].
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Implementation progress across the EU

Even though the official deadline for implementation
into national law expired on October 17, 2024, progress
has been uneven across the EU. By November 2024,
only four member states had fully implemented the Di-
rective, prompting the European Commission to launch
infringement proceedings against 23 countries [118]. As
of February 2026, 17 member states, including Germa-
ny, Belgium, Croatia, Italy, and Slovakia, have passed
national laws. In ten other states, including France
and Estonia, draft bills are still in the process of being
passed, with delays often due to political developments
[267].

IMPLEMENTATION
IN GERMANY: THE NIS 2
IMPLEMENTATION ACT

In Germany, the NIS 2 Directive was transposed into
national law through the “Act Implementing the NIS 2
Directive and Regulating Essential Features of Infor-
mation Security Management in the Federal Admin-
istration” (NIS2UmsuCG) [160]. As an umbrella act, it
represents a comprehensive modernization of German
IT security law. NIS 2 contains “articles” that in turn
amend existing laws, such as the “Act on the Federal
Office for Information Security and on Information Se-
curity in Institutions” (BSI Act - BSIG).

Whether a company is subject to this legislation under
German law depends on three factors [160]:

B Sector affiliation: The company operates in a critical
sector (e.g., energy, health, or transport).

B Size: It employs at least 50 people or has annual
turnover exceeding €10 million.

B Special cases: Regardless of size, certain providers
always fall within the scope of the law because their
services are classified as systemically essential.

Estimates suggest that over 41,000 companies will be
impacted in Germany alone [115].

Key obligations and requirements

In Germany, organizations falling within the scope of the
NIS 2 Directive as “essential” or “important” entities are
required by law to register online on a BSI portal. This
involves providing master data on the company, contact
persons for IT security incidents, and classification of
the organization into the relevant sectors and subsec-
tors. The aim is to enable the BSI to immediately warn
and support the companies concerned in the event of
large-scale cyberattacks or critical vulnerabilities [160].

Risk management measures
pursuant to Section 30 BSIG

Companies are required to implement appropriate tech-
nical and organizational measures in line with the “state
of the art.” The legislator explicitly lists the following
[159]:

B Concepts for risk analysis and information security

B |ncident management

B Maintaining operations (business continuity man-
agement), e.g., through backups and contingency
plans

B Security in the supply chain (verification of suppli-
ers)

B Training and awareness measures
B Cryptography and encryption

B Multi-factor authentication (MFA) used as standard
method of access



Heightened reporting requirements
pursuant to Section 32 BSIG

In the event of serious security incidents, a strict time-
line applies [159]:

B 24 hours: Initial report (early warning) after becom-
ing aware of the incident.

B 72 hours: Incident notification, including comprehen-
sive assessment of the incident.

B 30 days: Final report with detailed root cause anal-
ysis.

Role of senior management
and legal liability

One of the key elements contained in the German im-
plementation law concerns the direct responsibility
of executive management. It is no longer possible for
managing directors and board members to delegate
responsibility for cybersecurity to the IT department.
If senior management culpably violates its duties (in-
tentionally or through negligence), executives are held
personally liable to the organization for any resulting
damage (Section 38 (2) BSIG).

The key obligations for senior management are:

B Approving and facilitating implementation: Senior
management is obligated to implement risk man-
agement measures (in accordance with Section 30
BSIG).

B Oversight of implementation: It must continuously
monitor the implementation of these measures.

B Training requirement: Every member of the man-
agement is legally obliged to participate in regular
risk management training (Section 38 (3) BSIG) [159].

Cybersecurity Act 2 (CSA2):
Increased focus on certification
and sovereignty

Since the NIS 2 Directive came into force on January
16, 2023, the threat posed by ransomware, state-spon-
sored espionage, and hybrid attacks has continued to
escalate. While NIS 2 compels companies to protect
themselves, it was often unclear which technical prod-
ucts were secure enough for this purpose. To close this
gap, the European Commission presented the draft
Cybersecurity Act 2 (CSA2) on January 20, 2026 [122].

Although the original Cybersecurity Act of 2019 (Reg-
ulation EU 2019/881) provided the theoretical frame-
work for EU-wide security certificates, in practice it
often failed due to the voluntary nature of the measures
[290]. This became particularly clear in connection
with the EUCS (European Cybersecurity Certification
Scheme for Cloud Services). This uniform security lev-
el for cloud services was blocked for years by debates
over “sovereignty requirements”, specifically regarding
how European data could be protected from access by
foreign authorities.

The CSAZ2 draft bill resolves years of deadlock on the
issue of certification by introducing a strict distinction
between security criteria related to technology and
considerations pertaining to geopolitics [122]:

B Technology: The European Cloud Certification
Scheme (EUCS) will be finalized under CSA2 as a
purely technical certification.

B Geopolitics: A separate mechanism will be intro-
duced for assessing high-risk providers in the sup-
ply chain - for instance, the trustworthiness of man-
ufacturers from non-EU countries.

The most important changes in CSA2

A key aspect of the reform is the shift from voluntary
toward mandatory compliance. The EU Commission
now has the power to require mandatory certification
for critical information and communication technology
(ICT components). This provides tangible benefits and
enables clear repercussions for businesses [122]:

B Presumption of conformity: By using certified prod-
ucts, organizations automatically demonstrate to
supervisory authorities that they fulfil the strict risk
management requirements of the NIS 2 Directive.

B Harmonization: CSA2 adopts key definitions (such
as those relating to security incidents or network
systems) directly from NIS 2. This is in line with the
REFIT program (the EU program to ensure the effi-
ciency and benefit of legislation) and aims to simplify
implementation for companies.

B Draconian sanctions: In the event of violations of the
new supply chain security requirements, the draft
increases the maximum fine to up to 7 percent of
global annual turnover.

125



126

ENISA ensures operational effectiveness

ENISA (the European Union Agency for Cybersecurity)
is being expanded further in its role as the “control cen-
ter” for European cyber protection. It provides opera-
tional support to member states and is responsible for
coordination activities [122]:

B Setting up crisis teams: It supports the establish-
ment of CSIRTs (Computer Security Incident Re-
sponse Teams), government task forces for respond-
ing to IT security incidents.

B Centralized databases: It maintains a European vul-
nerability database and provides the secretariat for
the EU-CyCLONe crisis network (the cooperative
network for European cyber crisis organizations).

B European Cyber Shield: Accompanying this is a net-
work of Al-powered security centers, known as se-
curity operations centers (SOCs), which are tasked
with detecting threats across the EU in real time.

Digital Omnibus Package

In November 2025, the European Commission present-
ed the Digital Omnibus Package (COM(2025) 837) of
amendments to clarify the overlaps between various
EU laws such as NIS 2, GDPR, Al Act, and DORA [119].

A cornerstone of the cybersecurity reforms is the pro-
posed “report once, share many” principle. In future,
companies will be required to report cyber incidents
centrally via a single entry point (SEP) at ENISA, rather
than having to inform various authorities individually.
This could save an estimated €5 billion in administrative
costs [119]. When using the SEP, the GDPR reporting
deadlines are set to be extended from 72 to 96 hours
and the threshold for reporting obligations raised to ap-
ply only to “high-risk” cases, in a bid to curb a flood of
insignificant reports [119].

Small and medium-sized enterprises are especially
looking forward to some relief due to the planned intro-
duction of the “small mid-cap” (SMC) category, which
covers companies with up to 750 employees. Under
NIS 2, these companies will only be subject to reactive
supervision in future, significantly reducing the compli-
ance burden for around 22,500 companies across Eu-
rope [119].

MANDATORY REQUIREMENTS
FOR BUSINESSES
(AS OF MARCH 2026)

The year 2026 marks a peak in terms of regulatory bur-
den. That said, the underlying hope is that this short-
term burden will lead to a resilient digital market in the
EU over the long term, providing a competitive advan-
tage around the globe based on trust and security.

Action needs to be taken in the following areas:

1. Ensuring registration compliance: Institutions are
required to register on the BSI portal no later than
three months from the date they first become subject
to NIS 2 or after becoming subject to it again.

2. Supply chain check: Keeping an inventory of critical
hardware and software is essential. Under CSA2,
suppliers are now assessed separately for geopoli-
tical risks, which may lead to the exclusion of certain
manufacturers.

3. Liability of senior management: Company directors
are now required to document their fulfilment of sta-
tutory training obligations in order to minimize the
risk of personal liability.

4. Adapting processes: Internal reporting channels
must be converted to Standard European Formats
(based on standard essential patents - SEP).



ABOUT THE SCHWARZ GROUP
AND SCHWARZ DIGITS

The Schwarz Group is an international leader in retail
trade with around 14,200 stores and 595,000 employ-
ees. In the 2024 fiscal year, the companies comprising
the Schwarz Group generated revenue of roughly 175.4
billion euros. The Schwarz Group’s unique ecosystem
covers the full value cycle, from production and retail
to recycling and digitalization. The enterprise creates
solutions to make the lives of billions of people safer,
healthier and more sustainable, both now and for the
future - The Schwarz Group acts ahead.

Lidl and Kaufland represent the group’s food retail pil-
lars and are an integral part of everyday life for custom-
ers in 32 countries. A large number of their own-brand
products and sustainable packaging come directly
from Schwarz Produktion. Through its recycling man-
agement solutions, environmental services provider
PreZero facilitates an effective circular economy, there-
by investing in a clean future.

The IT and digital division, Schwarz Digits, provides
compelling digital products and services that meet the
high German data protection standards, thus ensuring
the maximum degree of digital sovereignty. As a part-
ner service provider, Schwarz Corporate Solutions
assists the Schwarz Group companies with all matters
related to administration, HR, and operational activi-
ties. With this commitment top of mind, Schwarz Dig-
its provides the IT infrastructure and services for the
extensive ecosystem of companies within the Schwarz
Group and continues to develop these solutions in a fu-
ture-proof manner. Schwarz Digits’ sovereign core ser-
vices include cloud, cyber security, data and Al, com-
munication, and workspace. Schwarz Digits ensures
optimal conditions for the development of trend-setting
innovations for end customers, companies and public
sector organizations.

Follow the butterfly \\5

The Schwarz Digits butterfly symbolizes our ultimate
mission: digital transformation. In our podcast Tech,
Kl & Schmetterlinge (Tech, Al & Butterflies), we decode
how technology is changing our world.

Take a deeper dive into our digital universe on
schwarz-digits.de:
B Buzz: Tech insights with VIP guests on our podcast.

B Expertise: Exclusive white papers on digital sover-
eignty.

B Security: All cybersecurity reports and current sur-
vey results at a glance.
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DEFINITIONS &
ABBREVIATIONS

GLOSSARY OF DEFINITIONS

Advanced persistent threat (APT)

Adversary-in-the-Middle (AiTM)

API tokens

Business email compromise (BEC)
Common vulnerabilities

and exposure (CVE)

Credential stuffing

Cyber resilience

DevSecOps

Exploit

Identity and

access management (IAM)

Initial access broker

Managed service provider (MSP)

Multi-factor authentication (MFA)

Passkey

Passwort spraying

Patch management

Phishing

Cyberattacks designed for the long term, usually carried out by state actors or their affi-
liates. Rather than rapid destruction, adversaries aim to achieve sustained, covert access
to information, systems, or decision-making processes.

An attack method in which attackers secretly interpose themselves in the login process.
They can then take over not only passwords but also active sessions - even if multi-factor
authentication is employed.

Digital keys that allow applications automatic access to systems. Their compromise is
particularly critical, as they often unlock wide-ranging privileges.

A type of fraud in which attackers impersonate executives, business partners, or service
providers to deceive victims into making payments or disclosing sensitive information.

A system for identifying and providing a unique designation for known security vulnera-
bilities in software. Administered by an independent organization.

An automated attack in which stolen login credentials are systematically tested on a large
number of services. This approach is successful because the same passwords are often
recycled.

The ability of an organization to prevent, manage, and quickly recover from cyberattacks
- technically, organizationally, and strategically.

A portmanteau of “Development,” “Security,” and “Operations”, DevSecOps is an ap-
proach that prioritizes security early in the development process by integrating security
measures into the workflows of developers and IT operations teams.

The technical mechanism used to exploit a vulnerability. Many attacks are able to le-
verage known exploits because countermeasures have not been implemented quickly
enough.

All processes and systems used to manage user accounts, roles, and access rights. This
has become a core security discipline.

Criminal actors who sell compromised credentials. They serve as a key link between data
theft and ransomware actors.

External IT service providers that operate systems for many clients. Due to their privile-
ged access, they are attractive targets for adversaries.

Users log in to accounts utilizing multiple factors (e.g., password plus code), which en-
hances security.

Passwordless authentication method, based on cryptographic keys. It reduces the risk
of phishing and password theft. It is considered to be the future standard for accessing
privileged accounts.

An attack in which a frequently used password is speculatively tested on a large number
of accounts.

Structured process for identifying, testing, deploying, and monitoring software updates
(patches) for operating systems and applications to resolve known vulnerabilities.

An attack using deception to trick users into revealing their login credentials. The use of
Al has led to these attacks becoming increasingly convincing and highly targeted.
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Prompt injection

Ransomware

Ransomware-as-a-Service (Raa$S)

Security operations center (SOC)

Shadow IT

Single Sign-on (SS0O)

Session hijacking

Social engineering

An attack on Al language models, in which manipulated input commands are utilized to
bypass security mechanisms in order to execute malicious commands.

Software that locks systems and/or steals data in order to extort money from victims.

A platform model in which various actors collaborate to carry out ransomware cam-
paigns - not unlike a franchise system.

Functional unit within an organization which monitors IT security events and responds to
security incidents.

Unauthorized use of IT or cloud services by functional units or departments. Poses in-
creased risks as security controls are bypassed.

Authentication method which allows users to gain access to multiple applications and
websites using a single set of login credentials.

An attack in which active login sessions are hijacked, for example by intercepting access
tokens. This permits attackers to circumvent security mechanisms such as MFA.

Taking advantage of human “weaknesses” such as fear, curiosity, or obedience to trick
users into revealing sensitive information, bypassing security measures, or installing
malicious software.



LIST OF ABBREVIATIONS

ANN
ANSSI

API
APT
BDSG
BKA
BMF
BMDS

BRAK
BSI

C5

CADA
CATI
Cl
CISA

CISO
CISPE

CLOUD Act

CPU
CRA
DARPA

DDoS
DG DIGIT

DORA
DPO
DsiN

ENISA

FLOP
GAl
GDPR

Artificial neural network

French National Agency for the
Security of Information Systems

Application programming interface
Advanced persistent threat

German Federal Data Protection Act
German Federal Criminal Police Office
German Federal Ministry of Finance
German Federal Ministry

for Digital Transformation and
Government Modernisation

German Federal Bar

German Federal Office
for Information Security

BSI Cloud Computing Compliance
Criteria Catalogue

Cloud and Al Development Act
Computer assisted telephone interview
Critical infrastructure organizations

Cybersecurity and
Infrastructure Security Agency

Chief Information Security Officer

Cloud Infrastructure Service
Providers in Europe

US Clarifying Lawful Overseas
Use of Data Act

Central processing unit
Cyber Resilience Act

Defense Advanced Research
Projects Agency

Distributed Denial-of-Service

Directorate-General for Digital Services
of the European Commission

EU Digital Operational Resilience Act
Data Protection Officer

Deutschland sicher im Netz e. V.
(Germany Safe on the Internet)

European Network and Information
Security Agency

False load output prediction
Generative Al

General Data Protection Regulation

GRC

laaS
1AM

NIST

0SS
oT
PaaS
Raa$S
SaaS
SBOM
SEAL
SocC
SSI
STR
TFLOPS
us$
VPN
WEF
WAF
ZenDiS

ZITiS

Governance, risk management,
and compliance

Infrastructure-as-a-Service
Identity and access management
Information operations

Internet of Things

Incident response

Large language model
Multi-factor authentication
Managed service provider
Managed security services

Network and Information
Security Directive

National Institute of Standards
and Technology

Open Source Software
Operational technology
Platform-as-a-Service
Ransomware-as-a-Service
Software-as-a-Service
Software bill of materials
Sovereignty Effective Assurance Level
Security operations center
Self-sovereign identity
Short tandem repeats
TeraFLOPS

US dollar

Virtual private network
World Economic Forum
Web application firewall

German Center for Digital Sovereignty
of Public Administration

German Central Office for Information
Technology in the Security Sector
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